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Preface

On August 11, 1980 the New York Times reported that President Carter

had issued three Presidential Directives (P.D. 53, 58 and 59) calling
"for the study of several approaches to coping with a nuclear attack:

- Hardening command centers and communications posts by
placing them underground or protecting them with concrete.

- Dispersing communications networks and making them redundant
so that messages could continue to be sent after critical equip-
ment was knocked out.

- Improving warning and evacuation technigues".

These concrete provisions apparently reflect heightened government
attention to the nation's "nervous system", namely its command, control,
communications and intelligence capabilities, relative to its "muscle”,
i.e.,its weapons and the means for emplacing and using them.

Detailed elsewhere* is the broad significance of information resources
as "social nervous systems”, including their role in national and inter-
national security and their relation to "muscles". The Program on In-

formation Resources Policy has focused attention on the organizing role

of information resources in government and business through a graduate
course on "Command, Control, Communications and Intelligence (C3I) in
Government and Business".

This course was first offered at Harvard's Kennedy School of Govern~

ment in the spring of the 1979-8Q academic year. It examined the changes

*Qettinger, Anthony G., "Information Resources: Knowledge and Power in

the 21st Centure "Science, 209, pp 191-198, 4 July 1980.




since World War II in the conception, technologies and institutional frame-
work of information resources and the implications of these changes for
national security policy and linked domestic policies. The course and
related Program research address the relationship between information
resources and government policy choices or corporate strateqic alterna-
tives. They aim to fi11 a gap.

When not just relating war stories, most academic or
professional approaches to intelligence emphasize political science
or international politics but pay scanty attention to managerial, ad-
ministrative or technological factors. Business schools and practitioners
emphasize the techniques and the technicalities of-management infor-
mation systems (MIS), but they pay 1ittle attention to mutual influences
between these and strategic goals. The Program's ultimate aim is to
synthesize the best of both these approaches as well as to carry forward

where both leave off,

In 1979-80 the students were exposed not only to facuity, but also

to current or former government officials responsible--through several

administrations--for recommending or carrying out decisions of the type
reportedly made by President Carter: William E. Colby, of counsel, Reid

& Priest; formerly Director of Central Intelligence. B. R. Inman, Director,
National Security Agency and Chief, Central Security Service. William
Odom, Military Assistant to the Assistant to the President for National
Security Affairs. Lionel Olmer, Director of International Programs,
Motorola, Inc.: formerly Executive Secretary, President's Foreign Intelli-
gence Advisory Board. Lee Paschall, Consultant; formerly Director, Defense
Communications Agency and Manager, National Communications System. Robert

Rosenberg, Policy Assistant to the Assistant to the President for National
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Security Affairs. Raymond Tate, Raymond Tate Associates: formerly Deputy
Assistant Secretary of the Navy and Deputy Director of the National
Secyrity Agency. That students were exposed to only one business repre-
sentative, A.K. Wolgast, Manager, Planning and Analysis Dept., Exxon
International, reflects the gap between the aims of the course and their
realization.

The student papers in this volume range across a variety of topics
wide enough to indicate the scope of the problems before us. What they
fail to address reveals the magnitude of the tasks still ahead.

The papers have been only 1ightly edited for consistency of format.

Their substance is no more and no less than what each student contributed.

Anthony G. Oettinger




Introduction

- The student papers in this volume explore relationships among
three key aspects of private or public management:

1. the strategic goals of organizations;

2. the processes that decision makers use both to learn about

the "outside" world (intelligence} and also to run and monitor
their own organizatibns {command and control);

3. the technical means for carrying out 1nte]1igehce, command

and control processes in support of the formulation and the
pursuit of strategic goals.

Although national and international security affairs provide most
of the illustrations, with one example drawn from the oil industry, the
generic findings should prove useful in managing for the survival and
success of any organization.

Tom Leney's "Overview of Strategic Command, Control, Communications
and Intelligence“(c31) draws on the planning to prevent or conduct a
- nuclear war to identify how strategic goals influence what is required
of C3I processes and of systems that will carry out these processes. In
so doing he sets the stage for the other papers.

In the United States, the means for conducting war are conditioned
by both the Constitution and, more immediately, by definitions of command
authorities that are embodied in the National Security Act of 1947. De-
signed to respond to lessons learned in World War 1I, this law has stood
without major amendment since 1958. What this means for C°T in the 1980's
15 sketched by Newell Highsmith in "The Statutory Basis for the Authority

of the National Command Authority."

jv




How much to encourage and how much to restrict the flow of informa-
tion is a perennial dilemma for all organizations. The dilemma is sharp-
ened if, as in Billy Carter's Libyan affair, an official is "advised of
extremely sensitive intelligence information®. In the Carter instance,
the Attorney General said that "My two most basic concerns were that in
the absence of other sources any disclosure of the information could com-
promise the intelligence source; and, second, I did not want to abort the
transaction, which might constitute substantial evidence of a duty to
register under the Foreign Agents Registration Act".* Drawing on a
wealth of World War II materials declassified within the past decade,
Kenneth Freeman explores such dilemmas and other facets of the “"Control
of Sensitive Information."

Intelligence, like scholarship, is sometimes seen as an ornament
more than a necessity. In particular, strategic intelligence is often
seen as useful, if at all, only to top leadership but not to the troops
in the trenches or the salesmen in the field. However, Tom Leney notes
that "the growing importance of tactical military decisions to larger
national interests [has] affected the degree of freedom local commanders
are allowed to have". Conversely, the products of national intelligence--
and note only what he can see through his binoculars--are of increasing
significance and immediacy to a local commander, much as access by tele-
phone to the home office's database is becoming to the insurance salesman
out on a call. In "Re-shaping American Intelligence: Decisions for the
1980's", C. Kenneth Allard examines the organizational implications of
these new relationships between strategic and tactical eyes, ears and

memory.

* Department of Justice news release, August 6, 1980.




The visibility, glamour and expense of increasingly pervasive techni-

cal systems occasionally leads to forgetfulness about the human element

in information flows, decision-making and commands. In Intelligence and

Information Systems in the Department of State/Foreiqn Service, David C.

McGaffey focuses on interaction, feedback, and trust, on Cross-, up-, or
down-channel effects, and on such tradeoffs as timeliness versus accuracy
and accuracy versus usefulness. He explores the imptications of various
settings of these tradeoffs for organizational effectiveness and effici-
ency.

How the potential enemy--or the competition--organize themselves
for command and control can provide valuable clues as to what one may
himself expect to encounter. Since doctrine in the miiitary, 1like stand-
ard operating procedures elsewhere, serves as a guide to action, it can
then also serve to some extent, as a predictor of 1ikely action. Drawing
on U.,S. military translations of Soviet works, Mark Dean Miliot sketches

The Soviet Doctrine of Troop Control.

Given the classified status of much sensitive military or intelli-
gence information, some may find it odd that the public record on high-
level government command, control and intelligence processes seems more
extensive and explicit than the record of comparabte business processes.
This may stem from proprietary “classification", or perhaps from the fact
that the institutionalization of C3I processis is more extensive and that
managerial (i.e., Congressial) oversight is more public in government
than in business. The oil industry's reaction to Arab oil embargoes 1is

a notable exception that George N. Curuby explores in Crisis Management

at Exxon Corporation.

vi




l. OVERVIEW OF STRATEGIC COMMARD,
CONTROL, COMMUNICATIONS
AND
INTELLIGENCE

Tom Leney




2
TABLE OF CONTENTS

?_ea_e_

Introduction...scease. T L Y 4
Strategic Doctrine and 031 Objectives.. catrirevscnsssonsnssannnnsns 7
Civilian Control of the Military and Centralization of Authority.. 13
Civilian Control....ceeeaecseueesososesosasnsnncassassensasancs 13

The National Military Command Structur@....csaccesssaacesanes 18
Centralization of Authority..ceesesransrecsreoissssonsnnccssnss 22

The Soviet Threat to CBI.......................................... 24
Physical Destructiofee.eceeesscraccaccenranssassnannronennsansse 25
Electro-Magnetic PulSe@...cetcvetsosvsserersnsossanscnsnsssans 26
Electronic Interference.ccericaccscasncsentsseonsossssasnasas 29
Electronic Counter-MeasSureB...c.cceeececcrnssessnsatansstasens 30
SAbOLAgE. serarrnresssnsrrasrsannorsoenarssrasrassesreronnenoae 31
Anti-Satellite Threat...veseveveenancorsavosonssssssnssesanes 31

C31 Functional RequirementsS. .. ccvevecsssssnssasssasssssscsasnsnnane 33
Provide Timely Warning of a Nuclear Attack.sscscecsssncssanan 33
Provide Accurate Attack Assessment.....c.ceecccanasesnccsnsan 36
Survival of the National Command Authority (NCA).....ceeeenee 38
Transmigssion of Orders to Nuclear FOrceS......sseesssceensses 40
Monitor the Execution of Decisions....c.cerercvacnssssvesnsas 41
Raconstitution and Re-direction of Forces.....cvcvvenniencens 41
Conflicet Termination and Egcalation Control.....cecereevasaes 42
Qualities Needed in C3I SYSLEMB. .. csevrccerccscnsocrorannrasitsncsn 46
Survivability: Various ApproachesS.....sscecessccescransanaes 46

Credibility............ e d PSS AN W 4 A g E ok bR R Aa ek ak e s a A 56




3

TABLE OF CONMTENTS

FleXibility..oevosessncerasasensanannan H00000000060a0006080AC
ReSPONSiVENESS. svecvnseonssrentsscassserrseasronssssnatsscens
SECUriLYeceeosnssoccsvanssistssntassnuansenosncranrsnvosssssnsen
INtegration.. v sasecccecersosassesssonnsassasoscacnentnstsssns
Reliability..ceeorveenrccaceravnaannas U
Current 031 Systems....................................;..........
Warning and Surveillance SystemS......scceevenvacsnncecasssen
National Military Command System (NMCS)}......cessevansrcceces
Communications Systems......eocc.. 0000000000 0A60 0008 a0 660 0T

Notes...-o...........-.o-.....-....----..-......--......--........

Bibliography.o.-.o.... ....... R EEEREE R R R I I I R R R R R B

Fage

57
59
60
61
61
63
64
68
76
86

92




INTRODUCTION

The purpose of this paper is to provide an overview command control,

comuunications, and intelligence (often called "C-cubed-I") by examining
the factors which influence C3I requirements, the requirements themselves,
and the gualities needed in C3I systems to meet these requirements. Cur-
rent systems will also be looked at in the context of these requirements
in order to identify problems and issues that exist. The goal iz to pro-
vide a basis upon which to assess current and future systems so that they
may better meet the needs of national security. In order to limit the
breadth of the subject somewhat, I shall focus on strategic Cax, the
means by which the nation's strategic nuclear forces are controlled and
directed. If ICBM's, bombers, and missile submarines can be likened to
our strategic nuclear "muscle" then strategic C3I can be thought ¢of as
the nervous system that controls these muscles and coordinates their in
teraction to insure the accomplishment of desired tasks.

More formal definitions for the terms command, contrel, communica-
tions, and intelligence can be found in Department of Defense publications.
There we find "command and control" defined as, "The exercise of author—
ity and direction by a properly designated commander over assigned forces
in the accomplishment of his mission.“1 The need to insure that only
"properly designated commanders" can exercise authority, especially over
nuclear forces, is a critical aspect of command and control. This concern
has been a key factor influencing development requirements for command

and control systems,




5

Communications is defined by the Department of Defense as, "The
method or means of conveying information of any kind from one person or
place to another except by direct unassisted conversation, or correspond-
ence through non-military channels."2 It is important to note that this
definition does not exclude the use of commercial telecommunications net-
works. Most of the day-to-day communications within the military and the
government use commercial systems and they provide a potentially valuable
resource for re-establishing communications after an enemy nuclear attack.
In view of the severe damage to communication systems that could be in-
flicted in a large scale nuclear attack, any and all options for getting
messages from one location to another should be considered.

The term "intelligence" has several definitions. In its broadest
sense it could include all external information gathered by government
agencies. Executive Order 12036, which specifies the organization and
control of intelligence provides a more useful definition which describes
it as "information relating to the capabilities, intentions and activi-
ties of foreign powers, organizations and individuals.“3 For the purposes
of this paper the definition of intelligence shall be further restricted
to information gathered by surveillance systems that concerns the initia-
tion of an enemy attack on the United States, The focus of this defini-
tion is on the acquisition of physical indications of an enemy attack
(tactical warning) rather than the more complex task of determining enemy
intentions. This is not to say that warning means merely saying "here
they come,” however; it includes all information concerning an attack
that is relevant for making decisions concerning U.S. retaliation. (A
more detailed discussion of warning can be found in the section-cal

Functional Requirements.)
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With these definitions in mind we shall first look at the four ma-
3
jor factorxs that influence C I requirements. These are:

1) Strategic Doc¢trine - the way we plan to use our nuclear forces
in response to an enemy attack:

2) Civilian Control - decisions regarding who should be able to
direct the use of nuclear weapons affects the methods of
command and control;

3) Enemy Threat - enemy capabilities that could affect the ability
of the United States to respond to an enemy attack;

4) Technology - the hardware available for use in designing CaI
equipment and systems.

In the following sections, each of these factors will be examined to pro-
vide a framework for assessing CSI reguirements and determining how well
current systems meet these regquirements.

The impact of technology on 031 gystems will not be addressed ex—
plicitly, though it is obviously a very important consideration, as it is
beyond the scope of this paper. BAlso, though technology is a major con-
straint on the ability of CBI systems to meet the regquirements placed on
them, it is not as critical as the others in determining what require—
ments are desired. After we determine exactly what it is that we want a
system to be able to do, then these specific requirements can be matched
against available technology to get the best possible capability. Obvi-
ously design goals are limited by technelogical constralnts but it ig im-
portant to have them clearly articulated, understood, and challenged be-
fore looking at technology. Otherwise technology may determine require-
ments rather than requirements driving technology. When that happens,
the phenomencn of "hardware locking for a mission" occurs and systems
are developed without an understanding of how they contribute to broader

national obhjectives.
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STRATEGIC DOCTRINE AND C 1 OBJSECTIVES

Since C3I systems support the operations of our nuclear forces, the
ways in which we plan to use these forces has an important impact on the
specific functions that these systems should be designed to perform, Stra-
tegic doctrine provides general guidance with regards to the capabilities
military forces should have, and how they might be employed in event of
hostilities. |

One of the critical aspects of strategic doctrine that affects C3I
requirements, and in turn is affected by C3I capabilities, concerns the
way we shall respond to a Soviet nuclear attack. In 1954 then Secretary
of State John Foster Dulles articulated the concept of "massive retalia-
tion." This doctrine stipulated that the United States reserved the
right to respond to Soviet aggression anywhere in the world with a massive
nuclear attack.4 Since, in essence, we were threatening a "first strike"
against the Soviets, the requirements on CBI gsystems were not very great.
If we were attacking first, the requirements for speed and survivability
of C31 systems would not be great; and since the attack was designed, in
theory, to be one of attempted extermination, the President could make
a "go" or "no—~go" decision.

The viability of a doctrine of massive retaliation was questioned
immediately, but it was not until 1962 that Secretary of Defense McNamara
formalized an alternative to the Dulles concept. The new doctrine was

based on the concepts of "flexible response" and "counterforce targeting.'
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Rather than responding to any aggression with a nuclear attack, the United
States would use nuclear retaliation only in event of a Soviet nuclear
attack; and rather than attacking cities, the United States would focus
on destroying Soviet forces while retaining a secure counter-city capa-
bility.5 Such a doctrine placed much greater burdens on C3I systems
since it implied that our forces needed to be able to absorb an enemy at-
tack and then be prepared to execute a variety of options. The lack of
enduring C3I systems with capacity enough to handle more sophisticated
traffic would require the President to make a decision in the few minutes
between warning of an attack and impact of enemy missiles or risk of
having any response neutralized. (Such a situation would have major im-
plications for reliability and speed of warning systems.)

A major goal of U.8. strategic doctrine in the nuclear age has
been to prevent a Soviet attack on the U.S. or its allies. "Deterrence"
rather than victory has been our primary objective. A useful definition
of deterrence can be found in the works of Thomas Schelling, a noted
strategist, He states that deterrence is "the exploitation of poten-
tial force. It is concerned with persuading a potential enemy that he
should in hig own interest avoid certain courses of activity.“6 In other
words, the threat of action is used to forestall the need to actually
take action. Since deterrence involves threats, a major concern arises over
the credibility of these threats. In order for deterrence to be credible,
or believable, two objectives need to be met. In order for an enemy to
be "deterred” he must be persuaded that first, we are capable of carrying
out our threats, and second, that we are willing to do so. It is not

necessary that the enemy be sure we meet both these requirements; the
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fact that he can't be sure that we don't may be enough. The gquestion of
uncertainty is an important one. Though deterrence can be successful
merely by making the enemy uncertain as to our capability and willingness
to respond is a maﬁner that will prevent his success, the critical prob-
lem is to determine what degree of uncertainty is needed to make deter—
rehce credible.

Secretary of Defense Harold Brown articulated the requirements for
deterrence and outlined a "countervailing strategy" designed to meet
these reguirements in his annual report to the Congress for fiscal year

1981. He said,

For deterrence to operate successfully, our potential adver-
saries must be convinced that we possess sufficient military
force so that if they were to start a course of action which
could lead to war, they would be frustrated in their effort
to achieve their cbjective or suffer so much damage that they
would gain nothing by their action. Put differently, we must
have forces and plans for the use of our gtrategic nuclear
forces such that in considering aygression against our in-—
terests, our adwversary would recognize that no plausible
outcome would represent a success--on any raticnal defini-
tion of success. The prospect of such a feilure would then
deter an adversary's attack on the United States or our vital
interests. The preparation of forces and plans to create
such a prospect has come to be referred to as a ‘counter-
vailing strategy.'?

The doctrine expressed by Secretary Brown is not new. Like the
policies of previous administrations, it has as its foundation the concept
of "assured destruction.” The primary objective of assured destruction
is to deter a Scoviet nuclear attack by insuring that the United States
retains sufficient retaliatory capabilities after a surprise "worst case"
Soviet nuclear attack, to cause "unacceptable" damage to the cities and

industries of the Soviet Union. Just what is considered "unacceptable"
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damage is another area of uncertainty, and the level of damage we must

be able to inflict on the enemy has been debated over the years with no

really accurate way to measure it.

In addition to the difficulties of measuring the adequacy of as-

sured destruction, a strategy that limited to a massive countervalue

response may not be sufficient. As Secretary Brown stated,

Under many circumstances large—scale countervalue attacks may
not be appropriate--nor will their prospect always be suffi-
ciently credible—to deter the full range of actions we seek
to prevent...the United States must be able to respond at a
level appropriate to the type and scale of a Soviet attack.
our goal is to make a Soviet victory as improbable (seen
through Soviet eyes) as we can make it, over the broadest
plausible range of scenarios. We must therefore have plans
for attacks which pose a more credible threat than an all-
out attack on Soviet industry and cities...In other woxds, we
must be able to deter Soviet attacks of less than all-ocut
gcale by making it clear to the Kremlin that, after such an
attack, we would not be forced to the stark choice of either
making no effective military response or totally destroying
the Soviet Union. We could instead attack, in a selective
and measured way, a rande of military, industrial, and poli-
tical control targets, while retaining an assured destruction

capacity in reserve.

The countervailing strateqy as outlined above imposes certain re-

quirements on our nuclear forces and hence the C3I systems that support

them. President Carter formalized the objectives that needed to be met

in Presidential Directive 18. These objectives include:

To gsecure a level of national entity survival at least as high
as the Soviet Union;

To assure the survival and functioning of a competent and
credible National Command Authority, with minimum warning
at all levels of nuclear attack:

To assure the survival of a secure reserve force;

To provide for the control of our nuclear forces throughout
the course of a nuclear conflict.?
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Various terms have been used to describe U.S. strategic doctrine,
implying major changes in U.S. policy, such as "Assured Destruction" and
"Selective Response," Ever since McNamara articulated the idea of coun-
terforce targeting and flexible response, however, C3I needs have been
driven by objectives similar to those stated above. These objactives have
called for C3I systems that will enable the National Command Authority
(i.e., the President or his authorized successors) to exercise deliberate
and flexible choice before, during, and after an enemy nuclear attack.10

The objectives outlined in Presidential Directive 18 provide the
basis for determining what the capabilities and functions of our forces
should be which in turn serve as the basis for determining the general
functional requirements for C3I programs. C3I requirements do not exist
in a vacuum. These systems are only important in that they enable the
forces to accomplish their objectives. Force objectives must be examined
in order to determine what C3I functions are needed, and these functions
must be compatible with those objectives to be effective. Development
of communications system, for example, should not begin with the question,
"what is needed to enable the President to communicate with the nuclear
forces after a nuclear attack?" Instead, the guestion should be: "What
must our nuclear forces be capable of doing after absorbing a nuclear at-
tack?" .

The policy obiectives outlined abowve are very broad, and this can
cause problems. Before being useful, these broad objectives must be
transformed into more specific requirements. When this is done, it is

important to insure that the specific requirement agrees with the original

objective. This seems cbvious, but problems still ocecur and it is useful
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to challenge these requirements. An example of this problem can be seen
with regard to communications with submarines carrying ballistic missiles,

One of the objectives cited above is to provide for the control of
our nuclear forces throughout the course of a nuclear conflict. This ob-
jective was transformed into a requirement: "“In order to maintain a con-
dition of readiness capable of carrying cut a nuclear strike order from
the National Command Authority, SSBN's (missile submarinesl must remain
in continuous communications reception.“ll Before one can say that the
requirement is consistent with the objective he might ask, "Do all the
SSBN's have to be capable of launching their missiles immediately?" It
is not clear that the objective demands this but it ies implied in the

requirement.
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CIVILIAN CONTROL OF THE MILITARY AND CENTRALIZATION OF AUTHORITY

Civilian Control

Just as strategic doctrine affects C3I requirements, so too does
the desire of the American people for strong civilian control of the
military. Answers to the gquestion of who should decide on the use of
nuclear weapcons play a major role in determining how our forces are con—
trolled and what our CaI needs are. The desire to insure civilian con-
trol over the military forces of the nation have determined to a large
degree the command structure which controls the nation's nuclear forces
(as well as all other military forces).

Manifestations of desire for civilian control over the military
go back to the constitution itself. Article II, Section 2 states,

"The President shall be Commander-in-Chief of the Army and Navy of the
United States...." Though the President is constrained by the fact that
Congress has the authority "to declare war...raise and support Armies...
Cand] to provide and maintain a Navy...," the Constitution gives him full
operational contiol over the military forces of the United States.
These clauses in the Constitution reflect the concern cur founding
fathers had about the potential inherent in military forces to over-
throw the legally constituted government. As one scholar put it, "So-
ciety faces the danger that these forces of arms and the men trained in
their use will be used against the society that trained them."l2

Though this has never occcurred in the United States there are numerous
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examples of such attempts elsewhere to keep the concern alive.
While the Constitution gives the President clear authority, the
degree to which presidents have exerted control over the military has

been influenced by three major considerations:

- The extent to which the survival of the nation is
threatened

* Demands of domestic wartime politics and Presidential vulner-
ability to these demands: '

* Command, control, and communications ca.pabilit:i.es.1

Examples of direct presidential involvement in military opera-
tions are numerous throughout our history. George Washington took
direct command of the Army in the field during the Whiskey Rebellion.
President Madison personally directed the defense of Washington, D.C.
during the War of 1812. President Lincoln was very active in the
Eastern theater during the Civil War, In each of these cases the
situation was a direct threat to the nation and the political survi-
val of the President, and the theater of operations was small enough
to exert personal control. Lincoln did not exert as much control over
operations in the West due to C3 limitations and the fact that opera-—
tions there did not pose an immediate threat to the nation (in the East
the Confederates threatened the capital).14 In the Mexican War and the
Spanish American War the United States was not threatened and communi-
cations to far-flung theaters of conflict was difficult, but both
President pelk and President McKinley influenced the strategic conduct

of the war for political puxposes.l5
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In World War II communications capabilities were better, yet Presi-
dent Roosevelt's role in the direction of military operations was rela-

tively limited for the following reasons:

+ The TUnited States was under no real threat of attack;
» F.D.R. was in his third term and was politically secure;

+ He had faith in the military leaders he had chosen, and com~
municated well with them;

* He was deeply involved in coalition politics:;

The widespread nature of operations made direct control
aifficult,.1®
The advent of the atomic bomb had a majoxr impact on the role of

the President as Commander—in-Chief., President Truman established the
precedent of presidential control of nuclear weapons when he perscnally
decided on the employment of the atomic bombs in 1945. This precedent
was codified by the Atomic Energy Acts of 1946 and 1954 which state
that only the Presiden% can authorize the use of nuclear weapens. The
development of nuclear weapons greatly increased presidential involve-
ment in military operations and their desire to centralize authority
over military decisions. The United States was now in constant danger
of direct attack and every crisis or conflict threatened the survival
of the nation. Developments in the communications media, such as radio
and television, brought crises directly into the living room of the
American people as well as focusing attention on the President, causing

him to feel political pressure to be personally involved in every
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crisis. The same electronic revolution that affected the news media,
however, also provided the President with the capability to communicate
with military forces worldwide and provided the technology for the de-
velopment of CaI systems designed to increase his ability to directly
influence all military operations.

The growing importance of tactical military decisions to larger
national interests affected the degree of freedom local commanders
are allowed to have. When naticnal leaders were unable to affect local
decisions due to constraints of communications technology, they had no
choice bhut to delegate authority for tactical decisions to the local
commander. Since the advent of atomic weapons, superpower confronta-
tion, and worldwide communications, the stakes involved in tactical
situations have risen, as has the capability of national leaders to in-
tervene directly. The actions of a ship commander could now cause a
major confrontation between nationg {(e.g., stopping Soviet ships during
the Cuban Blockade) and seemingly minor operations were perceived to have
potentially major consequences (e.g., cutting a tree at Panmunjoun). As
a result, the presidents took a more active and direct role in tactical
military operations (e.g., President Johnson in Vietnam, and President
Ford in Mayequez incident). |

Problems of national security, especially in current times, in-
volve complex political, economic, social, and diplomatic issues all of
which must be considered when making decisions. For a variety of social,
political, and historical reasons, military leaders often do not take a

very broad view, focusing ingtead on military factors. This is not
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necessarily wreng, but in a complex situation, when terms like "victoxy"
are not clearly defined, lack of a broad perspective can cause problems.
While both F.D.R. and Eisenhower had a great deal of faith in their mili-
tary advisors (and as a result the advisors played a more central role in
decisions), Kennedy's experience was nhot as favorable.l? After the Bay
of Pigs he made it quite clear that he wanted military operations under
ultimate civilian control when he sald in a statement on national se-

curity policy in 1961:

We propose to see to it...that our military forces operate at
all times under continuous, responsible, command and control
from the national authorities all the way downward——and we
mean to see that this control is exercised before, during,
and after any initiation of hostilities...l8

President Kennedy's faith in the ability of his military leaders to consi-
der non-military factors was further ghaken during the Cuban missile cri-
sis. Robert Kennedy recounted the inability of the Joint Chiefs of Staff
(JCS) to look beyond the limited military concerns during the crisis, in

his book The Thirteen Days. Aaccording to him, President Kennedy was dis-

turbed by their limited perspective, as exemplified by one military
leader's desire to use nuclear weapons in an attack on Cuba, on the hasis
that in such a situation the Soviets would do so.lg

All of these concerns are magnified a thousandfold with regard to
controlling the release of nuclear weapons. As stated earlier, the Presi-
dent is the sole authority for releasing these weapons. The desire to

ingsure that he is capable of exercising that authority when needed as

well as a desire to prevent unauthorized release have been major factors




is8
promoting the centralization of authority and the organization of the na-

tional military command structure.

The National Military Command Structure

The modern national command structure stems from the Naticonal Secur-
ity Act of 1947 and subsequent amendments. This act established the Na-
ticnal Security Council, the Central Intelligence Agency (CIA), and most
importantly, a "unified" military establishment headed by the secretary
of defense. In this act, the secretary of defense was designated as "the
principal assistant to the President in all matters relating to national
security." He was given authority to "establish general policies and
programs for the National Military Establishment," and, "exercise general
direction, authority and control over such departments and agencies."
This was amended in 1949 to read, "The Secretary of Defense shall be the
principal assistant to the President in all matters related to the Depart-
ment of Defense. Under direction of the President, and subject to the
provisions of this Act, he shall have direction, authority and control
over the Department of Defense."20

The role of the secretary of defense is an important one, and can
be directly related to the increased political demands that threats to
the national security place on the President. He hag grown to be one of
the most important political appointees in the nation. Being a political
appointee of the President, the secretary can be expected to recognize
and react to the pelitical demands placed on the President by the threat
of nuclear war and the dangers of crisis situations. Also, being an

appointee, the President can remove him if he fails to maintain the
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Pregident's perspective. Given these ties, a strong secretary of defense
provides the President with much better control over the complex issues
of national security, and with the assistance of the broad powers provided
by statutes, the two men can exercise close control over the military
forces of this nation. To further cement the close teamwork of the Presi-
dent and the secretary, and to codify their preeminence over national se-
curity, Department of Defense (DOD} Directive 5100,30, was published in
1971, and defined the National Command Authority (NCA) as consisting only
of the President, the secretary of defenge, or their duly deputized al-
ternates orx ..'%v.:c:.c:esso:cs.zl

The Act of 1947 gave the secretary of defense the authority to
establish the rest of.the chain of command within the department with
some statutory restrictions. It also gave the secretary the authority
to "exercise any of his powers through, or with the aid of, such persons
in, or organization of, the Department of Defense"as long as such action
was not "specifically prohibited by law.“zz In 1958, however, a Reorgani-
zation Act further specified authority within the Department of Defense.
It authorized the President, through the secretary of defense, with the
advice of the Joint Chiefs of Staff, to establish unified and specified
commands for the performance of military missions. It furthex stated
that "such combatant commands are responsible to the President and the
Secretary of Defense for such military missions as may be assigned them
by the Secretary of Defense, with the approval of the President," and
that the commanders of unified and specified commands would exercise
operational control over all forces assigned to them rather than the in-

dividual military services.23 These commands included those responsible
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for strategic nuclear weapons (e.g., Strategic Air Command [SACI}.

It is important to note that the role of the Joint Chiefs of Staff
in the chain of command is greatly restricted, and that the military de—
partments are not in the chain of command., When Congress established the
Department of Defense it made clear its intent to retain separate military
departments and “to provide for their unified direction under civilian con-
trol of the Secretary of Defense but not to merge these departments or
services...to provide for the unified strategic direction of the combatant
forces, for their operation under unified command...but not to establish
a single Chief of Staff over the armed forces nor an overall armed forces
general staff."24

The limitations on the role of the Joint Chiefs of Staff are clearly
spelled out in legislation. The JCS are authorized te prepare strategic
rlans and provide for the strategic direction of the armed forces, as well
as perform a variety of other staff functions for the secretary. They are
given the authority to "perform such other duties as the President or
Secretary of Defense may prescribe."25 While this allows them a place in
the chain of command, the statute cited earlier makes it clear that they
are not intended to have a discretionary or operational command authority.
The fact that unified and specified commanders are responsible directly
to the secretary of defense also limits the statutory authority of the
JCS. The intent of Congress to restrict the JCS to mainly a staff role
under the direction of the saecretary of defense is further demonstrated
by the designation of the chairman as the ranking military officer yet
stating that "he may not exercise military command over the Joint Chiefs

of Staff or any of the armed forces," The statutes also specifies that
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the joint staff "shall have no executive authority."26

The result of these prescriptions is that the JCS have no inde-
pendent authority but that the secretary may give orders through the JCS,
and they may direct the actions of the unified and specified commanders
under a delegation of authority from the secretary. This role of the JCS
is further delineated by DOD directives (JCS Publication 2) which gives
the JCS the responsibility "to provide guidance and direction to the com—
manders of unified and specified commands on all aspects of command and
control which relate to the conduct of operations in accordance with per-
tinent DOCD instructions.27

Though each service secretary is responsible for, and hag the au-
thority to conduct all affairs of his departments, and the respective
chiefs of staff are authorized "to exercise supervision over such of the
menbers and organizations...as the Secretary [of the Department] deter—
mines," the statutes state that such authority and supervision

exercised in a manner consistant with the full operational command vested
28

in unified or specified commanders....

The chain of command as established by legislation and promulgated
by DOD directive specifies the chain of command to be from the President
to the secretary of defense, through the JCS to the unified and specified
comnanders and down to their subordinate component cormmanders. It is im-
portant to note, however, that the chain of command does not coincide
with the communications chain. DOD Directive 5100,30 states that the
channel of communication for execution of the SIOP is from the President
to secretary of defense (the National Command Authority [NCAl} through

the chairman of the JCS directly to the executing commanders. Executing
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commanders are those who directly control nuclear weapons. This chain of
communications bypasses the unified and specified commanders, and could by—
pass all levels between the chairman and the captain of a missile sub- .

marine, or an ICBM squadron. With the current communications capabili-

ties available to the President it is possible for the NCA to bypass the :
entire military chain of command (as has been done in periods of crisis).
This is not prohibited by statute, since the secretary is authorized to

exercise his power ag he sees fit,

Centralization of Authority

The national command structure provides the potential for a great
deal of centralization of authority, as do advances in communications
technology that enable the National Command Authority to bypass the chain
of command and deal directly with forces executing a military mission.
There are some problems that occur as the result of centralization that
should be considered, however. The ability of the President to bypass
the military chain of command may increase his control and insure cpera—
tions are properly conducted, but it can cause a deterioration in the
ability of subordinates to act independently should the need arise. The
overriding of local authority by higher level decision makers cause frus-
tration in those bypassed, especially if they feel they have retained the
responsibility for the operations, while losing authority over them.

Even if this is not a problem, middle-managers' ability to deal with

problems independently could deteriorate as they will get used to "passing "
the buck.” L

Currently, the President gets directly involved in relatively small
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military operations. Should a major war break out, with many operations
being conducted simultaneously, he could no longer deal with them all. If
his subordinates are not trained and experienced at making independent
judgments, then there could be problems.

Centralization also places a heavy burden on C3 systems. Should
communications fail due to enemy interference, centralization could result
in lack of flexibility at lower echelons, and even paralysis, as command-
ers wait for orders from above. Though the problem does not in itself
justify decentralization in light of the other issues, effort should be
taken to insure that the chain of command plays an active role and is kept
informed {(e.g., by crisis conferencing).

Another concern with regard to centralization is the adequacy of
the C31 systems to meet the needs of centralized control. The ability of
CSI systems to communicate and process information are important factors
affecting centralization. Communications limitations affect the quantity
and timeliness of information. If information arrives too late, or in
insufficient guantity, then the central authority cannot make an informed
decision and he will have to delegate authority to the local level where
the necessary information can be obtained more quickly. Though decision
makers often complain about lack of information, too much raw information
can be a problem also. Volumes of raw, unstructured information (cften
referred to as "data") is of limited use to decision makers. What he/she
needs is relevant information that has structure, form, and organization.
Since information processing utilizes valuable resources, issues such as
how much and what kind of information will assist the decision maker,

must be answered. There are trade—offs between the need for "filters"
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in the system to eliminate irrelevant data and to check accuracy of in-
formation, and insuring rapid transmission of information to the decision
maker.

If the President wants a system that is responsive to his require-
ments, he must be sure to give specific guidance and participate in its
development. Otherwise military planners design the hest system possible
from their viewpoint, only to find it does not meet the needs of the NCa;
then he has to resort to ad hoc procedures, which bypass the filtering
process and result in data overloads at the top. CBI systems are only
effective if the requirements they must meet are clearly specified.

Once this is done the system can be designed to satisfy these require-

ments more effectively.

THE SOVIET THREAT TO C3I

An understanding of the threat from Soviet military capabilities
that C3I systems face is important in determining requirements for par-
ticular systems. Therefore it iz useful tc review the dimensions of the
threat that these and other capabllities pose to our C3I systems. The

major areas of concern are the following:

+ Physical destruction of facilities by nuclear blast or conven-
tional attack;

* Electro-Magnetic Pulse;

+ Electronie¢ Interference due to Nuclear Detonation;
+ Electronic Counter-Measures (ECM);

= Sabotage;

* Anti-Satellite Weapons (ASAT).
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Physical Destruction

Overt physical destruction of our C3I facilities is a major threat
in a nuclear war. The Soviets can use either conwventional or nucleax
weapons to attack command centers, communications sites, etc. Increases
in the size of Soviet nuclear forces over the last twenty years changed
the threat to C3I systems.

In order to meet the Soviet nuclear threat in the era of massive
retaliation, C3I systems were developed to warn of an attack by Soviet
bombers and to direct air defense efforts. The construction of the "DEW
Line" early warning radars, the SAGE air defense system, and the deploy-
ment of interceptors, gave considerable confidence that the effects of
an attack could be minimized and our retaliatory forces protected. Be-
cause of the relatively small number of weapons available and poor deliv-
ery accuracy, 03 systems were not seriously threatened. Command centers
and critical communications links could be, and were, protected by “hard-
ening" and dispersal outside cities, which were considered the primary
targets of a nuclear attack. Since bombers were the sole means of de-
livery of nuclear weapons, there were several hours of warning available
for leaders to be-evacuated, bombers to be alerted, and decisions concern-
ing response made,

During the 1960's the strategic environment changed dramatically.
The numbers of weapons greatly increased; ICEM's that could reach targets
in as little as thirty minutes were deployed. In the early 1970's Soviet
ployment of MIRV's greatly increased the number of warheads that could be
delivered. Warhead accuracies also improved, thus decreasing the ability

of hardened targets, such as command centers, to survive a direct attack.
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As a result of these changes, the burden on CBI increased. The reduction
in weapons' delivery time necessitated a more rapid and effective warning
system. Command and control centers and communications systems were be-
coming vulnerable due to the increase in the numbers and accuracy of war-
heads. The endurance required by current strategic doctrine has become
much more difficult to achieve. Though our nuclear forces are designed
to be able to "ride-out" an attack, maintaining effective command and
control over them has become much more difficult.

A study for the Department of Defense by the Stanford Research
Institute in 1962 pointed out the lack of endurance inherent in our C3I
system at that time.29 Since then, the threat has greatly increased
while some of the prcblems pointed out in the 1962 study remain.

The major effects of nuclear weapons that could cause physical
destruction of 031 facilities are the following:

Blast;

Thermal effects;

Radiation.
These destructive effects of nuclear weapons, though of greater magnitude
than those of conventional weapons, are still essentially local in nature.
That is why the increase in the quantity and accuracy of Soviet warheads
is so important. The large number of warheads that the Soviets can target

3
on C'I facilities make survivability an important consideration.

Electro-Magnetic Pulse

Onae of the effects of a nuclear explosion that is particularly

. 3 . . .
threatening to C'I systems is called Electro-Magnetic Pulse (EMP). This




27
phenomenon is of interest because it can severely affect communications
systems and computers. It can cause temporary blackouts of communications
and radar, upset electronic circuits, and damage sensitive electrenic
equipment.

EMP is a prompt effect of a nuclear explosion which results from
the interaction of gamma rays released by the detonation, and air mole—
cules. Electrons are stripfed away from the air mclecule, which causes
a current flow which can radiate electromagnetic energy. EMP in itself
is not harmful but once collected by metallic conductors it can cause tre-—
mendous voltage and current surges, similar to lightning. Like other
radiation, EMP from a low-level burst is attenuated by the atmosphere and
is not militarily significant at ranges much greater than other weapons
effects (e.g., 15 km. for a 40 kt. surface burst): however, when a nuclear
weapon is exploded outside the atmosphere a much larger effect occurs.

A very small number of exc-atmospheric buxsts (300-500 km. high) can
generate EMP of sufficient intensity to damage unprotected electronic
equipment, computers, and communications equipment throughout the United
Sta.tes.30

EMP effects are of two main types: functional damage and operation-—
al upset. The former is a permanent failure such as burned out transis-
tors or blown fuses, while the latter refers to a temporary disruption of
a system, such as activation of electronic relays.

The importance of EMP was not widely recognized until 1960, when
concern began to mount over the vulnerability of electronic systems. The
signing of the Nuclear Test Ban Treaty prevented extensive testing of

EMP effects and today there is some uncertainty and debate regarding
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the extent of the threat posed by EMP.31

Ironically, advances in computers, electronics, and communications
equipment have resulted in increased vulnerability to EMP. Transistors
and solid state circuitry are much more vulnerable than vacuum tubes
were.32 Most susceptible are high speed computers, esPeciaily thogse em—
ploying transistors or semiconductor rectifers (which most computers now
use}, Power transmission equipment and transistorized telephone switch-
ing equipment are also vulnerable. Almost all unprotected communications
equipment is wvulnerable, due to the broad frequency range of EMP, es-
pecially wery high frequency {(VHF) and ultra high frequency (UHF} radios
systems. Antennas provide sufficient EMP field generation to burn out un-
protected radio components.33

Though most communications and electronic equipment is protected
against lightning, which also prcduces intense electrical surges, the
faster "rise time" (time to reach peak voltage) of EMP makes much of the
conventional lightning protection ineffective. There is considerable
controversy over this issue, and with limited ability to gather empirical
data, the debate is not easily resolved.34 Recent government studies in-
dicate however that, though lightning protection efforts are helpful,
many fall short of offering assured protection against EMP. Technology
for EMP protection is advancing and C3I systems can be safeguarded, though
it can be an expensive proposition. It is less expensive to design EMP
protection into new equipment than it is to retrofit existing systems.
Thig is an important consideration when contemplating system development.
It also impacts significantly on any plans to utilize commercial tele-

communications networks for C3I purposes as the plant in place lacks
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protection to a large degree.

Satellites are also vulnerable to EMP. The widespread use of
weight-saving advanced electronics technology in satellites makes them es-
pecially vulnerable to nuclear blasts hundreds of kilometers away, if not
protected. The type of protection needed iz more complex and difficult,
since normal methods of shielding electronic equipment are too heavy for
use on satellites.35

The Nuclear Test Ban Treaty has limited the ability to verify the
extent of the threat posed by EMP. This may be a blessing in that it
creates uncertainty in the minds of the 5oviets as to what the effects
might be. It is difficult to tell how much they know about EMP, however,
s0 it seems unwise to dismiss what could be a very potent threat. The
problem that has to be confronted again and again is, if protection is

expensive, "how much do we spend to protect systems from an uncertain

threat?"

Electronic Interference

In addition to the direct effects of EMP, high altitude nuclear
bursts can cause extensive disruptions in the atmosphere that affect radio
cornmunication. Exo-atmospheric detonatjons can cause radiec disruptions
across the entire freguency spectrum, from ELF to SHF. The duration of
the disruption ranges from minutes for SH¥, to hours for VLF, and extends
over thousands of square kilometers. In addition te temporarily "blacking
out" communications, the blasts can cause the ionization of regions of the
ionosphere hundreds Kilometers in diameter, lasting several hours. This

disruption weuld not necessarily prevent communications, but could degrade
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them and cause errors in digital signals.

The effect of numerous nuclear detonations both inside and outside
the atmosphere cannot be precisely determined. The implications of this .
uncertainty are both positive and negative. On the plus side, an attacker
may hesitate to use extensive exo-atmospheric explosions for fear of dis-
rupting his own C31. On the negative side, the cumulative effects of many
explosions could overstress our telecommunications, electronics, and power
systems to such a degree that there will be widespread comprehensive fail-

ure, leaving the nation's nervous system essentially paralyzed.

Electronic Counter—Measures

Electronic counter-measures pose a special threat to surveillance
and communications systems., ECM could neutralize these systems without
destroying them physically. The ECM threat consists mainly of "jamming"
and “"spoofing." Jamming involves the disruption of communications and
warning systems by preventing them from receiving coherent sigmals.
Spoofing is more subtle and involves the introduction of falge messages
into the C3I system. Both can hamper our ability to gather information
and transmit it.

Jamming is created by sending strong signals to a receiver that
prevents it from receiving signals from other sources. The effectiveness
of jamming depends on the ability of the jammer to locate the frequency
that the enemy emitter or receiver operates on and sending a more power-—
ful signal on that band than can enemy stations, or such that the receiver .
ig overloaded. Jamming is a double-edged sword, however, since friendly

forces cannot use a frequency that is being jammed either.
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Spoofing is designed tc mislead the opponent, by causing false
signals to be received. The transmission of false signals and messages
can confuse surveillance efforts and lead to disruption in controlling
forces. There does not seem to be a large role for spoofing with regard
to warning systems, with the exception of attempts to electronically camou-
flage activities. It is possible that, by causing U.S. warning systems to
receive false signals indichting a nuclear attack, the Soviets could reduce
the credibility of these systems and create a delay in U.S5. response to an
attack. This would be a high risk strategy, however, since in spite of
our public statements they could not be sure that we might be convinced

that they were really attacking us and retaliate.

Sabotage

In an open society with few restrictions on access, the threat of
sabotage to critical C3I facilities cannot be ruled out completely. While
a nuclear attack on warning systems or communications facilities would
likely result in some sort of nuclear retaliation, a clandestine attack
on these same facilities, while causing alarm, would be less likely to
result in a nuclear response. This is especially true if the saboteurs
claimed to be domestic dissidents (e.g., a group protesting the environ-
mental impact of microwave emissions from PAVEPAWS warning radars—-a

recent contreoversy).

Anti-Satellite Threat

Communications and surveillance satellites are vulnerable to enemy
anti-satellite (ASAT) efforts as well as EMP, The ASAT threat is develop-

ing as a result of Soviet testing of an ASAT system. During the peried
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between 1967 and 1970, they demonstrated that they were able te launch a
manueverable satellite to rendezvous with one already in orbit. Though no
target satellite was known to have been destroyed, the ability to rendezvous
overcame a major obstacle to destroying a satellite.

In 1976 the Soviets launched several satellites which intercepted
satellites in orbit. Some of the interceptor satellites were observed to
explode in the vicinity of the target representing a furthex development
of a viable ASAT capability that does not involve the use of a nuclear
weapon.

It is difficult to protect satellites against attack since harden-
ing would add excessive weight and would need to be extensive to protect
against even a non-nuclear attack. It may be possible to develop defen-
sive systems to protect our satellites ("Anti-ASAT's") which conjures up
visions of a war in space. Ancther approach would be to "hide" addition-
al satellites in high orbits that could be activated should be to "hide"
additional satellites in high orbits that could be activated ghould ope-
rational ones be destroyed or damaged. It takes several hours for an ASAT
to climb within reach of a platform in synchronous orbit so potential
attacks could be detected in time to prepare a dormant satellite and it
would be saved from attack for a period of time. Proliferation of the
number of satellites would make their destruction very difficult and pro-
vides another option to increase survivability.

ASAT programs are not limited tc destruction by interceptors. There
is evidence that the Soviets are working on ground-based systems designed
to "blind" our infrared surveillance satellites with laser beams. Though
there appears to be no evidence that their efforts to develop such systems

have been successful, this may become a threat at some future date.
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C3I FUNCTIONAL REQUIREMENTS

The strategic policy objectives cutlined by President Carter re-
quire that the U.S5. be prepared to fight a protracted nuclear war, if
necessary. In order to be able to support the conduct of such a war {and
thereby hopefully prevent it) C3I gsystems need to be able to perform

several functions:

+ Provide timely warning of a nuclear attack;
+ Provide accurate attack assessment;

« Provide for the survival of the National Command Authority;

- Communicate from the NCA to the nuclear forces;
*+ Monitor execution of decisions and assess results;

» Provide for the re-constitution and re—direction of surviving
nuclear forces;

- Enable nuclear operations to be terminated at the command of
the NCA as well as assisting in termination of conflict.38

Though these requirements are still quite broad, an examination of
each can help identify important considerations that should be addressed
when developing specific requirements for particular systems, as well as

when evaluating current and proposed capabilities,

Provide Timely Warning of a Nuclear Attack

Wallace Henderson, director for indications and warning in the
office of the aszsistant secretary of defense (C3I), gtated in 1978,
"Given that the probability is high that we will ignore the information
assembled from our national/technical intelligence sources which indicates

that the other side really intends to go to war, tactical warning needs
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to be highly credible to overcome the mind set that says, 'It cannot really
happen, we've got it all under control in the political enviromment.' To be
highly credible,‘tactical warning must answer WHAT is it, WHO did it, are we
the SUBJECT of the attack, WHEN was it initiated and, of course, WHEN will
it arrive.“39 In order for the warning to be credible the guestions raised
by Mr. Henderson need to be answered accurately, as a result, elimination of
errors is a key goal.

Errors in warning systems are basically two types: "false nega-
tives" or "false positives." A false negative is the failure to detect a
launch when one occurs. This is the most serious error, as it would lead
to the absence of any warning of an attack. Such an error could be caused
by equipment malfunction or enemy electronic counter-measures (ECM}, such
as jamming or blinding sensors. In the latter case, we would know something
had happened but would not know what it was.

A false positive, which is the detecting of a launch when one does
not occur, could be almost as serious. The danger is that we might launch
a counterattack based on a false alarm. One of the ways to avoid this
type of error is to alléﬁ the enemy warheads to impact so that there is no
doubt that an attack has occurred. Falge positive can be caused by, equip-
ment failure, natural phencmena, or enemy ECM (called "spoofing").40

In order to reduce the possibility of error, warning systems can
be, and are, made redundant, and can utilize "dual phenomenology." The
concept of dual phenomenology essentially entails the use of different
types of sensors to back each other up. For example, infrared sensors
could be used to detect ICBM launches, but radar systems would also he em

ployed to verify the launch. Redundancy would ensure that the elimination
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of a warning site would not create a hole in surveillance coverage. A
variety of warning systems is alsc needed due to the fact that the Soviets
can use ICBM's, STBM's and bombers. Whereas high level radar and satel-
lite-based infrared detection could warn us of a missile attack, low fly-
ing bombers would not be detected without a low level radar that, in turn,
would be of little use in detecting missiles.

Because of the short flight time of enemy missiles, responsiveness
is an essential element of wérning systems. Currently, it takes approxi-
mately 30 minutes for a Soviet ICBM to travel from its launch fields to
the Minuteman bases in the U.S.; it could take as few as five to ten
winutes for a missile frém a Soviet submarine lying off our coast to hit
Washington, D.C.41 Given these short time spans, surveillance systems
must not only detect an attack quickly, the information must be dissemin-
ated rapidly and assessed without delay. Only "real-time" or “"near real-
time” information will be useful.

The issue of survivability is also an important one. Destruction
of warning systems would "blind" our decision makers; and, while provid-
ing "strategic" warning of a possible attack, they would prevent any
tactical warning from being given. Some would argue that for this reason
it would be foolish for an attacker to destroy warning systens because
the opponent, once blinded, would have an incentive to eacalate to a
general strike. The problem with this view is that it assumes a president
would condemn over 140 million Americans to death for a few warning sites
because there was a chance of an enemy attack. It should also be noted
that nuclear weapons are not needed to destroy radar sites, so the United

42
States could be blinded without the provocation of a nuclear attack.
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Provide Accurate Attack Assessment

Attack assessment has two major aspects., The first is to determine
the type of attack before impact (a function of the warning system). It
would be very difficult to completely characterize an attack before im-
pact, however. The surveillance systems will not be able to distinguish
decoys from real warheads very accurately, nor will precise information
about yields or detonation strateqy (e.g., use of ground bursts to in-
crease fallout) be available. However, an initial assessment of the type
of attack can provide a limited opportunity to take action to protect our
nuclear forces, as our land-based missiles become more vulnerable and the
President must decide to "use them or lose then If we were to adopt a
"Launch on Warning” policy, this type of assessment would be of extreme
importance in order to decide on an appropriate response. However, since
our forces are designed to absorb an enemy attack, the need for pre—-impact
attack assessment is reduced, and post-impact attack assessment assumes
a position of primary importance.43

The following types of information are needed as part of the post-

impact attack assessment:

- Extent of damage to the civilian sector of the nation and
casualty estimates;

+ Extent of damage to U.S. nuclear forces and operational
status of surviving forces;

* Post~attack status of Soviet nuclear forces;
* Knowledge of enemy military activity world-wide;

* Knowledge of military and diplomatic activities of allies and
neutrals,
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If the President is to have the option to ugse a selective response
in the hopes of controlling escalation, he must have rapid access to in-
formation concerning what kind of attack the enemy has launched, Obvi-
ously, if we cannot tell the difference hetween a counterforce or counter-
city attack, then escalation control is hopeless. In order for an ef- |
fective targeting strategy to be carried out the NCA must know what U.S.
forces have survived and what their capabilities are for action. Knowl-
edge that significant numbers of ICEM'gwith a hard target capability are
available may permit him to pursue options that would be precluded with-
out such forces. For example, he could decide to retaliate against the
enemy's strategic reserve in an attempt to limit further damage from addi-
tional enemy strikes. Such a decision also requires knowledge as to which
forces the Soviets used in their initial attacks in order to avoid wasting
weapons from an already reduced arsenal (in the case of an enemy counter-
force attack) on empty silos.

The information requirements discussed here require a much more
complex information system than would be needed solely for assured de-
struction. If that were our only objective then the only information re-
quirement would be a knowledge that an attack has occurred. The objec—
tives of the countervailing strategy require that communications systems
be able to handle large volumes of data in a highly stressed environment,
and therefore, these systems need to be configured so that connectivity
would be retained throughout an attack or could be rapidly re-established
after an attack. The need for reports on the status of friendly forces
puts an additional burden on the communications/information system. Rather

than a one-way, low-capacity system from the NCA to the forces, a two-way,
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high-capacity system is needed to transmit orders downwards and informa-
tion uwpwards, and to process that information.

The rapidity with which this information can be assimilated will
affect the efficacy of our response. Should delay be too long the enemy
may have time to assess his own attack and strike again, or take action
to reduce the effectiveness of any U.S; countermeasures, by relocating key
personnel, dispersing forces, or moving weapons (such as re-loads for used
silos). The accuracy of the information is also important if the Presi-
dent is to avoid wasting limited retaliatory forces. Since accuracy often
is gained at the expense of speed these are trade-offs that must be con-

sidered.

survival of the National Command Authority (NCA)

The National Command Authority refers to those persons authorized
to make the decision to use nuclear weapons. As was stated earliexr, the
scle power to make this decision vests with the President or his authorized
successor. As a result, the survival of someone authorized to decide
what response to make to an attack is an important factor. It should be
noted that though it is preferable for the President to survive, it is
not essential, and given his high visibility, it may be a goal that is
difficult to achieve should the attacker wish to "decapitate” our command
structure. The enemy's hope in such a situation would be that in a highly
centralized system, as is our command gtructure for nuclear ;eleasa, the
elimination of the decision maker could paralyze any response.

The survival of the President may be very difficult to guarantee.

For this reason it is important to have effective procedures for passing
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control of the nuclear forces to a duly authorized successor and insuring
that a successor is able to make an intelligent decision concerning a U.S.
response. It is important to note that while we may think of an indivi-
dual as being able to give the orders te launch nuclear weapons, he re-
guires an organization to support him. The survival of the individual
without the organization may well be useless, so some means of insuring
the survivability of national command center is needed. The size of the
command group depends on the complexity of the decisions being faced and
the volume of data processed. ADP equipment is an essential element of
such a center in light of the demands placed on it (or them). Prior
knowledge of SIOP options and security issues will also be necessary if
the successor is to make a timely response.

The concern about the possibility of the enemy paralyzing our abil-
ity to retaliate after an attack, by "decapitating" our command system,
should not be dismissed lightly. However, the extent to which this is a
threat is the subject of some debate. It could be argued that the enemy
would have little interest in destroying the NCA because, with this lead-
ership gone, terminating the war would be difficult. One method of pro-
moting NCA survivability would be to create uncertainty as to the results
of such an action. This could be done by insuring that the lack of an NCA
does not physically prevent military commanders from launching their
forces. If destruction of the president puts the decision to launch a
nuclear retaliation in the hands of an Air Force general located in an
airborne command post (whose family, living on an Air Force base, would
most likely be dead), the Soviets may well make a concerted effort to in~

sure that the civilian leadership survives and is able to control the
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surviving nuclear forces.

The concern over “"decapitation” points out ‘the tension between a
desire to limit the ability to launch nuclear weapons (in order to prevent
accidental or unautﬁorized launches) and the danger of creating a small
number of critical "nodes™ in the control system, whose elimination would
paralyze our forces. (This will be discussed in more detail in the sec~
tion, Current C3I Systems.)

One of the primary elements of American strategic doctrine dis-
cussed earlier is the capability of our nuclear forces to absorb a nuclear
attack without losing the ability to retaliate effectively in a variety
of ways. This objective requires the survival of the communications sys-
tems needed to provide direction to these forces. When developing sys-—
tems to meet this requirement several questions should be considered,

three of which are:

- Must communications be continuous? If not, how quickly must
they be restored?

» What kind of communications capacity will be needed?

+ How quickly must orders be transmitted?

Transmission of Orders to Nuclear Forces

The third major requirement for the communications systems support-
ing strategic command and control is the transmission of the national
command authority's decision to the nuclear forces, This requirement has
become more difficult because the number of Soviet warheads available for
targetting our communications facilities increased, and greater traffic

capacity is needed to transmit a wide variety of response options.
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Monitor the Execution of Decisilons

It is important that the NCA be able to monitor the execution of a
decision to use (or not to use) nuclear weapons to respond to any enemy
attack. Such menitoring would enable weapons to be re-programmed in case
of malfunctions or misses, in order to insure target coverage., To be suc-
cessful the NCA must have information about friendly forces and a means of
agsessing damage to the enemy caused by U.S. nuclear strikes. To get this
information, communications systems must remain operative, and surveil-
lance systems must aléo be available. Survivability and re~constituta-
bility of our surveillance systems will be important if the NCA is to get
intelligence on damage to the Soviets and their surviving forces. Satel-
lites currently provide the most effective means of gathering informa-
tion. If they are to provide intelligence after an attack, efforts to
protect them from destruction by the enemy must be taken. The threats
posed by EMP and the development of a Soviet ASAT capability require that
consideration be given to increasing the survivability of both the space
platforms and their communications links to the NCA. Other means of
gaining intelligence include use of manned bombers to provide damage as-—
sessment while conducting their attacks, or by sending out reconnaissance

aircraft or drones to provide needed information.

Reconstitution and Re-direction of Forces

In the event of a protracted nuclear war, there will be a need to
manage the use of remaining nuclear forces and to insure that they are
protected from further attack. This applies particularly to the submarine

and bomber forces. Some of the objectives that C3I systems will need to
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be able to support include:

+ Recovery of surviving bombers to surviving airfields, re-
loading, and re-deployment for future operations;

+ Re-supply and direction of 8SBN's to include the possibility
of re-loading them with new missiles;

- Re~targeting weapons as intelligence provides information on
Soviet activities:

Integration of nuclear operations with other worldwide
operations.

These, and other objectives, require communications systems of much
greater capacity than those required merely for the transmission of Emer-
gency Action Messages (EAM). Flexibility and adaptability will also be
important in view of the widespread destruction that can be expected to

result from a nuclear attack.

Conflict Termination and Escalation Control

Inherent in the objectives articulated in PD-18, is the require-
ment to be able to end a nuclear conflict and control escalation in order
to aveid mutual destruction., This goal was articulated as early as 1975
during the Ford administration by Secretary of Defense James Schlesinger
who stated that the use of American strategic forces should "have pros-
pects of terminating hostilities before general war breaks out, and leave
some possibility of restoring deterrence.“44 Without some ability to
terminate a conflict, there is little hope of preventing escalation, re-—
sulting in a continuance of destruction until both sides exhaust their
arsenals, or their societies collapse.

Though many strategic thinkers, such as Herman Kahn, believe that

any nuclear war will inevitably escalate to a massive nuclear exchange
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destroying both parties, it seems useful to make every attempt to in-
crease the possibility of limiting escalation in such a situation, should
deterrence fa;il.‘i5 Secretary Brown articulated this view when he identi-
fied as one of the objectives of U.S. strategic policy, the need to
“"leave open the possibility of ending an exchange before the worst escala-
tion and damage had occurred, even if avoiding escalation to mutual de-
struction is not likely."46

Others argue that the ability to control escalation, once nuclear
weapons use had been initiated, would lower the "nuclear threshold" and
could increase the likelihood of war occurring.4? such a fear is due to
a concern that the Soviets might believe that they could initiate a war
without suffering massive destruction. This concern does not take into
account the issue of uncertainty, however. For the Soviets to risk a
*limited" nuclear war, they would have to be reasonably certain that es-
calation could be controlled. The availapility of options to control es-
calation does not mean they will be used or will be effective. The desire
to increase the level of uncertainty may be a reason that public state-
ments of leaders in both the United States and the Soviet Union emphasize
that successful escalation control is doubtful. Though maintaining this
uncertainty is useful, and prevention of escalation of mutual destruction
may be unlikely, it seems unwise to prevent the President from having a
choice in the mattexr.

One scenario for escalation control that is compatible with the
countervailing strategy would be a "tit-for—tat" type of exchange. In
such a scenario we would endeavor to insure that Soviet losses would neu

tralize whatever gains they hoped for from a limited attack on the United
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States. Another scenario involves a counterforce response designed to
limit future damage potential from additional Soviet attacks, but express-
ly avoiding cities or control mechanisms, the destruction of which could
prevent war termination. These scenarios require sophisticated, surviw-
able, command, control and communications; and according to Secretary
Brown's testimony, we need such systems if "we are to respond appropriate-
ly to an enemy attack and have some chance of limiting the exchange.“4B

One of the major reasons for attempting to control escalation and
fight a "limited" nuclear war is that such an approach may enable both
sides to terminate the conflict other than by mutual destruction. However,
if nuclear conflict is to be temminated short of mutual destruction, the
concept of victory must be limited tc an attempt to restore the status quo.
Demands for unconditional surrender would most likely result in escalation,
unless the opponent was disarmed.49 The goal is to avoid putting the op-
ponent into a position where he has nothing to lose.SO

Such a concept requires that the command authority on both gides
be able to communicate with, and control their respective forces, and that
they be able to communicate with each other. It would therefore be coun-
texrproductive for either side to target the other's command-control—communi-
cations. Such a situation would seem to fit a scenaric in which the at-
tacker launched a limited nuclear strike, not in order to win a nuclear
war, but in order to avoid losing a conventional conflict or some other
confrontation. <Concern about C3 vulnerability would indeed seem less in
this case.

We cannot ignore the fact that the Soviets do not consider nuclear

wars unwinnable. A recent Defense Department study states, "It is
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difficult to appreciate the sacrifices to which the Soviet leadexship may
be willing to submit the Russian population and economy in order to main-
tain the power of the CPSU. Victory in a nuclear war is the only outcome
that makes the enormous sacrifices of a nuclear war worthwhile.“51 Soviet
military writing also emphasizes that they can not only survive, but can
also win a nuclear war.5

In light of these statements we cannot dismiss the idea that the
Soviets might try and disarm the U.S. by attacking strategic forces and
C3. If we are to terminate the war without escalating it, we must not only
be able to direct our forces to exercise controlled retaliation to prevent
the Soviets from capitalizing on their attack. We must be able to re-

establish deterrence and begin a dialogue aimed at cessation of hostili-

ties.
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QUALITIES NEEDED IN C3I SYSTEMS

In order for CBI systems to support effectively the objectives of
United States strategic policy and perform the functions outlined in the
previous section in the face of a growing Soviet threat, they must have
several qualities. Systems planners attempt to maximize these qualities
gubject to technological limitations and resource constraints. These at-
tributes are often in conflict with each other and are not absolute charac-
teristics. Congideration of.these qualities and the tensions that exist
between them provide a means of determining system capabilities. The major

gualities that shall be discussed in this paper are:

« Survivability;
» Credibility;

+ Flexibility;

» Responsiveness;
+ Security;

» Integration;

. Reliability. >

Survivability: Various Approaches

The capability of the United States to retaliate after a Soviet at-
tack is affected by two major limitations: the survival of nuclear deliv-
ery vehicles and the survival of a command and control system capable of
directing these forces. The problems of force survivability have received
a great deal of attention without an enduring system for controlling these
forces, however, they are useless. In fact, having surviving nuclear de-

livery systems without any control over them could be worse than useless,
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as unauthorized use of these weapons could hamper efforts to terminate
the conflict. Just as damage to the human nervous system can prevent
healthy muscles from functioning, damage to the CSI elements of ocur nuclear
forces can prevent those forces from being used effectively. Bernard Bro—
die, one of America's foremost nuclear strategists, peinted out the impor-
tance of survivable CSI saying, "It is also vital to remember that the de-
fense of a retaliatory force capability is defense of a system, one which
comprises not only the bombardment vehicles but also the relevant decision-
making authority -—- which begins with the commander-in-chief -- as well
as the communications system by which the decision is translated into ac—
tion. Enemy planners are bound to be constantly searching for the weakest
link in our retaliatory system —— a 'go' or 'no-go' decision may very well
be dominated by a developing conviction that it is possible to paralyze
our respnnse.“s4 Dr. William Perry, under secretary of defense for re-
search and engineering, also identified this problem, saying," We must as-
sume that the Soviets would plan to attack those links whose loss would
greatly reduce the effectiveness of our forces."s5 In order to ensure
that our forces can be effectively used, the Defense Department has been
concerned about the survivability of 031 systens.

Survivability can be defined as "the ability to exist and function
satisfactorily after, or in spite of, nuclear conflict, conventional con-
fliect, sabotage, or natural disaster.s6 An important consideration to
keep in mind is that when related to C3I, survivability does not neces-—
sarily refer to specific facilities but rather to the maintenance of cap-
abilities or functions. C31 functions are performed by systems, rather

than individual pieces of equipment. Many individual elements of a system
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may be destroyed, yet the system "survives" if it can perform its func-
tions with what remains.

A major way to enhance survivability is to complicate the attacker's
targeting problems, i.e., develop a target system that will cause the enemy
to expend his offensive capabilities without permitting functions essential
to the defender to be neutralized. There are several ways of doing this,

gsome of which include:

* Active efense;

» Hardening:

- Redundancy/ roliferation;
+ Mobility;

+ Cover and eception;

- Target voidance.

In order to measure the effectiveness of each approach, one needs
to analyze the cost with respect to the number of warheads the enemy would
have to expend in order to neutralize the target system. Though such a
task is beyond the scope of this analysis a brief examination of each ap-
proach is included in order to provide a basis for thinking about their

effectiveness.

Active defense. An old military cliché states that "the best de-

fense is a good offense." If it is possible to attack an enemy before he

attacks you and thereby severely degrade his ability to damage you, there

will be strong incentive to launch a pre-emptive attack (as did the Israe-

lis in 1967). In order to prevent such an option from being attractive, -

it is important to ensure that the enemy cannot gain anything from such
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an attack and to avoid a situation where war appears inevitable.

Both the United States and the Soviet Union have expended a great
deal of effort to prevent an attacker from being able toc benefit from a
pre—emptive attack. Efforts at reducing ICBM vulnerability are aimed at
reducing this potential, as was the development of the strategic "triad."
Consideration must alsc be given to protecting C3I systems if pre-emption
is to remain unattractive.

Another approach to an active defense that has been foresworn by
both superpowers {to date}! is the developwent of a means of destroying in-
coming enemy missiles. The Soviets have a very extensive anti-bomber sys-
tem, but the Anti-Ballistic Missile (ABM) Treaty essentially prohibits
the deployment of ballistic missile defense systems (BldD).Sjr (It does
allow a very limited one to be deployed,) In spite of the treaty, how-
ever, this option is getting much attention as other methods of insuring

survivability of our forces become less effective and more costly.

Hardening. Before the advent of nuclear weapons, hardaning was a
common approach to the problem of survivability. As weapons became more
powerful, concrete got thicker and holes were dug more deeply. The de-
velopment of nuclear weapons, with their much greater destructive power,
compounded the problem of protecting vital facilities. The lack of ac-
curacy of delivery systems in the 1950'sand 1960's made hardening continue
to be worthwhile since it could provide protection against near misses.

In order to ensure destruction of a target, a large number of weapons
would have to be fired at the site. Before MIRV's were developed, attack-

ers did not have enough weapons to assign large numbers to more than a few

targets.
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The deployment of MIRV's allowed several warheads to be placed on
each missile, resulting in a tremendous increase in warheads. This in-
crease, along with advances in warhead accuracy and yield, have made ex-
tensive hardening of limited utility. It is extremely difficult to harden
a facility sufficiently to withstand a direct nuclear attack. For example,
a 10 megaton warhead detonated on the surface will dig a crater over 400
feet deep and 3000 feet in diameter in solid rock.58 Given the current
and proijected accuracies for weapons of this type it would not require a
large number of warheads to literally "dig up" an underground target with
nuclear explosions.sg Even with improved accuracies, however, it could
require several warheads to gain high probabilities of destruction for a
deeply buried, "superhard" command posts. As a result, while attacking a
few such targets {e.g., the ANMCC or the NORAD Command post at Cheyenne
Mountain) would be feasible, as the number of such targets grew the re-
quired expenditure of warheads would rise rapidly.

Building "superhard" or even "hardened" facilities that would re-
quire the commitment of a large number of additional warheads to ensure
destruction is very expensive, more so than the cost to the attacker of
increasing the number of warheads, making this a futile effort. If arms
control agreements limit the number of weapons, then this aspect of the
problem would be less severe and such a program would have greater benefits.

Hardening can provide protection against threats other than physi-
cal destruction, however. "Electronic hardening” can protect C3I facili-
ties against enemy electronic counter-measures (ECM), such as jamming, as
well as Electro-Magnetic Pulse (EMP). This type of protection is especial-

ly critical since both of these threats can affect a wide area., There-
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fore, we cannot rely on the attacker "missing” nor benefit as greatly

from deception or mobility.

Redundancy/proliferation. Increasing the number of targets requires

the attacker to expend more and more weapons in order to get adequate cover—
age, thus redundancy provides another means of achieving "system" surviv-
ability. As I said eaxrlier, it is not necessary for particular facilities
to survive, but that the system be able to perform its required functions,
This allows the defender to configure the systems so that it consists of
many nodes and the loss of some of them does not destroy the integrity of
the whole. For example, rather than one command post, mumerous gites

could be built each capable of performing the requizred function. In order
to neutralize the function the enemy would have to destroy all the CP'sg,

The same concept applies to warning systems or communications.

The cost of providing duplicate facilities is a critical concern,
but can be influenced by what is contained in each location. Using our
example of command posts, it is possible to "remote" many of the functions
of the CP to widely separate locations, thus proliferating targets more
cheaply. Rather than -10 command posts each with complete ADP facilities
and communications equipment, presenting high value targets to the enemy,
it is possible with modern communications to separate computer main frame
from software and to use remote data bases. Communications equipment
could be located elsewhere, with branches to the CP. By interconnecting
all the facilities thus created, the number of targets in the system is
increased and the value (and cost) of each is reduced. The cost of inter-
connecting the more austere facilities would have to be considered however.

Redundancy is more difficult to attain when considering the problem
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of NCA survivability. In order to prevent the President from becoming an
irreplacable "node" in the command structure, due to the restriction of
release authority to him alone, the succession is defined for the NCA.
Due to the sensitive nature of the President's responsibilities as release
authority, successors below the vice president have seldam been thoroughly
briefed on these responsibilities, and they are not accompanied by the re-
lease codes, as are the President and vice president.60 As a result, their
ability to quickly assume these responsibilities is limited. Another con-
cern ig that in day—to—day operations most of the successor are located
in Washington, D.C. and could all be killed in a single attack on that

city.

Mobility. Another old cliché states that "it is harder to hit a
moving target." ‘This applies to missile attacks as well as deer hunters.
Given the lag time of intelligence, if a facility is mobile, the enemy
will not be able to target it accurately. This concept is the basis for
the decision to use airborne command posts. &As long as they are airborne
it is much more difficult to find and target them. Even with the advent
of real time intelligence, the time of flight of missiles limits an at~
tacker's ability to destroy a mobile target, even if it can be identified
immediately.

By enabling a target to move out from under an attack, it does not
need to be hardened against direct attack nor does there need to be a large
number of nodes in the system to avoid destruction of its functional capa-
bilities. Protection must be provided, however, against wide ranging ef-
fects such as EMP or leoss of mobility, and sufficient numbers need to be

available so that an attacker cannot disable the target by some special
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operation. (For example, having a saboteur fire a rocket into the NEACP

airplane as it sits on the runway at Andrews Air Force Base.)

Hiding/deception. If the attacker cannot find the target, he cannoct

destroy it. By disguising critical facilities, the enemy's targetting job
becomes very difficult. The airborne command posts gain increased protec-
tion from the fact that it is difficult for enemy satellites to distinguish
them from the multitude of planes in the air (in addition to the protection
derived from being mobile). Many of the relocation centers for use by the
government in time of nuclear attack are secret and hidden in buildings or
underground tunnels. The effectiveness of this approach is limited, of
course, by the ability to prevent the enemy from discovering their loca-
tion. Improvements in satellite intelligence systems make it increasing-
ly difficult to hide facilities. The openness of our society makes it even
more difficult to conceal important fixed targets for leng periods of time.
In addition to merely hiding a target, efforts at deception can be
very useful. Military history is full of examples of successful deception
programs. The concept of "multiple protective shelters” for the proposed
MX misgile relies on deceiving the Soviets as to which shelters, of many,

contain missiles,

Target avoidance. Another early effort to enhance the survivability

of C3 systems involved the location of communications facilities away from
cities and other presumed targets. This approach is similar to the idea of
prolification in that the number of targets was increased. AT&T, which

carries a great deal of military communications traffic, practiced a policy

of target avoidance in its siting of switching facilities, and government
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re-location sites were placed outside projected target areas.sl This
policy presumed that cities would be the likely targets in a nuclear attack.
With the advent of MIRV's and the development of “counterforce" targeting
concepts, this presumption may be no longer valid., In fact, a strong argu-
ment can be made that rather than targeting cities, city-avoidance will be
the norm in a nuclear conflict. In a recent DOD study on war termination,
it was determined that one of the important requirements to be met, if a
nuclear war is to be terminated short of mutual destruction, is the avoid-
ance of cities in an attack.62 If a defender's cities are attacked, then
he has little to gain from limiting the scope of retaliation,

One rather bizarre regult of this situation is the potential for
increasing C3 survivability by locating facilities in major cities, espec-—
ially those facilities required to conduct an extended conflict. The con-
cept of disarming the defender while holding his cities as "hostages" to
prevent massive retaliation becames irrelevant if an attempt to disarm the
defender results in the destruction of those cities. In such a situation

the defender has nothing to lose by counter—-attacking against the attacker's

cities and therefore cannot be "blackmailed."

Combined approaches. Obviously, defense planners are not limited

to using one approach. Often the most effective protection is gained by
combining the approaches in order to further increage the attacker's tar-
geting problem, since each concept suffers to some degree from the problem
of diminishing returns.

An example of a mixed solution can be seen in the "race-track" ap-
proach to MX missile basing. It is impossible to make a silo hard enough

to withstand a determined nuclear attack. Though it does greatly increase
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the demands on the attacker to harden a silo to a certain degree, the at-
tacker providing total protection would be very difficult and expensive.
By proliferating the number of shelters, the enemy must expend more war—
heads than required to destroy one "superhard" sile. SALT could limit the
number of missiles that can be deployed, so deception is used to hide one
missile among 23 shelters. Since there is no guarantee that the Soviets
will not penetrate the deception, the missiles are mobile so that they can
change location before they can be attacked.

One final consideration should be kept in mind when thinking about
survivability. At the risk of overusing trite phrases, "A chain is only
as strong as its weakest link." The point is that C3 effectiveness re-
quires a total systems approach. Having survivable warning systems is use-
less if there remains no one to warn. Providing for NCA survivability is

of limited utility if he cannot communicate with the surviving SSBN's.

Other survivability considerations. Another major consideration

essential to the design of survivable C3I systems is that of "graceful
degradation.” This refers to the way in which a system's capabilities
gradually degrade rathef than having damage to one segment result in total
and immediate collapse. &n analogy can be found in an examination of
lighting systems. If lights are hooked up in series, when one light burns
out the whole string goes out; by hooking them up in parallel, the loss

of one light does not prevent the rest of the system from functioning.
This problem is of particular concern to satellite designers. Since
satellites are expensive to build and put into orbit and we cannot repair
them (at this time at least), designers attempt to ensure that the loss of

one function (e.g., a transponder on a communications satellite) does not
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make the entire satellite useless.

Another factor that should considered when designing C3I systems
is the effect the system will have on the survivability of force elements
it is designed to support. An example of this concern is found by examin-
ing communications to missile submarines. Current communications systems
restrict the operating capability of these submarines because they are re-
quired to trail an antenna on the surface of the water. This restricts
their speed and their operating depths. The Navy is concerned that im-
provements in ASW could enable the Soviets to detect these antenna and
successfully attack our SSBN's. It is important teo remember, therefore,
that C3I capabilities affect force capabilities and thus force objectives

should be clearly defined before C3I requirements are determined.

Credibility

Credibility is defined by Webster's dictionary as "capable of being
believed; worthy of trust." The ability to provide information that is
credible is critical to all aspects of C3I. The two areas where it is es~-
pecially critical are those of providing warning of an attack and trans-—
mitting release orders to the nuclear forces from the National Command
Authority. One 6f the key questions that should be addressed in the case
of warning is: "Can warning even be credible enough to support retalia-
tion prior to enemy warheads actually detonating?" Given the incredibly
high stakes involved, it can be argued that unless the warning system
would be made completely error free, then warning infermation would not
be credible ehough to initiate a nuclear war. This concern has led to

an emphasis on being able to allow the enemy warheads to explode before




57

initiating any irrevocable responses.63 In 1976, however, Secretary of
State Henry Kigsinger raised the possibility of a "launch on warning”
strateqgy, due to the potential vulnerability of our land-based missile
force.64 Should "launch on warning” ever be adopted, then credibility of
warning will be especially critical.65

The credibility of release orders is alsc an important consideration.
If we are to avoid accidental or unauthorized use of nuclear weapons, the
recipients of release orders must be sure that these orders are authentic
and come from the National Command Authority. This is a very sensitive
aspect of nuclear operations and information regarding the means by which
authenticity of release orders is assured is wvery closely held. Herxe
again, credibility is aided by the policy of allowing an enemy attack to
arrive before responding. Given this policy, the people who actually
"turn the keys" to launch the weapons will be pre-disposed to question a
release order in the absence of nuclear detonations and will have the op-

posite pre-disposition if they have experienced an attack.

Flexibility

Flexibility can be defined as "the ability to adjust to change;
capable of being.modified in order to readily adapt to changes in mission,
organization, threat and technology.“66 In view of the rapid pace of
technology, C3I systems need to be able to adjust to new developments.
Often cost is a key factor affecting flexibility. If a system is extremely
expensive and has a long develcpment time, it will be very difficult to

abandon it in order to more effectively react to changes in threat.

The length of time needed to develop hew capabilities and the
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resulting requirement to "fix" ﬁechnology at some point in order to com—
plete the development is in constant tension with the desire to take advan-
tage of the latest in technology. Trade-offs must be made between using
low risk off-the-shelf technology that may become outdated guickly, or de-
veloping high-risk technology that, while promising greater capabilities,
results in additional delays and possible problems.

One of the reasons that designers desire to be on the forefront of
technology is due to the uncertainty they face with respect to increases in
threat capabilities. Since there are many needs, all competing for limited
budgetary resources, deciding how much to spend on anticipating events can
be difficult. Using the example of the submarines again, the probability
of the Soviets improving their ASW capability enough to detect the antennas
trailed by our SSBN'gis nct very high; but if they should be successful,
the consequences could be serious. The question becomes: "How much should
we hedge our bets by buying a partial improvement now, rather than taking
a long time to obtain a more complete solution to what is now only a po-
tential problem?"

The military forces of this nation must be capable of a wide variety
of operations in gituations which vary from peacetime to local crisis to
world war. Since it would be incredibly expensive and wasteful to have
different C31 systems for each level of operations, systems must be flex-
ible enough to support a variety of missions. For example, intelligence
satellites not only detect ICBM launches, they also measure wheat crops
and monitor activities of conventional forces. Cften the requirements of
one mission affect the ability to perform another, so judgments must be

made regarding whether a particular capability can be degraded in order to
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perform a wider variety of tasks or more money spent for additional capa-
bility. Pay-to-day needs often overshadow the more serious, but infre-
quent, requirements generated by crises or wars. Since effectiveness in
routine operations often determines promotion, managers can tend to focus

on those needs to the detriment of more serious ones.

Responsiveness

The definition of responsiveness, "the ability to react within
necessary time and quality criteria," emphasizes the importance of deter-
mining the time and quality parameters if the concept is to be meaningful.67
The tendency when developing 031 systems is to attempt to maximize respon-
siveness, sometimes without a clear examination of what the criteria are
or why they are chosen.

Time and guality criteria are often in conflict. If the quality of
the output is to be high, there is a need for methods of checking these
outputs--which takes time. For example, if warning information is to be
meaningful to the NCA, it must be assessed and evaluated. If its accuracy
is to be insured, it must be checked and corraborated. These requirements
conflict with the desire to minimize the delay in notifying the President
of an attack.

Responsiveness also influences survivability requirements. A highly
responsive C3I capability enables the nuclear forces to perform their
functions before an enemy can destroy them, thus reducing the need for them
to be able to endure an attack.

The survivability of the forces being supported also influences the

need for responsiveness. The vulnerability of bombers and the increasing
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vulnerability of ICBM'simpose a greater need for responsiveness on C3I sy s—
tems than does the more secure SSBN force. Unless an attack can be detected
and orders sent toc launch the bomber forces within a few minutes, this leg
of the triad would be destroyed on the ground., The ability to recall bomb-
ers once they are launched enables responsiveness to take precedence over
credibility; in the case of ICBM's, this is not so.

The degree of responsiveness needed is also a function of the mission
of the force in question. If the targets of the retaliatory force are time
critical, then a very responsive C3I system is required; if not, considera-
tions such as survivability and credibility may take precedence. The im-
portant point is that--without asking questions about force migsions and

capabilities-—one cannot accurately determine CBI requirements.

Security

Security, with regard to C3I, can be defined as “the ability to act
with confidence that current and projected plans will not be compromised.“68
In an open society, secrecy is always difficult. Among our most closely
guarded secrets, however, relate to the procedures for command and control
of our nuclear forces, as well as the methods of collecting intelligence
concerning enemy.activities in this area. Enemy knowledge of intelligence
methods would better enable them to devise ways to deceive our warning
systems and enhance the effectiveness of a surprise attack. It is possible
to overdo the concept of security, however, to the point where our own
ability to act is hampered due to the inadequate or improper dissemination
of information. Reconeciling these two concerns is one of the most funda-

mental security problems.




61

Integration

A "systems approach" is essential when designing C3I capabilities.
Though we have referred to various CSI "systems," they are all actually
elements of a larger system that meets all the reguirements outlined in
the secticn, CBI FUNCTIONAL REQUIREMENTS. It does little good to enhance
the capabilities of one element if such an improvement is not integrated
with the capabilities of other elements. For example, the development of
a2 new warning system--which can provide tremendous amounts of data about
enemy activities very quickly--is useless if the communications system is
incapable of transmitting the information to a decision maker or if the
information handling capabilities preclude effective processing.

The capabilities and limitations of each element in the overall
CBI system must be integrated if we are to avoid wasteful unused capacity

in some elements——and bottlenecks in others.

Reliability
A recent GAQ report on the Worldwide Military Command and Control
System (WWMCCS) defined reliability as "the characterization of an item

expressed by the probability that it will perform a required function under
| 69

stated conditions for a stated period of time.” What this definition says,
in essence, is that reliability means the ability of a system to work when
needed. A sophisticated, advanced, highly capable system is of little use
if it cannot be depended on to operate effectively when required.

Efforts to increase reliability are often in conflict with the de-

sire to use the latest technology and the need to reduce costs. The de-

velopment and deployment of the latest "state—of-the-art" system often
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requires a period of "debugging" before it becomes reliable. Trade-offs
must often be made, therefore, between a desire for reliability and new,
unproven methods that promise greater capabilities.l

Reliability often requires such things as back up systems and high
qﬁality equipment. Efforts to keep costs low tend to result in the elimina-
tion of redundancy and reduction in quality. While initial savings may be
achieved, effectiveness can be degraded. Too often the orientation during
development is on getting the greatest capabilities per dollar; as a re-
sult, after deployment, the focus is on getting the most reliability per
dollar. Some planners feel that once a system is operational, the money
will be there to make it reliable; whereas if reliability is a design goal,
the costs will rise and the program be cancelled. This approach can cause

serious problems--and does.
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CURRENT C3I SYSTEMS

Now that we have examined the factors that influence C3I require—
ments, determined what the major requirements are, and congidered what
gualities are needed to meet these requirements, we now turn to a brief
overview of current CBI systems in order to gain an understanding of what

capabilities and problems exist.

The move toward centralization of command and control of the gtrate-

gic forces (in fact, all military forces) stimulated by JFK's insistence
on firm and complete civilian control, and the growing Soviet threat, led
to the development of an integrated CBI system which was designed to meet
the requirements discussed earlier. Out of this development effort came
what is known today as the Worldwide Military Command and Control System
(WWMCCS). In a recent report, the Govermment Accounting Office described
this system (called "WIMEX") as "an arrangement of personnel, equipment
(including automated data processing [ADP] equipment and software), cotr
munications facilities, and procedures, employed in planning, directing,
coordinating and controlling the operational activities of U.S. military
forces.“70 WWMCCS provides the President with the information he needs
for decisions and the ability to transmit those decisiong directly to
the executing forces. It is the major element of strategic command and
control, and one of its primary tasks is to provide for the direction of
the nuclear forces in the execution of the SIOP. We shall examine the
three major categories of systems within WWMCCS:

* Warning and Surveillance Systems;

* The National Military Command System (NMCS};

* Communications Systems,
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Warning and Surveillance Systems

There are several warning systems that have been developed to meet
the varied threats posed by Soviet ICBM's, SLBM's, and bombers. In the 1950's,
the U.S. only had to worry about bombers. To counter that threat we built
the DEW line consisting of 31 radars in Alaska and Canada in the mid-fifties.
These radars provided approximately two hours warning of an impending Soviet
bomber attack.71 They are still in use today but are supplemented by other
systems, including an airborne radar system called "AWACS." Though AWACS
was not originally designed for strategic early warning, its ability to de-
tect low-flying bombers, which the DEW line cannot, makes it a valuable
element in the warning systnml.?2 In another effort to improve bomber warn-
ing, the Defense Department is continuing development of an over—the-hori-~
zon "backscatter" radar (OTH-B) that will provide greater range than cur-
rent systems. It cannot replace the DEW line, however, as it is adversely
affected by auroral effects. (It will be used on the coasts.) Improvements
to the DEW line are also being examined. Space-based bomber detection
systems are being experimented with, though so far results are limited.73

In 1957, in response to the developing ICEM threat, the U.S. con-
structed the Ballistic Missile Early Warning System (BMEWS) which consists
of three sites (Alaska, Greenland, and the U.K.) designed to detect the ap-
proach of Russian land-based missiles. This system, now over 20 years old,
remains an integral part of our warning network, though it is getting to
be difficult to maintain and expensive to operate (its IBM 7080 computers
are obsolete and no longer produced). The Perimeter Acquisition Radar
(now called "PARCS") that was formerly part of the single SAFEGUARD in-

stallation has also been integrated into the ICEM warning system.
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To counter the threat posed by Soviet SLEM's, the U.S5. developed
and built six SIBM warning radars (474N} in the 1960's which have become
obsolete and are being replaced by two "PAVEPAW" phased array radars (one
on Cape Cod and one in California).74 In addition, the primary mission of
the phased array radar at Eglin Air Force Base in Florida is being changed
from tracking space objects to SLBM c‘l.ne*l:.er:.ticm.1'5

A third surveillance function provided by ground-based radars in-
volves the detection and tracking of space objects to detexmine potential
hostile intent for targeting by future ASAT systems. There are over 4,500
space objects that are tracked by surveillance radars located in the U.S.

76
and in Turkey.

The object of our tactical warning systems is to provide not only
redundancy, but also "dual phenomenology" coverage of all potential ICBM
and SLBM approaches. To do this we have augmented the radar system with
satellite sensors. These satellite early warning systems provide the
earliest warning of an enemy attack, while the radar systems provide con-
firmation and assessment. The Defense Support Program (DSP) consists of
three early warning satellites which utilize thermal sensors to detect
infrared emissions from the exhausts of ICBM'sor SLBM's.66 Though the DSP
satellites can detect an attack more quickly than the ground-based radars
they can be "spoofed" by sunspots, large fires, or possibly enemy activity,
thus the reliance on dual phenomenology to prevent t=.-rr::>rs=.?£3 Even so,
there are some false alarms--a problem that will be discussed later.

Much has been heard about our “"spy" satellites that take detailed
aerial pictures of the Soviet Union. Though useful for providing strate-

gic warning indications, the lag time inwvolved in processing the information
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from these systems makes them of limited use for providing warning of an
immediate attack.

The SLBM threat is of particular concern to U.S. defense planners
due to the short flight time of these missiles. In an effort to remedy
this problem, Secretary Brown is locking at a new satellite system called
the "Mosaic Sensor Program" (MSP} which will detect SLBM launches faster
and more accurately than the current DSP system. The MSP satellites would
also provide an ability to accurately determine launch points of Soviet
ICBM's and SLBM'g, thus identifying empty silos and providing re-targeting
information to U.5. planners for a retaliatory strike.79 The spy satel-
lites mentioned above provide some capability tc determine this informa-
tion but would take longer to do so. The new satellites would also pro-
vide for on-board processing of information, which would allow smaller
ground terminals. These terminals could be made mobile, hence more sur-
vivable.80

Survivability is a major problem with the current warning systems.
The radar sites are not hardered and are limited in number (there are 53
sites, but 31 can only detect bombers); they could be neutralized by nu-
clear or conventional attack, or by sabotage or paramilitary activity very
quickly. .The DSP satellites are more survivahle (ASAT interceptors would
take hours to reach them but they could possibly be "blinded"), but cur-
rently all DSP satellite information is received by only two large earth
stations, both of which are vulnerable to the threats mentioned above.al
It would be 1984 before the MSP satellites could be deployed to solve
this problem, if Congress approves current budget requests.

Another system that is in development to improve attack assessment
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is the Integrated Operation Nuclear Detection System (IONDS). This system
is designed to detect nuclear explosions and pinpoint their locations. It
will aid in attack assessment during a Soviet gtrike, enabling the Presi-
dent to characterize the attack accurately and determine an appropriate
response. It will also provide damage assessment after a U.S. retaliatory
strike to help U.S. planners with targeting. The IONDS system has been
approved and will go on the 24 Global Positioning Satellites that will soon
be launched.82

One of the concerns that continues to be a problem with our warxning
system is false alarms. These can be a result of sensors receiving wrong
information and passing it along, or they can be generated within the com
puter system by errors. In either case they affect the credibility of
the warning system. Though the problem of a false alarm causing a U.S.
retaliation is reduced by our ability to wait until detonations occur be-
fore responding, a reduction in the credibility of the system can slow re-
action to a threat due to doubt over its validity. Recently a false alert
was caused by erroneous data being fed into the computer network accidently.
A low-level alert was initiated and lasted six minutes. Pentagon offi-
cials said that several false alarms had occurred in the past few years
due to computer failures, Soviet test firing, and natural phenomena such
as sunspots.83

In the most recent incident, an alert went out from NORAD to command
centers throughout the nation, but B-52 bombers were not ordered inte the
air, nor was the President notified (though if it had lasted ancther minute
he would have been) in the six minutes before a mistake was noticed.a4

This may be an indicator that errors have already affected the responsive-
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ness of the system. Given the short flight time of SLBM's to Washington or
the bomber bases, delays in response to a warning--because "wolf has been
cried too often"-—could have serious consequences. There was considerable
concern shown by the media, especially in the United Kingdom, about the
possibility of an accidental war being caused by such an incident.85
Though that is an important problem, current doctrine provides safeguards
against such an occurrence. These two views point up the inherent tension

that exists between the need for responsiveness and concerns about credi-

bility and reliability.

National Military Command System (NMCS)

The NMCS is the priority sub-system of the WWMCCS. It is designed
specifically to support the NCA, and in addition supports the JCS. As we
noted earlier the chain of command does not coincide with the statutory
chain of command; the JCS is part of the communications chain, though they
have no statutory authority.

The chairman of the JCS operates the NMCS for the Secretary of De-
fense. He has been delegated responsibility by the secretary for the
following:

- Defining the scope and extent of the NMCS;

* Developing and validating requirements for the NMCS;

- Establishing NMCS operational policies and procedures.86
The chairman of the Joint Chiefs of Staff provides the military staff to
the NCA, advises the NCA, provides the channel of communications from the

NCA to the executing commands, and coordinates the communications to the

unified and specified commands. Being a part of the communications chain
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endows the chairman with more influence than he would otherwise have.

The NMCS consists mainly of the national command centers and the
communications linking these centers with the executing commands and the
surveillance systems. At the command centers information is processed and
put into a form to facilitate decision making by the NCA. The input for
these decisions comes from the surveillance systems discussed earlier, and
the reports of friendly force commanders. The processing of this informa-
tion requires extensive automatic data processing (ADF} capability. To
handle this task WWMCCS utilizes 35 Honeywell 6000 series computers lo-
cated at 27 sites.87 While this network handles the bulk of data pro-
cessing, the NMCS is not totally dependent on it for information. Criti-
cal information on an enemy attack can be transmitted cutside the com—
putexr system, though data processing capability is limited.88

Information processing is currently one of the major problem areas
in WWMCCS. The system, designed in the 1960's, uses computers that have
become obsolete in the rapidly advancing computer industry and suffers
from a variety of problems. 2A recent GAO report listed several deficien-
cies in the WWMCCS ADP system, a program on which the government has spent
over one billion.dollars. These problems include:

+ The ADP System is not reliable and is especially prone to break-—
downs during crisis;

» Lacks effective and economic growth potential;
- Lack of back-up systems;

+ ADP egquipment is not installed in survivable facilities, and
supporting utilities in many cases are vulnerable to sabotage.

One of the major reasons for the problems, accerding to the reports, is
that the management structure is so fragmented, no one has a complete over—

; cys : 20
view of the program or the responsibility for its management. Before
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improvements can be made, organizational problems must be dealt with.

The results of recent command post exercises seem to corroborate
the GAO charge that WWMCCS is unreliable, as problems occurred which limited
the effectiveness of the system.gl Though WWMCCS managers claim that over-
all reliability has improved to about 94 percent, they admit that the lack
of a back-up system is a problem and that the system is prone to problems
during a crisis, precisely when it is needed most.92

Given the volume of information needed to meet the C3 requirements
we articulated earlier, the lack of reliable information systems based on
ADP equipment could affect the ability of the NCA to make rapid decisions,
and as a result, limit the options available to the President in the short
run. This puts a higher premium on the endurance of 03 systems in order
to survive long enough to support slowexr decision making.

another problem mentioned in the GAQ report is the lack of sys-
tematically identified information requirements. In order for the system
to provide useful data, the information needs of the NCA must be clearly
specified. In order to do so, top level user participation is required in
the validation of the outputs of the system, Otherwisz, there is a ten-
dency for system designers to develop outputs that conform to the capa-
bilities of an autcmated system rather than user needs. The result would
be that the decision maker could be inundated with useless information.

The warning and information networks feed into three main command
centers that are part of the NMCS. These are the National Military Cot-
mand Center (NMCC) at the Pentagon, the Alternate National Military Command
Center (ANMCC) at Ft. Ritchie, Maryland, and the National Emergency Air-

borne Command Post (NEACP) which provides an aircraft at Andrews Air Force
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Bagse in Washington for the President. Day—-to-day and c¢risis management
operations are conducted from the RMCC in the Pentagon. This is an unhar-
dened facility that monitors the operations of U.S., military forces around
the world as well as the warning and intelligence systems. Since the NMCC
is not expected to survive an enemy attack, the ANMCC provides a remote,
hardened facility that can be rapidly augmented with perscnnel to assume
control of operations. Critical data at the NMCC is also located at the
ANMCC to provide instantaneous assumption of control if needed. It is
tied to the NMCS data base and has communicaticns to all the other command
centers. 'Though hardened, it could not be expected to withstand a direct
attack either. Therefore, NEACP--a third commané center—-has been es-
tablished.

The National Emergency Airborne Command Post (NEACP) is designed
to provide a survivable command center for the NCA during a nuclear at-
tack. The NEACP is located in a 747-type aircraft and is deployed at An-
drews Air Force Base. If an attack were imminent, the President could
board NEACP and operate from it while airboina. The E-4A's, as they are
called, replaced earlier 707-type aircraft that are still used to provide
Airborne Command Posts for the unified commands. These aircraft provide
extensive communications capabilities to enable the President to maintain
contact with his forces. The radio equipment is designed to operate in ECM
environment as well as provide secure voice capability. The E-4's are also
linked to communications satellites through an on-board terminal. In addi-
tion to communications facilities, the NEACP also provides space for a
staff to accompany the NCA in order to process information and assist in

planning. One limitation of the current aircraft is their lack of ADP
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equipment on board. Dr. Dineen pointed out this lack when he stated that it
was filled with "a bunch of filing cabinets" and that, "to generate various
options the President's staff would have to go to the file cabinets and do
things basically by hand."93 Lack of ADP equipment will hamper the re-—
sponsiveness and flexibility of our response to attack, given the large
amounts of information involwved in attack and damage assessments. To
rectify this problem Secretary Brown has directed the Air Force to in-
stall ADP capability in the first E-4 by December 1981 at an estimated
cost of $31.4 million dollars.94

Another problem confronting the NEACP is vulnerability to EMP.

Given the widespread EMP effects from an exc-atmospheric burst-—even if
the aircraft escapes from Washington, it could be neutralized by EMP from
a nuclear blast hundreds of kilometers away. To correct this vulner-
ability the four E-4 aircraft are being modified with EMP protection.

One E-4B aircraft has been completed and the administration has included
funds for modification of one aircraft in the fiscal year 1981 budget.

The conversion of the other three is also planned, as well as the purchase
of two additional aircraft by fiscal year 1983.95

Among the p;oblems with NEACP that have not been solwved are:

« The limited endurance of the aircraft. After approximately 20
hours it will have to land or face the potential of engine
failures.%®

= There are a limited number of runways that can accommodate
747's in the U,5., and the enemy could target these to prevent
landing. It should be noted that these runways are in major
airports near large cities so targeting them would cause exten-
sive collateral damage and tend to change the character of an
enemy attack from counterforce to counter-city, thus increasing

the probability of escalation.

- The NEACP cannot operate its communications facilities effec—
tively while on the ground,
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* The NEACP aircraft is susceptible to sabotage.

In view of these continuing problems the NEACP can be expected to provide
an added degree of survivability to the NCA, but only for a limited time
periocd.

The above comments assume that the President reaches his Airborne
Command Post. Andrews Air Force Base is an eight-minute flight from the
White House by helicopter (assuming the helicopter was already at the
White House, which they are not ﬁormally, though presumably in a crisis
they would be}. Estimates of time of flight fér an SLBM fired from off
the East Coast range from 6-12 minutes.g? Even using the 12-minute figqure,
we would have to identify, process, and transmit an attack warning to the
President within four minutes for him even to reach the plane, let alone
fly to safety.

In addition to the national level command posts of MNCS, there are
four additional airborne command posts for CINCEUR, CINCLANT, CINCPAC,
and CINSAC, that are capable of communicating with the nuclear forces.
While the others use EC-135 (707-type) aircraft, the SAC Ajirborne Command
is an E4-A aircraft staticoned at Qffult Air Force Base, Mebraska. It is
the only airborne command post (ABNCP) that is constantly airborne, and
it has a general officer and battle staff on board to insure survivable
command and control.

The SAC ABNCP is responsible for contrel of the ICBM's and B-52's
while the LANTCOM and PACOM ABCNP's are responsible for SSBN's (CINCEUR has
only theater nuclear forces). But Emergency Action Mesgages (EAM), the
orders to launch an attack, can be originated at any one of these CP's as

8
well as from NEACP, the NMCC, and the ANHCC.9 The President does not
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have to go through the nuclear commanders to have EAM'g executed. He is
capable of communicating directly with Launch Control Centers (LCCS) in the
missile fields, the B-52 crew or SSBN's. Any of the ABNCP'shave the capa-
bility to do so though they are restricted by the range of their communi-
cations equipment.

Merely communicating with the nuclear forces is not sufficient to
launch nuclear weapons, however. The prevention of accidental or unau-
thorized launching of nuclear weapons has been a major concern since they
were introduced, and it has an important impact on command and control pro—
cedures making the process of nuclear release more complex. The proce—
dures designed to prevent unauthorized launch of nuclear weapons are de~-
signed to address two aspects of this problem: preventing executing person-
nel from launching missiles without authority and insuring that orders to
release weapons originate from the National Command Ruthority.

To prevent the officers manning an ICEM launch control center
(LCC) from launching the missiles under their control, the concept of
multiple-person-control is employed. Both officers in the LCC must verify
launch orders and turn separate keys to activate the launch mechanism. The
location of the keys prevents one person from turning both simultaneocusly,
as is required. Another two-man team, in another LCC, must take the same
actions, and to complete the launch sequence, a "launch-enabling code”
must be received from SAC Headguarters. Should this facility be destroyed,
the capability would automatically switch to one of 80 other SAC command
posts, both ground-based and airborne.99

On missile submarines, the launch of SLBM's also requires the con-

currence of several people. To launch a missile, four officers in di f-
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ferent parts of the ship must turn keys or throw switches. There are no
controls outside the submarine, however.loo Since planes may be "launched
on warning," procedures have been established tc maintain "positive con-
trol" while in the air. After taking off, the planes fly tc a specified
location where they circle and wait for orders authorizing them to proceed
to their targets. This message must be authenticated by three officers
{two on FB-1ll's) or the plane returns to base. As with missile submarines,
there are no external controls on the crew.101

The other side of the problem ig insuring that the person originat—

ing launch orders is authorized to do so. To prevent this from happening

special codes are required to initiate an authentic EAM, which will re-

lease the nuclear forces. The President and vice president are accompanied

everywhere by a military aide that carries these sealed codes. While the
President's ability to release nucleaxr weapons is not tetally dependent
on use of the authentication codes, the lack of such codes would serious-
1y hamper operations. Without launch enabling codes the ICBM'S could not
be fired, but SLBM's and bombers would be una.ffected.l02 The exact loca-
tions of codes and the precise limitations on launch capabilities are
highly classified, but a consideration in C3 planning must be to insure
that the enemy cannot identify and eliminate a small number of code loca-
tions thereby paralyzing our ability to launch weapons. This concern
demonstrates one of the fundamental tensions between the desire to cen~
tralize authority to prevent accidents and a desire to prevent the crea-
tion of small numbers of especially lucrative targets that could be de-

stroyed--thus neutralizing the entire system.
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Communications Systems

In order to ensure that the nuclear forces will receive the Emer-
gency Action Message (EAM) in event of a nuclear attack, an extensive com
munications system has been developed as part of WWMCCS. In order to in-
crease the probability of an EAM being communicated, redundant systems are
used.

Communications to ICBM's. Communications to the ICBM force have a

greater degree of redundancy and variety than those systems supporting
bombers, and SLBM's. As a result command and control is tightest over this
leqg of the triad. This is due, in part, to the greater ease in communi-
cations afforded by the fact that ICBM silos are fixed ground sites. The

various methods include:

Radioc messages from ABNCP's;

« Radic messages from ground facilities;

- Emergency Rocket Communications Systems;
- Radio messages via satellite;

» Commercial and military telephone networks.

1. Airborne radioc systems. The ABNCPs have an impressive array of

radio equipment for communications with the nuclear forces. The facili-
ties include: high-power, very low frequency (VLF), and low frequency (LF)
radios, primarily for communications with SSBN% and TACAMO, as well as high
frequency (HF), ultra high frequency (UHF) radios, and super high fre-
quency (SHF) satellite terminals for communications with ICBM's bombers,
and other ABNCP's. These systems provide secure voice and anti-jam cap_.:—zbili—

ties.
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The HF and UHF radicos give an only line of sight capability, but
due to their location in airborne platforms their range is extended, en-
abling them to communicate with other aircraft such as bombers or ABNCP

The SHF satellite terminals are designed to provide long range com-
munications to LCC's and other ABNCF'g, though these facilities have HF
UHF capability also. The range limitations of UHF and HF necessitate the
use of relay aircraft in order for NEACP to talk to the SAC ABN CP or the
LCC's. The VLF and LF systems provide a low-speed link beyond line of sight
between ABNCP's as well as to TACAMO and SSBN's. These will be discussed
in more detail with TACAMO.

One of the limitations of these airborne systems is the small num
ber {14) of ground entry points (GEP) that allow ground-kased wire com—
munications to interface with the airborne radioc nets. If the NCA is not
aboard an ABNCP he could have trouble communicating with them if these
GEP's are knocked out.103

The Post-Attack Command and Control System (PACCS) includes the re-
lay aircraft, menticoned above, the SAC uses to link the NEACP and SAC ABNCP
to the widely dispersed hombers and ICBM bases. These are EC-135 aircraft
with HF, UHF, and LF capabilities.

These airborne radic systems are part of the Minimum Essential
Emergency Communications Network (MEECN). MEECN is a collection of sys-

tems designed to provide a backbone of survivable communications to all

three legs of the triad.

2. Ground radio links. In addition to these aircraft, SAC has a

variety of ground-based radio systems used to transmit alert messages and

EAM:
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+ The Primary Alert System (PAS);

SAC Automated Command and Control System (SACCS);

GIANT TALK Single Side Band/HF radio network;

GREEN PINES, a UHF radio network.

3. Fmergency Rocket Communication System (ERCS). The Emergency

Rocket Communication System uses a Minuteman ICBM with radio transmitters,
instead of a nuclear warhead, in their nose cones. Should other communi-
cations systems fail, the EAM can be sent by firxing the ICBM in a trajec-
tory that would enable other IXBM fields to receive its transmissions.

The advantage of this system is that the transmitters are located in hardened
missile silos to increase their ability to survive a nuclear attack. ERCS
does have several limitations, however. ERCS wing is located at Whiteman
Air Force Base in Missouri. Dr. Dineen, in testimony before Congress in
1979, admitted that we would have to assume that the Soviets could know
where the ERCS missiles were located and could target additional missiles
to insure they are destroyed.lo4 It is possible to change their location,
however. If a shell game were played with ERCS, it would be more difficult
for the Soviets to identify them accurately and single them out for spe-
cial targeting attention, since ERCS silos look no different than regular
ICBM silos. Testimony by defense officials indicate that this is done to

a limited extent.l05

4. Satellite communications. Satellites are becoming more and more

important in military communications. Several satellite systems currently
provide communications in peacetime to the nation's military forces. The

major system -- GAPFILLER, FLTSATCOM, and Defense Satellite Communications
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System (DSCS) —— are not designed to survive a nuclear attack, but they
are multi-purpose systems and are important to strategic C3 because they
provide platforms for the AFSATCOM system.l06

APSATCOM is designed to provide communications to all the strategic
nuclear forces. It uses the satellites currently in orbit with FLTSATCOM
and GAPFILLER and will be put on the DSCS satellites in the early 1980's.
On each satellite one or more "transponders™ (the element that receives
and transmits signals from/to earth) are dedicated to the AFSATCOM mission
and link airborne terminals on ABNCP's, bombers, as well as ground terminals
at LCC's, and command centers. These terminals are being installed in
fiscal year 1980.

By putting AFSATCOM transponders on a large number of satellites,
rather than having a few dedicated satellites, greater redundancy is
achieved, thus complicating Soviet ASAT efforts. The emphasis on redun-
dancy is due to the difficulty involved in adequately hardening satellites
against an ASAT threat. In addition to the proliferation of targets, an—
other means of increasing the endurance of the system is to "hide" satel-
lites in orbit. These platforms would not be activated until after the
operational platforms were destroyed; therefore it would be very diffi-
cult to detect among the large number of objects in orbit around the earth.
These satellites would need to be hardened against EMP, however, due to the

wide coverage of this threat. The major threats to satellite communica-

tions are as follows:

» Destruction of space platforms (ASAT);
Destruction of ground terminals;
« Jamming;

+ Nuclear effects (EMP, blackout).
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The proliferation of satellites and use of hidden back-ups reduces the
threat to space platforms and the deployment of airborne and mobile termi-
nals makes it difficult to neutralize these portions of the system. Anti-
jam capabilities are being added to satellite transponders to reduce the
vulnerability to enemy ECM. EMP hardening is also being done, but at-
mospheric disturbances could still cause significant degradation in satel-

lite communications.

5. Telephone networks. Reliance on radios could be a problem in an

environment where the atmosphere has been ionized by numerous nuclear
blasts. The communications links to the ICBM'g and borbers are not limited
to radio, however, as the ground command posts are linked by telephone

to the land-based forces. The airborne command posts are also able to
enter the ground-based networks via 14 ground entry points.

The United States has the most sophisticated and widespread tele—
phone network in the world with potential to provide numerocus diverse
routes from NCA to the nuclear forces. ATS&T and the Defense Department
cooperated in the 1950's and 1960's to increase the survivability of the
telephone system. Critical switches and facilities were sited to avoid
targets, and in some cases hardened, Though the network density provides
great potential for survivability through use of redundant facilities
and routes, the configuration of the system and the industry prevents
maximum use of this potential.

Recent advances in technology have led AT&T to consolidate switch—
ing facilities and other critical network facilities, making the system
dependent on a relatively small number of nodes that are vulnerable to

attack. While concepts such as packet switching provide the potential
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for network de-centralization hence greater survivability, the trend is
towards centralization, making the system more easily disrupted.

Though AT&T makes up the bulk of the telecommunications capacity
of the country, other firms have facilities that contribute to the communi-
cations resources potentially available in an attack. These systems are
not capable, at present, of being interconnected except at a few points.
This greatly reduces their value, as in the.aftermath of an attack we
could expect unconnected pieces of each to survive, but reconstitution
would be hampered unless the pieces could be connected to form a new net-

work.

Ground-based telecommunications offers some advantages and disagd-
vantages when considered for strategic communications in a conflict, Com—
munications via cable or microwave offer some advantages with respect to
security, resistance to jamming and atmospheric disturbances, as well as
tremendous capacity. These advantages are offset by the vulnerability of
their fixed nodes to attack and vulnerability to EMP. Improving commer—
cial networks is an option that should not be ignored in discussions of
C3 upgrades. This is especially true if the broader needs of the nation

in a nuclear conflict are considered.

Communications to bombers. The communication systems to bombers

are the same as those to ICBM'g, with the exception of the telephone net-
works. The primary methods of bomber control are via HF and UHF radio.
The B-52 force is also being equipped with satellite terminals te augment
the radio systems, thus enabling communications at much greater range.

This is important if bomwbers are to be used in a damage assessment role.
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Communications to SSBN's. Missile submarines are the most surviw-

able portion of the nuclear triad and, therefore, corprise a major peortion
of the secure reserve force. The need for these submarines to remain hidden
in order to avoid Soviet ASW action limits our ability to cormunicate with
them since they must remain submerged. Radio waves in the higher frequen-
cies cannot penetrate the ocean's surface. This creates a problem since,
according to the Director of Navy C3, Rear Admiral Kagler, "In order to be
responsive to NCA orders, SSEN's in day-to-day alert readiness postures must

maintain continuous communications reception."”

1. Current systems. The current systems used to communicate with

submerged SSBN's include:

a) Ground-based systems. The Navy has two shore-based VLF trans-

mitters on the East Coast and one on the West Coast. These serve as the
primary means of communicating with SSBN's. There are alsc a lirited num—
ber of low frequency (LF) and high frequency (HF) transmitters located on
shore stations around the world.

b} Ship-based HF systems. All Navy ships utilize HF radios for

tactical operations. These systems can also be used to relay messages
from shore stations to nearby SSBN's,

c) UHF satellite systems., GAPFILLER and FLTSATCOM satellites

provide a two-way, high-speed, communications link to SsEN's, The shore-
based links of these systems are fixed satellite terminals.

d) TACAMO. This system uses 12 modified C-130 aircraft stationed
on Guam and Bermuda. The TACAMO aircraft have HF, VHF and UHF facilities
for communications to other aircraft, as well as a satellite terminal which

links it to AFSATCOM and FLTSATCOM. TACAMO's primary link to SSBN's is via




83
a VLF transmitter on board. This system uses a long wire antenna (which
is over 10,000 feet long) which the plane trails out behind it while fly-
ing in a tight circle {tc keep the wire verticle}.lo8 It can also talk

to SSBN's at shorter range via HF.

2. Problems with current systems. Current communications links to

SSBN's suffer from several problems:

a) Range. The current systems suffer from range limitations, re-
sulting in a need for additional facilities and relays. VLF hag the long-
est range, but still requires that TACAMO ajrcraft be deployed in each
ocean. Range of HF and LF systems are more limited, requiring the de~
ployment of overseas transmitters. While numerous transmitters increase
the enemy's targeting problem, their limited range does not allow much
redundancy in a specific geographical area.

b) Survivability of communications facilities. Only TACAMO is

considered to be a survivable system in event of war.log In order to be
gurvivable oné of the TACAMO aircraft stationed in the Atlantic area is
constantly airborne; lack of sufficient aircraft prevents continuous ajir-
borne alert in the Pacific but one aircraft is on ground alert at all
times, prepared to take off on a 15-minute notice.n0 The administra-
tion has requested four more aircraft, so that when TRIDENT is deployed
to the Pacific a continucus airborne capability will be available there,
as well as to replace some aging airframes. The fixed shore-based sites
are not hardened and could be destroyed not only by nuclear attack, but
by sabotage or conventional attack as well.

c) Need for surface antenna on SSBEN's. VLF radio signals can only




84

penetrate seawater to a depth of a few meters, HF and UHF signals will only
penetrate a few centimeters. In order to receive messages, a submerged
SSEN must either trail an antenna near the surface for VLF, trail a buoy
on the surface for HF, or extend an antenna above the surface for UHF. Aas
a result of this requirement, the operational capability of SSBN's is re-
stricted. Submarines must cruise near the surface and can only operate at
reduced speeds in order to trail a floating wire antenna over 2,000 feet
long within 20 to 30 feet of the surface.

Though the SSBN force is not currently threatened by Soviet Anti-
Submarine Warfare (ASW) technology, the Navy is worried that ASW advances
could jeapordize the security of the sea-based deterrent.lll

d) Jamming. Soviet jamming poses a significant threat to our ability
to communicate with SSBN's, Efforts are being made to increase the resis-
tance of the current rommunications, but the problem continues te be of
concern.

Communications with adversary leadership. Though not an explicit

mission of our strategic C3 systems, the ability to communicate with the
enemy may be critical in order to terminate nuclear conflict. As Secre—
tary Brown stated to Congress, "In crisig and war, maintaining continuous
communi cations with adversaxy leaders would serve to clarify events and
control escalation through negotiation."112 While much effort has gone
into insuring communication to fight the war, less effort has been made
to insure a communications needed for termination are maintained. As a
result of past crises, the U.S. and U.S.S.R. have established a teletype

link between Washington and Moscow called MOLINK (more commonly referred

+o as the "hot line"). This system is not designed to survive a nuclear
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attack, however. Given the potential for widespread destruction and rapid
operations, exchanging notes through diplomatic channels does not seem a
realistic approach. While this problem may not be cur most important com

munications concern, it is significant.
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INTRODUCTION

The command structure of the U.S. military following World War 1I was
not statutorily mandated. Orders were transmitted from the President, to
the secretary of the department involved (Army or Navy), toc the chief of
the service, and finally to the executing commander. In addition, the exi-
gencies of WWII had prompted the creation of unified commands composed of
forces from both military departments {e.g., the European Command under
General Eisenhower). When a unified command, rather than a single service,
was to execute an order, the order would pass through the secretary and the
chief of the department that was the executive agent of the unified com
mand. One of the services was assigned executive agent duties when each
unified command was created., The Joint Chiefs of Staff wers, at that time,
loosely organized with a staff consisting of numercus ad hoc committees.
The chiefs divided their time as they chose between their duties as admin-
istrators of separate services and their duties as joint strategic planners
within the Joint Chiefs of Staff.

Since 1958, the U.S. command structure has been governed by the Nation=
al Security Act of 1947 as amended in 1949 and 1958. Under that structure,
orders are given by the National Command Authority, which congists of the
President and secretary of defense. The chain of command flows directly
from the National Command Authority to the executing unified or specified
commander with the Joint Chiefs of Staff playing a minimal role in the
chain. The military department secretaries are not in the chain of command
at all. In addition, the National Command Authority has the authority and
has, on occasion, exercised the authority to transmit its orders directly

to an executing officer or soldier. Organizationally, the military
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departments are no longer separate executive departments, but are within
the Department of Defense and under the direction of the secretary of de-
fense. The Joint Chiefs of Staff have specific statutory duties and are
supported by a staff that is set by statute at 400 officers.

These significant changes in the national.command structure have come
in stages, accompanied by legislative debate and executive advocacy. The
purpose of this paper is to examine the changes and their rationales so as

to reach an understanding of the statutory framework and determine whether

{and how} further changes should be brought about.

THE NATIONAL SECURITY ACT OF 1947

The national security establishment has changed dramatically since
the beginning of WWII, as the United States has had to evolve from compara-
tive isolationism to global activism, Political and economic changes (an
era of revolutionary nationalism, energy crises, recessions, etc.) have
combined with technolegical advances to create a world situation that pre-
sents ever-changing challenges to the military and civilian authorities. In
the wake of WWII, President Truman submitted to the Senate a proposed bill
{§.758, 80th Congress) that was designed to provide a working framework for
a number of reforms in the military establishment -- reforms that the war
had shown to be necessary. The proposed bill had been drafted by "repre-
sentatives of the armed services" and had been approved by the Secretary of
War, the Secretary of the Navy, and the Joint Chiefs of Staff (the JCSJ.1

Prior to 1947, the Department of War and the Department of the Navy
were totally separate executive departments. The JCS, a "loose structure

. . 2
of committees--some full-time, some part-time" --had no statutory mandate,
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and thus provided coordinated strategic guidance only as their duties as
service chiefs allowed. No law compelled them to give strategic planning
priority over administration of their respective services. Though WWII had
forced the two branches to combine some of their forces under unified com—
mands, no statute insured continuation of such arrangements or set up the
apparatus for creating such arrangements. Since 1921, Congress had seen at
least 60 bills introduced regarding unification of the military services.
Jealous of their independence, the two military departments nonetheless
recognized the need for increased unity and cooperation. In May 1946, the
departments’' differing views on "unification" were ocutlined in a letter to
President Truman; and on June 15, 1946, Truman informed the department
secretaries of his view on their points of disagreement in an effort teo aid
in their resolution. With this guidance, Secretary of War Robert Patterson
and Secretary of the Navy James Forrestal hammered out their differences
to produce a proposed bill that both sexvices could support (S. 758).

Recommending passade of the bill ag amended in committee, the Senate
Committee on Armed Services expressed the intention of "bringing to the
military departments in peacetime a large measure of the unity and common-
nesg of purpose which characterize the operations of the armed services in
time of war."3 ﬁesh in mind were the lessons of a modern, glcbal war that,
although successfully concluded, had "disclosed certain fundamental weak-—
nesses in our security structure" such as "our slow and costly mobilization,
our limited intelligence of the designs and capacities of our enemies, our
incomplete integration of political and military objectives, and finally,
our prodigal use of resources."4

The National Security Act of 1947 resulted from Congressional action
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of the President's proposed bill. The act's legislative history contains
a lengthy discussion of overall cobjectives as well as specific provisions
by the Senate Committee on Armed Services. Pervading this discussion is
the committee's concern--or its perceived need to respond to the tradition-
al Bmerican concern-- over the prospect of maintaining a powerful standing
army in peacetime. While recognizing the nation's emerging role in policing
world peace, the committee suggested that unification should be an evolu-
tionary process. The committee insisted that the act's cautious steps
toward unification of the military services created a structure that "facil-
itates Presidential control of the armed forces, and enables Congress to
examine and consider as a whole, rather than as unrelated pieces, the re-
quirements and developments of the armed forces."5 In short, the committee
hoped to insure that "the traditional and fundamental principle of civilian
control be not impaired.“6

The chain of military command was changed little by the provisions of
the act of 1947. The President's orders continued to pass through the full
chain of military command with no provisions for bypassing unneeded links
to reach the executing officer. Each command passed through the department
secretary, the service chief, and only then to the unified commander (who in
turn had to pass the order to the executing officer). The act did provide
for: 1) policy guidance by a National Security Council; 2) mcbilization
policy gquidance by a National Security Resources Board; 3} "general direc-
tion" of the national military establishment by a secretary of defense; and
4) unified strategic planning and direction by a statutorily mandated JCS.7
(The act statutorily clarified the informal role of the JCS as the strategic

and logistic planners for the naticnal military establishment and as the
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"principal professional military advisers” to the President and the newly
created secretary of defense, It also provided for a joint staff to take
over some of the functions of the loosely organized JCS committees.sl

The secretary of defense (or SD) was named the "principal assistant to
the President in all matters raelating to the national security" (Section
202). Congress intended to "provide an individual with authority and re-
gponsibility who can be charged with and held accountable for the maintenance
of the most effective security structuxe."g Yet grave and rigid restrictions
on the secretary's authority prevented the fulfillment of those wide-sweep-
ing duties. Under the terms of the act, the SD was hampered in five impor—
tant ways. First, he could exercise only "general direction, authority,
and control" over the military departments supposedly under his charge. The
word "general" proved to be a critical gualification. Second, the Sacre-
taries of the Army, the Navy, and the Air Force could go to the President
or the Diractor of the Budget directly--over the head of the SD., Third, all
powers and duties not granted explicitly in the act to the §D were reserved
to the department secretaries--quite a limitation given the high level of
generality in the statutory language. Fourth, the SD was explicitly denied
authority over administration of matters that concerned only individual
military departiments. (In practice, wvirtually all functions that the serv-
ices preferred to administer themselves were arguably of importance only to
the one branch involved and were, therefore, guarded jealously by that
branch.} Finally, the SD headed an executive department that was in no way
superior to the three executive departments of the three services. Even
though the SD was ostensibly the President's principal adviser, the military

secretaries had equal footing on the various boards and councils. The SD




104
could be out-voted by the secretaries on the National Security Council, by-
passed by the secretaries to reach the President, or simply roadblocked in
his efforts to implement changes by chiefs and secretaries questioning his
statutory au,thority.l0 The SD's attempts to implement programs administra-
tively were subject to the cooperation of the services. Despite wasteful
overlap, independent programs were effectively guarded because the SD could
not back up his efforts with unequivocal statutory authority. The services
argued that "general" authority allowed the SD to make general recommenda-
tions, but not to impose specific programs of reorganization. Thus, every
move by the SD was clouded by uncertainty concerning the scope of his author-
ity and the nature of his role in the national military establishment.

The SD was far from the position he would eventually hold as a compeonent
of the National Command Authority (or NCA, the unltimate military authority,
consisting of the President and the Sb). Congress, despite its lofty pro-—
nouncements of purpose in creating a secretary of defense, was as yet reluc—
tant to vest full command over the military establishment in any one person
other than the President. This concern over concentrating military authority
in an appointed official was still an important factor in 1949, when the act
was amended, and in_1958, when the Defenge Department was reorganized.

In fact, Congress even looked upon unchecked Presidential power ovex
the military as unwise, and consequently refused in 1958 to remove remaining
statutory restrictions from the President.11 Congress preserved its "prero-
gative of making the final determination as to the military needs and re-
quirements of our nation,"l2 pursuant to Article I, Section 8 of the Consti-
tution. (Section 8 imposes on Congress the duty to "...raise and support

Armies" and to "provide and maintain a Navy."} Thus, the President had un-
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fettered command authority as "Commander-in-Chief of the Army and Navy of

the United States" {Article II, Section 2 of the Congtitution), but not full
authority over the composition and functions of the services. Congress, in-
stead, statutorily prescribed the fundamental functicns and administrative
divisions of the armed services. Moreover, in 1947, it did not even dele-
gate to the SD the command authority that did vest in the Executive; the SD
had no place in the chain of command. Orders continued to go from the Presi-
dent, to the appropriate military secretary, to the service chief, to the
unified commander, and then to the executing officer.

The act of 1947 did provide a "practical and workable basis for begin-
ning the unification of the military services and for coordinating military
policy with foreign and economic policy."l3 and it moved slowly enough for
the military establishement and its civilian control personnel o absork the
changes without undue turmoil. Clarification of a chain of command was not
yet perceived as a problem, getting no attention in the act or its legisla-
tive history. Eccnomy was the overriding concern, as it appeared "certain
that military expenditures in the foreseeable future [would] necessarily be
greater than in our former peacetime experience.“l4 The primary command and
control goal was to strengthen, but not necessarily streamline, the mechanism
for "civilian control." Despite the cautiousness of the measures it enacted,
Congress recognized that "the safeguard againat militarism in this country
is not to be found in the costly confusion and inefficiency of uncoordinated
executive agencies with confused lines of authority. It abides rather in
the solid conviction ... that the leaders of the armed forces are subordi-
nate to their civilian heads, and through them to the President, the Con-

15 )
gress, and the people.” The Senate Committee on Armed Services asserted
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that stronger control by the Congress and the Chief Executive would be
achieved by creating a unified military organization that could effectively
be grappled with as a "single” entity. The act of 1947 paved the way for
more extensive measures. As time passed and the steps already taken proved

successful, Congress and the nation became more amenable to such measures.

THE 1949 AMENDMENTS

The act of 1947 was explicitly a reaction to the lessons learned in
WWII. Thus, the assumptions underlying its structure were inextricably tied
to the types of military preparedness deemed necessary in the aftermath of
that war. The extremists who advocated total unification of the military
services were defeated by the guarded independence of the Army and the Nawy,
by their scheme's similarity to the German and Japanese military systems in
WWII, and by American aversion to any monolithic military machine. The act
of 1947, therefore, attempted to begin the thawing of the rigidly frozen
structure to allow for organiec change.

But little attention was paid to the command structure and no streamlin-
ing measures were enacted. Warfare was conceived of an a grand scale, in
which the military chain of command, rigid and diffuse as it was, played a
much-needed role. In a global war, like WWII, the President would have no
business directing a particular force in a particular area; his job is too
demanding to allow attention to such minutiae. Only when the perspective
shifts away from an "all-cut war" scenario do we encounter a need for the
NCA to direct a politically sensitive, but limited operation—-for example,
in Cuba or Iran. Moreover, in 1947, direct command of forces in the field

by the President or the SD was not yet possible technically. So a flexible




107
statutory structure governing the chain of command was neither a perceived
nor a real need. And the act had reformed the non-integrated chain of command
somewhat by giving statutory validation to the unified overseas commands that
were established under the duress of WWII.

In 1949, the U.S. Commission on Organization of the Executive Branch of
the Govermment (the Hoover Commission, chaired by former President Herbert
Hoover) disclosed its findings in a report that prompted much debate and
some action. The report made recommendations for reorganization of virtual-
ly every department in the executive branch, and found that "the National
Military Establishment as set up in the act of 1947 is perilously close to
the weakest type of department.“l6 The chief reason was that statutory aw-
thority was delegated to subordinate units-—i.e., the military departments--
while the department head had only "general" supervisory powers. The indi-
vidual who was responsible and accountable to the President, the SD, lacked
authority to exercise control over the organization under his charge. Under
the act, a "rigid statutory structure" was established that prevented the SD
from providing unified direction of the military branches, and thus under—
mined firm civilian control of the armed forces by the President.

President Truman responded to the Hoover Commission Report by recommend-
ing that Congress amend the act of 1947 to create a Department of Defense
(DOD) as an Executive Department, with the Army, Navy, and Air Force as com-
ponent military departments and with full authority over the military es-
tablishment vested in the SD. Truman's March 5th message to Congress re-
flected a changing strategic outlook:

The development of man's ability to shrink space and time and to

control natural forces makes imperative a corresponding development
of the means for directing and controlling these new powers.la
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Though Truman spoke of future, ongoing ccmmand and control problems in a
technologically dynamic world, Congress continued to speak in terms of the
"lessons of WWIL"-—-one of which was the evil of militarism. The broader
lesson of the need for unflagging attention to the problem of strategic pre-
paredness in a fast-changing world tended to be subordinated to narrow les-—
sons of strategy that were specifically geared to WWII-type threats--legsons
that often failed to apply in the advancing nuclear age. The amendments’
legislative history and the Armed Sexrvices Committees' hearings reveal a
primary concern for economy, efficiency, and firm civilian control, again
with little explicit attention to command and control problems. Nonethe—
less, changes were made in the statutory command structure.

The 1949 amendment process began with President Truman's recommenda-
tions of March 5th, follewing puklication of the Hoover Commission Report.
The Senate responded with a bill that largely adopted those recommendations
(S. 1843, 81st Congress), but the House acted on a bill that dealt sclely
with the budgeting process of the military (H.R. 5632). To insure that his
proposals would be voted on by all members of Congress even if a bill did
not emerge by the normal legislative process, Truman submitted Reorganiza-
tion Plan No. 8 of 1949, which instituted as many of his recommendations as
zould be enacted by.reorganization plan.19 Whether prompted by the Presi-
dent's persistence and sense of urgency or not, the Senate amended H.R. 5632
by replacing all but the enacting clause with the text of S. 1843, The con-
ference between the managers of the bill in the House and the Senate resulted
in the final wording of the 1949 amendments. This version paralleled the
more comprehensive Senate bill, addressing most of the issues raised by

the President.
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The Congress clearly saw the 1949 amendments as just another step in the
ongoing process of organizational evolution. No final statutory framework
was intended or expected. Rather, the Senate Commitéee on Armed Forces noted
that "there is considerable c¢riticism that the proposed legislation is some-
what too conservative.... The Committee feels that the measures recommended

in the legislation are fully adequate at the present time LCemphasis addedl

and do not go beyond correcting the weaknesses which 18 months of experience
has clearly shown to exist in the 1947 Act.“20 The amendments were perceived
as part of a process, not a final system. One lesson of WWLI, that of vigil-
ance to detect and meet the constantly changing national security needs of
our country, was clearly on the minds of the decision makers in 1945. The
amendments themselves and the process by which they were constructed show a
legislative intent to make national security reform an ongoing task.

In hearings on the proposed amendments, then Secretary of Defense James
Forrestal said that:

...the authority of the Secretary of Defense has proved to be cir-

cumscribed to a point where it has not been possible for him to

assume his full responsibilities as the principal assistant to

the President in all matters relating to the national security.21
Forrestal identified as a prime culprit the 1947 provision reserving to the
military secretaries all authority not specifically assigned to the SD--which
in practice meant all but supervisory authority at the most general level.
The 1949 amendments eliminated that provision entirely, and in addition:
1) made the Department of Defense an executive department, with the three
branches comprising military departments within, and subordinate to, the
DOD; 2) gave the SD the authority of an executive department head; 3) de-

leted the word "general" in describing the SD's power, authority, and

duties; 4) gave the SD alone a seat on the National Security Council; and
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5) barred the military secretaries from going over the head of the SD to
the President or the director of the budget. (Congress did leave to each
secretary and service ;Lief the authority to present to Congress, after no-
tifying the SD, "any recommendation relating to the Department of Defense
that he may deem proper."22 The Senate bill would allow such action only
upon request by Congress, but the conference version specifically allowed
access on the initiative of the individual secretaries and chiefs. Nonethe=-
less, the organization of the.executive branch itself was modified to prevent
circumvention of the chain of authority. Congress insured both the non-
insularity of the secretaries'and chiefs' views and independent channel of
information-—information essential for maintaining a viable rocle in nation-
al security policy—-making.)

Blthough ultimate authority was vested in the President and the SD, as
with the present-day NCA, Congress still resisted concentrating unimpaired
authority over the structure and functions of the military establishment.
Much of the rhetoric used in the hearings and the legislative history was
that of "civilian control," but the thrust of the Congressmen's questions
and the substance of their differences with the Truman Administration peinted

to a slightly different concern--that of concentration of authority over the

military. In fact, Secretary Forrestal felt constrained to head off such
objections at the outset:

I would like to address myself briefly to what I believe may be
the chief objection raised to the proposed amendments: namely,
that these amendments would vest in the Secretary of Defense too
qreat a concentration of power emphasis added . I have given
long and serious thought to this cbje tion because it is similar
to an cbjection to which I lent my support 2 years ago.... I
must admit to you quite frankly that my position on the question
has changed.... There are adequate checks and balances inherent
in our governmental structure to prevent misuse of the broad
authority which I feel must be vested in the Secretary of Defense.
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Despite this assertion, Forrestal still faced pointed questions, particular-
ly from Senator Lyndon Johnson, and could not help but admit that the changes
the President sought would result in significant concentration of power and
some inherent risk.24 Even though the President sought increased efficiency
and accountability in the executive branch, Congress was not willing to vest
unfettered administrative authority in the SD. Forrestal argued that the
proposals “"would place no powers in the Secretary of Defense which are not
already vested in the President,"25 and that consequently, Congress need not
fear radical changes in the service system from any "new” concentration of
authority. Yet such changes seemed to be precisely what Congress feared,
for it amended the President's proposals to insure the inviolability of the
services.

The SD remained hindered by statutory restrictions. Though his author-
ity was significantly increased, the SD gtill suffered restrictions on his
power to reassign, transfer, abolish, or consolidate military functions. He
could not tamper with the statutorily designated "combatant functions” of
the three services. And more importantly, the amendments stated that the
military departments to be "separately administered by their respective
secretaries,“26 which led to constant squabbling over where to draw lines
of administrative authority between the DOD and the services. {Congress did
not explain the contradiction between a unified executive department and in-
ternally fragmented administrative responsibilities.}

Just as Congress moved cautiously in extending authority to the Sb,
it refused to grant the newly created chairman of the JCS the broad duties

requested by the President. The House and Senate were unwilling to make the

chairman the "principal military adviser" to the President, preferring to
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assign that duty to the JCS5 as a whole.27 In the hearings, the committeemen
were concerned that access to the President by only one person would danger-
ougly concentrate power because the aixing of dissident views would not be
assured. The chairman might acquire a disproportionate influence on the
professional opinions reaching the President.

The concern over concentration of power is apparent from the questions
asked by Congressmen in hearings on the bill, from the administration's ef-
forts to ease any such concern (even prior to its being expressed), and more
importantly, from the kinds of restrictions imposed in 1249. These restric-
tions, on the surface, presented no command and control problems; the chain
of command could be altered as the President chose, for his command authority
was unimpaired. {In fact, President Eisenhower did change the chain of com-
mand prior to 1958, and Congress noted his Constitutional authority to do so
in the legislative history accompanying the 1958 Reorganization Act.) How—
ever, the limitations did affect the ability of the SD-—-and consequently the
President—-to organize the department they so freely commanded. The effi-
ciency and economy of civilian command and control was inevitably affected
by the NCA's inability to administer the DOD as a unit so as to eliminate
wasteful overlap and non-uniformity. In the area of weapons development and
procurement, for example, overlap and non-cocperation tended to breed serv-
ice rivalry, increased cost, and systems that would not interface effectively
(problems we face today).

The statutory restrictions in the 1949 amendments did insure the inde-~ .
pendence of the services and their respective functions. But, according to ‘
the administration, they also created ambiguity and uncertainty regarding

the SD's authority, and rendered the SD incapable of administering the
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department even to the extent Congress intended.28

Why did Congress allow inefficiency and wastefulness in order to aveid
concentrated authority that might eviscerate the independent services? Does
the service system provide diffusion of authority so as to prevent militarism
or oppression by the Executive? Surely not. Congress noted in 1947, as
others have since, that democratic principles--such as separation of powers
and the sovereignty of the people-~—-are the true guards against militarism
in this country.29 The hearings and the legislative history are devoid of
any suggestions that the national security is enhanced by the limitations
on the SD's authority to administer the DOD. Congress does have a constitu—
tional duty to provide for an Army and a Navy, but the broad language of
Article I, Secticon 8 giwves Congress great leeway to be activist, deferential,
or anything in between. So whatever its rhetorical value, this constitw
tional duty does little to explain why Congrass acted to preserve a service
system as opposed to other possible courses of action.

One possibkle answer to why Congress has refused to extend full ad-
ministrative authority is the influence of pro-service system special in-
terests. Individuals with jealously guarded spheres of authority, indus-
tries that benefit from the preoliferation of projects and services, and any
number of other vested interests undoubtedly influence the decision makers,
but it is difficult to gauge their impact beneath the "checks—and-balances"
rhetoric. What can be said is that the task facing a Chief Executive who
wants further authority to reassign, transfer, abolish, or consolidate func-
tions is threefold: 1) prepare to meet concentration-of-power rhetoric at
a rhetorical level; 2) identify and try to counteract the lobbying interests

that will be influencing the Armed Services Committees; and 3} impress upon
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Congress the magnitude of the burden--both fiscally and in terms of effective-
ness——that is caused by overlapping, non-interfacing functions. Much of the
opposition to such measures will not come as testimony before a committee,
but will work its influence more subtly. That is precisely what the Eisen-
hower Administration faced in 1958 when it vigorously campaigned for reor-

ganization of the DOD.

THE DEPARTMENT OF DEFENSE REORGANIZATION ACT OF 1958

In 1958, the debate over DOD reform involved the same issues as in
1949; however, the call for change was more insistent and no longer based
on the now-obsolete strategic scenario of WWII. Legislative action was
deemed necessary to keep the department abreast of new, ever-changing nation-
al security threats. As President Eisenhower said:

Thermonuclear weapons, missiles, new aircraft of great speed and

range, atomic ground weaponsg, nuclear submarines have changed the

whole scale and tempo of military destructiveness. Warning times

are vanishing. There can be little confidence that we would surely

know of an attack before it is launched. Speeds of flight are al-

realy such as to make timely reaction difficult and interception
uncertain.
Congress, at the President's urging, reassessed the statutory framework of
the defense system. It was recognized that "the products of modern tech-
nology are not, in many cases, readily adaptable to traditional service pat-

£ The question for Congress, then,

terns or existing provisions of law."
was how to balance the President's requested reforms against its apparent
aversion to concentrated authority and its desire to maintain the separate-
ness of the services.

Appearing before the House Committee on Armed Services in support of

the President's recommended reforms, Secretary of Defense Neil McElroy echoed
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Eisenhower in describing the new threats, and added that the 1947 act as
amended did indeed "suit our military needs as they could be seen at the
time."32 But times had changed and so must the statute. He emphasized the
heightened need for clearer lines of command and for the pre-eminence of
unified commands over the traditional services. As Eisenhower states to
Congress, "The unified commands...are the cutting edge of our military ma-
chine....Cur entire defense organization exists to make them effective.“33
The committee members in the House and the Senate, however, parried these
arguments with questions about concentrating power and emasculating the
services as viable, separate entities. In the end, the legislative process
again brought a compromise—one that rejected total flexibility and effi-
ciency-mindedness for residuval statutory barriers and restrictions.

The military chain of command, fully under the authority of the Com—
mander-in-Chief, had been modified by the SD prior to consideration of the
Reorganization Act, at Eisenhower's direction. In the legislative history
accompanying the act of 1958, Congress noted that SD's action and said that
"the changes contemplated in the chain ¢f command can be accomplished without
any change in law."34 Tﬁe executive agent system, by which the service with
primary responsibility for a unified command served as executive agent, with
orders passing through the secretary and the chief of that service, was dig-
continued as a command structure. The old system, which Eisenhower described
as "cumbersome and unreliable in time of peace and not usable in time of
war,"35 was replaced by a system whereby the "chain of command [flowedl from
the President to the Secretary of Defense to the unified commander.“36
Without the executive agent system, the role of individual service chiefs

in the chain was significantly curtailed. Service chiefs no longer acted
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as executive agents, but the JCS as a whole was directed to "furnish the
advice and guidance upon which the orders of the Secretary of Defense are
transmitted to unified commanders.“37 Prior to 1958, the JCS had not been
"charged with operational responsibility," so the statutory limit on its

staff was raised from 210 to 400 to allow it to "provide strategic direction

38
of unified commands.,"

The effort, as stated in the Congressional declaration of purpose,
"to provide for the establishment of unified or specified combatant commands,
and a clear and direct line of command to such commands"™ was to a large de-
gree successful.39 Section 202(j) of the 1947 act was amended to authorize
the President, "through the Secretary of Defense and with the advice and as-
sistance of the Joint Chiefs of Staff,"40 to establish unified or specified
commands. More importantly, combatant commands were made responsible solely
to the President and the SD for "such military missions as may be assigned
to them.“ql As a result, the service departments could no longer unilateral-
ly take forces out of a unified comnmand. and to further insure the invie-
lability of the unified commands, the service secretaries and chiefs were
statutorily directed to supervise their departments Yin a manner consiétent
with the full operational command vested in unified or specified combat com
manders pursuant to Section 202(j)...“42 However, although the services lost
operational control and the authority to affect force structures, they re-
tained administrative control over the forces in the unified commands--i.e.,
control over training, personnel management, logistics, etec. {The SD,
though, could assign responsibility for support functions to any one or more
services with forces in a particular unified command.) Further assurance

that the military departments would not lose their separate identities was
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provided by restricting the President and SD to the establishment of com-
batant commands. This provision prevented administrative functions from
being organized intc unified comménds*-such as a single command for all
military training—which would have reduced the military departments to
veritable shells.43 Thus, the full subordination of the services to the
unified commands, as sought by the NCA, was not achieved by the statute.
Congress would not give the NCA the total flexibility it desired, despite
the President's opposition to any restrictive provisions.

The Eisenhower administration denounced the provision in the 1949 amend-
ments that the military departments should be "separately administered by
their respective Secretaries" within the DOD. This language had produced
endless battles over where to draw the line between separate administration
and overall DOD administration by the S8D. Again, however, Congress refused
to fully comply with Eisenhower's request to "remove any possible obstacles
to the full unity of our commands and the full command over them by unified
commanders."44 Instead, it changed the wording to make each military de-
partment "separately organized [emphasis added] under its own Secretary,“45
thus refusing to eliminate all of the statutory barriers to NCA authority.
No matter how persistently the administration asserted that it had "no de-
sire to emasculate any of the four services,"46 Congress was driven by its
intention to statutorily protect the independence of the services.,

Congress also used the 1958 act to bar the reassignment, transfer,
abolition, or consolidation of any “"function, power, or duty" vested in an
agency by law unless a detailed report is submitted to the Armed Services

4
Committess and neither House adopts a resolution blocking the change.

This provision was specifically designed to protect the traditional, sta-




118
tutorily mandated combatant functions of the respective military departments
as described in 10 U.S.C. Sections 3062(b), 5012(a}, 5013(a), and 8062{c)--
for the Army, Navy, Marines, and Air Force respectively. (The statutory
definition of the Army's combatant function is in broad terms and is similar
to the definitions of the other services' combatant functions. Section
3062 (b) of Title 10 reads: "In general, the Army, within the Department of
the Army includes land combat and service forces and such aviation and
water transport as may be organic therein. It shall be organized, trained,

and equipped primarily for prompt and sustained combat incident to opera-

tions on land [emphasis added}. It is responsible for the preparation of

land forces necessary for the effective prosecution of war except as other-
wise assigned and, in accordance with integrated joint mobilization plans,
for the expansion of the peacetime components of the Army to meet the needs
of war.” Eisenhower called for an end to the "doubts concerning the Secre-
tary's authority to transfer, reassign, abolish, or consolidate functions

of the [Defense] Department” and urged Congress to "he done with prescribing
controversy by 1aw."48 But Congresg again chose to provide checks and bax-
riers to the secretary's authority, albeit through foreseeable jurisdiction—
al controversy.

In short, the Reorganization Act of 1958, which completes the statutory
framework still intact in 1980, fell short of the full flexibility—-and un—
fettered authority--sought by the President and the SD. Authority over the
establishment, operations, and support of unified and specified commands was
offset by the vesting of administrative authority in the military departments.
The streamlined chain of command no longer passed through department secre-

taries, but the secretaries retained "separately organized" departments.
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The openings for subordination of the services' independence by the Presi-
dent or the SD were effectively blocked by the restrictions on changes in
"functions" and the limitation of unified and specified commands to "com-

batant” or "military"™ missions.

CONGRESSIONAL INTENT (Summary)

Several themes dominate Congressiocnal action regarding the military es-
tablishment. Immediate post-WWII attitudes tended to emphasize civilian
control--not surprising, considering the immense military machine that was
left after the war. Unification was justified largely in terms of strengthen-
ing civilian control, but was animated largely by economic considerations.
The nation had been economically deprived for tococ many vears, and it hoped
to minimize the burden that maintaining a large peacetime force would in-
evitably bring. Economy and efficiency have been powerful factors in Con-
gressional decisions and must not be ignored. However, the focus here must
be on the command and centrol gquestions that motivated Congress.

In 1949, civilian control was again a key theme. But, as in 1947, the
legislative history also suggested ancther theme that concerned Congress:
concentration of military authority. At each stage of the legislative pro-
cess that amended the act of 1947, Congress struggled with the President
over specific lanquage and numercus restrictions. The rhetoric of civilian
control laced the legislative history; but in committee hearings, administra-
tion repregentatives faced repeated gquestions concerning concentration of
power in civilian officials.

Congressional action to insure maintenance of a legitimate multi-service

system has been the final compromise in the dispute between the Executive and
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the Congress. In 1958, President Eisenhower saw the problem largely as one
of clinging to outmoded, but statutorily mandated "service systems of an
era that is ne more."4g Proponents of broad civilian authority in the Execu-
tive had to address objections that unfettered authority would lead to aboli-
tion of a service through transfer of a key function. Separation, protec-
tion of combatant roles, and protection of certain other functions such as
training and personnel administration have been explicit goals of Congress,
either because of powerful military special interests, attachment to tradi-
tional service concepts, fear of concentrated authority, or all three.

of course, efficiency and flexibility have also beeen important Congres-
sional goals. The Armed Services Comuittees, in particular, were quite re-
sponsive to Presidential requests, and complied with those requests with
comprehensive legislation. Streamlining and thawing of awkward, rigid lines
of command were markedly improved in 1949 and 1958. In short, Congress did
not take lightly the need for an improved statutory structure for the mili-
tary establishment; it merely balanced that need against other considera-
tions. And although Congress eventually granted most of the desired reforms,
much is learned from the reforms it did not grant-—particularly when those
reforms were vigorously endorsed by the President. 1In the legislative his-
tory, Congress said: ‘

. . . the provisions agreed to with respect to combatant functions

recognizes the responsibility of the Congress as provided in the

Constitution of the United States. It preserves to the Congress

its prerxogative of making the final determination as to the mili-

tary needs and requirements of our nation.>®
Congress, then, was not unmindful of strategic needs in the area of national

security, but pursued its duties in assessing needs and capabilities in

light of democratic principles.
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CONCLUSICNS

Many of the problems that prompted Congressicnal action in 1847, 1949,
and 1958 are very much alive today. There is still a need to reduce the
troubling "tendency toward service rivalry and controversy";51 to eliminate
overlap and duplication in military services, functions, and weapon develop-
ment (and to streamline chains of command and authority). These neads re-
quire unification and centralization, which can be achieved only be removing
the statutory restrictions from the SD and the President sc they will have
the flexibility to speedily effect reforms as called for by the changing
military/political/econcmic scene. The act of 1947 as amended has recog—
nized the Executive's full authority over operational command. In practice,
the only limitation on the NCA's authority to direct operations is its
physical (technological) ability to communicate with the executing command-
er-—or the executing soldier if necessary. Such flexibility has been a
requisite of the nuclear era; even in 1958, it was acknowledged as necessary,
given the need for split-second decision-making in politically-charged
situations. Clearly, Congress was (and is} too slow to react in such situa-
tions, and military commanders cannot, in our democratic syastem, make deci-
sions of such a pélitical, "ultimate" nature.

The 1958 statutory structure gave sufficient flexibility in structuring
military forces to react to WWII-type threats (through unitied commands) as
well as to threats in a Mutual Assured Destruction (MAD) strategic scenario
(through the SIOP and some of the specified commands). However, that struc-
ture may no longer be preferrable from a strictly strategic point of view.
In the wake of Vietnam, Iran, and Afghanistan, it is difficult to predict

exactly what strategic challenge will next test our national security.




122
The political and economic volatility of the modern world is such that even
the intelligence community has trouble anticipating where-—and in what form--
the next threat will develop. The military agtablighment, mired in bureau-
cratic sluggishness and service rivalry, lacks the "unity and commonness of
purpose"52 to adapt to the endless variety of threats it may be faced with.
It may wéll be that the time has come for what President Eigenhower sought
in 1958--total subordination of the services to the operational commands.
The authority to "transfer, reagsign, abolish, and consolidate" functions
may be needed in any part of the world and may range from supplying food and
medicine to full-scale military involvement. Under present law, the Presi-
dent can change the services' major functions only under imminent threat of
hostilities.53 But it is unclear whether the 1958 reference to "hogtili-
ties" would encompass situations that were not foreseen in 1958~-limited
crises such as in Iran or Afghanistan. And in any event, localized, non-
global crises must be reacted to quickly. There is not time aftexr hostili-
ties threaten to make a post-hoc determination of authority and cnly then
attempt to integrate forces and interface gystems to meet the situation.
Flexible capabilities must be pre-existing.

Should the recent, more hawkish view of our national security needs
continue, it will be imperative that Congress reassess the 22~year—old sta-
tutory framework to insure that the NCA has sufficient authority to provide
for the defense of this country. Many guestions will need answering. 1Is
the present statutory structure indeed outmoded, like that which existed
prior to WWII? If it is, what factors deserve weight in the legislative
process both for and against removal of statutory limitations? Does the

desire to preserve a multi-sexvice system outweigh strictly strategic




123
needs, warranting retention of statutory barriers?

Two points must be kept in mind in dealing with prospective reforms.
First, past efforts have always been initiated by the Chief Executive and
have been accompanied by vigorous campaigns to educate the nation and per-
suade the Congress. Therefore, both now and in the future, the executive
branch must detect and request needed changes in the statutory structure,
for it alone has the working knowledge necessary to do so. Congress is re-
active in this area, not assertive. Second, Congress and the Executive
have emphasized in each year-—1947, 1949, and 1958--that the process of
evaluation and reform of the military is an evolutionary process, and must
continue to be so if it is to incorporate changing strategic outlocks. In
1949, Congress noted that students of the problem "“hawve felt that the pro-
cess 1s basically one of evolution” and "are in general agreement that the
National Security Act of 1947 represented but a starting point and that it
would be necessary to return to the act from time to time so as to reexamine
its provisions in the light of experience."54

The supposedly ongoing task of reexamining the act for needed statu-
tory changes has produced no amendments since 1958. Twenty—two years later,
the same statutory structure governs the U.S, military establishment. Per-
haps the pervasive preoccupation with "muscle” has led Congress and various
Presidents to perceive no needed reforms because the techneological threat—-
missiles, nuclear devices, satellites, etc.--has changed little {(though re-
finement has been marked). President Eigenhower was stirred to action in
1958 by a change in the physical threat, a change in the type of muscle due
to advances in nuclear and jet-engine technolegy. However, one long-

neglected "lesson of WWIL1" is that new strategic threats t¢ national security
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come from political and economic shifts, not just ghifts in military techno-
logy. A national security system that is set up by statute to respond to
the most current "muscle" may be unable to respond to varying strategic ap- e
plications of that muscle--applications guided by political and economic
exigencies wholly unforeseen when the statute was written.

In a post-Iran, post-Afghanistan world, it may well be necessgary, as
noted earlier, to remove statutory restrictions on the SD and the President.
Economic considerations demand elimination of overlap and duplication; stra=
tegic considerations militate against functions and systems that do not co—
ordinate or interface effectively. An eXecutive desirous of such changes
will have to initiate reform and meet objections at the rhetorical level
and in the lobbies of Congress. The apparent deterioration in the present
world situation may provide the ammunition needed to shatter the remaining
restrictions, for the Executive must impress upon Congress the sericusness
and urgency of its proposals (as it did after WWII and during the Cold War).
only through a well-coordinated campaign can the Executive overcome Con-
gressional inertia and force Congress to carefully reconsider its justifi-
cations for restricting the NCA. Upon reconsideration, Congress may adhere
to its policy of restricting executive discretion in the management of mili-
tary power—-a policy evidenced by the War Powers Act. However, unreflecting
adherence to a policy of restrictiveness would be a mistake, for the restric-
tions embodied in the National Security Act are fundamentally different from
those in the War Powers Act. The War Powers Act proscribes the use of mili-
tary force in sensitive situations in deference to Congress's explicit and .
exclusive Constitutional power to declare war. Conversely, the Naticnal Se- .

curity Act limits the Executive's ability to structure the military
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establishment and thereby insure national military preparedness. Congress's
constitutional duty to "provide for an Army and a Navy" is less explicit and
exact than its exclusive duty to declare war. Thus, de facto declarations
of war by the Executive implicate more compelling constitutional issues than
do even the most radical steps involving military preparedness. Moreover,
the Executive can argue that the War Powers Act has itself proven too cumber—
some, given the secrecy that was absolutely required during the 1980 effort
to rescue the hostages in Iran. While members of Congress chose to brush
aside charges that President Carter violated the act, the incident highlighted
the act's inadequacies in the face of "unusual" threats--threats of the kind
that can only be expected to recur in the future. The same argument may be
extended to the statutory rigidity in the National Security Act. The legiti-
mate concern in Congress over "undeclared wars" and irresponsible realignment
of the military establishment might be better serwved by other methods of
oversight than statutory restrictions such as the War Powers Act and certain
provisions of the National Security Act.

It is easier to say "let us put partisan politics aside™ than it is to
bring it about. Yet, whatever the outcome, Congress must confront its rea-
sons for maintaining the 22-year-old statutory structure of the DOD, and it
must confront them in a straightforward manner. In these times of political
instability, the nation deserves an unequivocal declaration of policy that

explains both the changes made and the changes foregone.
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INTRODUCTION

The intelligence process is the gathering of raw information, its
analysis, and then its presentation to the policy-making community. This
process implies several dilemmas. In order for the intelligence community to
be effective the information gathered must be digested and dispersed to the
decision makers. But, in order for there to be confidential information,
sources and methods must be protected. For a reliable evaluation of the
data to be made, promising leads need to be pursued appropriately. But the
citizen's constitutional rights must be protected; the constitution, the
laws, and executive orders must be obeyed. Wide dispersal of information,
at least in a sanitized form, to those who can benefit from it is tactical-
ly desirable. But there can be real strategic advantages to withholding
information from those who can benefit from it.

Secrecy can be a cloak to protect legitimate sources and operations,
to garner power, or a cloak to hide badly thought out plans, poor analysis,
and incompetence from a more searching scrutiny.

A changing world has brought these issues into sharper focus. By the
end of the American Civil War, the United States had reached a point where,
because of its size, resources, and distance from potential competitors, it
could afford to ignore its potential enemies in fact as well as in rhetoric.
By the end of World War I this state of bligssful non=-involvement had begun
to fade. Nevertheless, the United States at the end of World War II faced
a confused world with ummatched resources, freedom of action and self-
confidence.

The late sixties and the seventies have seen a change in the United

States position. While still unmatched in resources and capability, the
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U.S. no longer bestrides the globe like a colossus. Dependent upon foreign
o0il {(and other resources) and with declining relative power vis a vis both
jts allies and the Soviet Union, it faces a world undergoing rapid social,
economic, and political change.

In such an environment it has become increasingly important for the U.S.
to understand cultures, political forces, and economic issues it had in the
past been able to ignore. This quest for understanding requires that in-
formation be made available to as wide an audience as possible.

At the same time the spectacular post-war growth of the intelligence
community, coupled with the rewvelation of abuses, dramatically increased
the perceived need of Congress to exercise its constitutional role of over-
seeing the executive branch's conduct of intelligence. The need to keep
Congress properly informed has substantially increased the number of people
with access to an overall, as opposed to, an organizational perspective.
This involvement of hitherto peripheral centers of knowledge and oversight,
some with the legal authority to demand access to any relevant material,
has heightened the tensions inherent in the control of informaticn.

This paper focuses on how the widest possible digsemination of in-
formation interacts with the claims of secrecy to protect sources and
methods, and with the withholding of information for strategic advantages
and for bureaucratic or personal interest. It examines a series of inci-
dents in which the issue of secrecy was highlighted. With one exception,
the Bay of Pigs, the incidents are drawn from the ample documentation which
has become available from World War II. This has the advantage of providing
incidents whereby it is possible to gain at least a limited appreciation

of the real stakes in lives, power, and confidentiality. It does suffer
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from the weakness of being rooted in the distant past. It is, however, ny
belief that although times have changed, the underlying problems have not.
Thug an examination of how the issue of confidentiality was handled in
these instances is wuseful, The incidents chosen reflect confidentiality to

protect sources, for strategic advantage, and for bureaucratic power.

Bureaucratic Power

Two exXamples have been chosen teo illustrate how the withholding of in-
formation can be used to gain bureaucratic power., These are the Bay of Pigs
and the control of the German nuclear weapons information in Great Britain
at the end of World War II.

The Bay of Pigs provides a prominent example of how confidentiality
can be misused to hide ill thought out schemes from closer scrutiny. It in-
volved the attempted overthrow of Fidel Castro by a clandestine invasion
force of 1,500 men, and numerous ships, with repeated air strikes. Despite
the magnitude of the operation, American involvement was supposed to be
plausibly deniable. However, rather than examine the operation's shortcom-
ings in planning and implementation, this section will briefly discuss how
the information pertaining to the invasion was handled, and how assumptions
were tested.

The new administration was enthusiastic about this opportunity to demon-
strate its ability to take charge and demonstrate its ability to stand up
to Kruschev by standing up to Castro. Thus, a healthy skeptism was lacking
amongst the Kennedy brothers. Matters were further worsened by their
naiveté as to the ways of Washington. Profesgsor Neustadt, for example, in

a conversation with this student, said he believed that they were unaware
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that this was an operation solely of the operational arm of the CIA., Be-
lieving that it had been approved by the intelligence arm of the organiza-
tion, they proved all too willing to agree that in order to prevent leaks
which could jeopardize the mission, both the State Department and the staff of
the Joint Chiefs of Staff (JCS) should be prevented from knowing of the plan.

Since virtually everyone in the Miami Cuban community and a number of
news correspondents were aware of the mission, such strenuous efforts at
secrecy were at best wishful thinking. They did, howevex, have the advan-
tage of shielding the plan from such unfriendly eyes as Roger Hilsman at
the State Department. The further the plan progressed, the poorer its actu-
al secrecy proved to be. Guatemala was awash in rumors. Senator Ful-
bright, Rogér Hilsman, and Edward R. Murrow found out about it on their own.l

It seems highly unlikely that an operation which required the recruit-
ment, in peacetime, of 1,500 people from a new and politically volatile com~
munity and the creation of a base in another small country could remain se—
cret. Certainly the risk to its secrecy would not have been substantially
increased by the plan being subjected to a searching scrutiny by three or-
ganizations who were at least as good at keeping secrets as the Cuban
"freedom fighters;" unfortunately, the intelligence arm of the CIA, the
State Department and the Bureau of Intelligence and Research, and the JCS
were all excluded from evaluating the invasion.

The level of secrecy imposed, well above that used with respect to
nuclear weapons,2 only served to protect the plan from examination. The
beneficiaries were, until the mission failed, the operation staff of the
CIA. It seems reasonable to assume that at least part of Dulles's motiva-

tion was the desire to dazzle a new administration, and one in which the
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President and his brother were infatuated with anything labeled covert or
clandestine, with a new classic coup on a par with Iran and Guatemala.3

Such a success could only have strengthened the CIA's role in a "take
charge" foreign policy. The Bay of Pigs, therefore, represents a classic
case of the use of secrecy to gain personal and bureaucratic advantage, and
to shelter a favorite but badly flawed scheme from scrutiny.

A less dramatic example of the use of secrecy for bureaucratic advantage
was provided by Dr. R, V. Jones's* description of Michael Perrin and Eric
Welch's successful effort to gain control, at the end of World War II, of
intelligence with respect to German nuclear weapons develoPment.4 Dr. Jones
(who had set up Perrin and Welch in this business) and his staff attempted
to arrange for the captured documents or their photocopies to be delivered
to his department for evaluation. According to Dr. Jones, at the last mo-
ment, the delivery to England of the documents for photocopying was can-
celled by the Americans because Perrin and Welch claimed that his staff was
not secure enough.,5 As the staff had been privy to virtually every impor-
tant secret in the war including Ultra, the accusation seems to have been
at best unfounded. However, as a result of this accusation, the documents
were flown across the Atlantic to the U.S. without copies having been made,
Had the aircraft crashed, by no means an unheard of event either then or
now, all would have been lost.6 Thus, the use of secrecy to ensure a bureau—
cratic position placed at considerable risk valuable information even as it
ensured that "Perrin and Welch held the whip hand in all nuclear intelli-

7
gence matters.

*
Head of Scientific Intelligence for Britain Air Staff and Scientific

Advisor to M16 during World War II.
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In Dr. Jones opinion this led to several unfortunate conseguences.
First, while he felt Perrin and Welch did their job of evaluating the re-
sults competently, it meant his staff was less well-informed than was desir-
able for their mission of overall evaluation of scientific intelligence.
Second, this exercise in empire puilding led to the division of the scienti-
fic intelligence community into factions. As information is power, especial-
ly in intelligence, once one participant begins to hoard or is felt to be
hoarding information for orgahizational and/or personal advantage, the others
also begin to hoard in self-defense. Thiscan and did, according toDr. Jones, ra=
pidly transform a process characterized by close interdepartmental coopera-
tion into one in which the principal enemy was one's colleagues.

The restriction of information on the real problem from "the competi-
tion" must inevitably reduce the efficiency of the overall process, thus
wasting manpower, resources, and information.

These two incidents highlight several of the key gquestions which should
be asked by policy makers when confronted with a request to impose secrecy on
an operation or an area of intelligence. Why is this request being made?

Who will benefit from it? Is it to protect an important secret? Is the se-
cret impossible to protect because it is already known, or the operation is
too big to be hidden? What are the risks inherent in too narrowly restrict-
ing information? Will this veil of secrecy prevent the appropriate evaluation
of a project, will it restrict information from those who can shed light on
it, or will it protect sources and methods? Finally, will withholding in-
formation accomplish anything?

Because information is power, policy makers must guard against the

misuse of secrecy by advocates and those with ambition. Failure to do so
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can inhibit the testing of assumptions, analysis and conclusions, and it
will also lead to organizational infighting. The battles which will inevit-
ably erupt for control of this precious rescurce can only reduce the effi-

ciency of the intelligence process.

Evaluation of Intelligence

The Bay of Pigs provides an important example of the possible conse-
quences of the withholding of information from those able to comment intel-

ligently vpon it. Dr, Jones, in his book The Wizard War, explores in detail

how the British managed the acquisition and evaluation of scientific intel-
ligence. 1In his opinion, in order for there to be an efficient evaluation
of such material, there had to be one central beody of gqualified experts
which received all the information available to the govermment. This body
would have the responsibility of evaluating the information and releasing
it to the appropriate authorities when the time was right. He also warned
against the danger of the premature release of information to policy makers
before it had been fully evaluated.

We are sometimes criticized for withholding information, but while
no instance has ever been proven, we reserve our right te do so
because (1) to spread half-truths is often to precipitate errone-
ous action by the Air Staff, and (2} the steady and immediate
broadcasting of such significant, and unsolicited fact automatical-
ly and insiducusly acclimatizes the recipient to knowledge of enemy
developments, so that they feel no stimulation to action. The pre-
sentation of the complete picture of an enemy development is the
best way of stimulating the appropriate authorities to action. The
production of such pictures involwves much effort, but it has been
justified by results. Although we think the above policy is the
best, it obviously has some defects which we try to remedy by fre-
guent oral communications to the appropriate bodies .8

Complete intelligence regarding the German V=2 was sent to several

locations. This was to have several results—-some perverse. First, "a
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very able intelligence officer" (in the War Office} "there came to the same
conclusion“9 that the Germans were developing a military rocket; and, at al-
most the same time, Pr. Jones felt that his duty was to notify Churchill's
Science Advisor (Lindemann) and to pursue this possible development as ener—
getically as possible.l0 The officer in military intelligence, however,
chose a different course of action. "He warned the Director of Military
Intelligence, who in turn warned the Vice Chief of the Imperial General
Staff, who became so concerned that he took the matter to the Vice Chiefs
of the Imperial General staff.“11 They in turn were so concerned that
"General Ismay, Chief of Staff to the Minister of Defense, minuted the Prime
Minister."12 The Chiefs' recommended that a "single investigator be ap-
pointed to call on such Scientific and Intelligence Advisors as appropri-
ate, and suggested the name of Mr. Duncan Sandys.“l3

This, according to Dr. Jones, was to lead to the formation of a com
mittee, and once the bombs started falling, to an explosion of such commit-
tees. The committees' membership, while highly distinguished in most cases
according to Dr. Jones, was singularly unqualified to deal with the V-2's
performance, capabilities, and rate of deployment. The committee overesti-
mated the V-2's weight, payload, failed to recognize that it could be
liquid fueled,* and believed that an inappropriate method of construction
would be employed.14

Dr. Jones, despite his obvious disappointment at the creation of a com
mittee to make evaluations which he felt were being competently done by his

staff, claimed to have behaved in a responsible fashion. He saw to it that

*Liquid fuels at the time allowed for much greater thrust than did
solid fuels.
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"hesides passing on to Sandys (head of the committee} any information we
might obtain, and making efforts to get it by means that might not occur to
him and his advisors, I would continue to collate all information as a re—
serve if he and his organization ran into difficulties.“15

While Dr. Jones argues persuasively that many more people were brought
into the evaluation process than was necessary and that much effort was as a
result wasted, several other points are worth considering.

First, the information came from a variety of sources, agents, photo
reconnaissance, radio intercepts, and cryptography. Both the compromise of
the agents and the cryptographics would have been a serious blow. Neverthe—
less, the information and evaluation were circulated to all who might in
theory have been able to benefit from it. This weant that both Dr. Jones
and military intelligence were able to spot the threat in a timely fashion
and to achieve a consensus as to its seriousness. Second, while Dr. Jones
was amused and horrified by the committees' incorrect conclusions, it is
important to note that ultimately the real threat was identified. Third,
by having to justify his staff's conclusions in the face of competing the-
ories, he and his staff were probably spurred on to greater efforts in in-
formation gathering, evaluation, and in creating a convincing case to present
to the policy makers.

The V-2 gtory also demonstrates the importance of multiple sources of
information, the fruits of which, even if only in a sanitized version to
protect sources, are allowed te circulate freely amongst those who might be
able to shed light on a subject. A telling example was the role of rhoto
reconnaissance in this saga. Dr. Jones, but not the photo interpreters,
was able to spot the V-2 at its new test site in Blinza, Poland

and also to recognize that it was so well gyro-stabilized that it
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could have been launched from a simple concrete platform, explaining why no
obvious launching sites had been seen in range of Great Britain.

Likewise, the deciphering of the German codes provided much useful in-
formation on the performance of bhoth the V-1 and V2.

Finally, the V-2 demonstrates the risks of relying solely on one set of
experts. If Dr. Jones is to be believed, his stafif was always right and the
various committees were invariably wrong. However, had he been excluded from
the entire process, the intelligence officer in the War Ministry would still
have sounded the alarm. Had the government then depended solely on the
panel of experts it assembled, the right ansﬁers might have been delayed
or never reached.

The key issue raised by the V-2 story for the evaluation of intelligence
is what is the maximum number of people able to contribute constructively
to the process without jeopardizing sources and methods.

A number of key pieces of information were located because of specific
requests of the analysts (for example, requests fox photo reconnaissance).
This demonstrates the importance of the analysts being able to communicate
their needs to the gatherers. Thus the interchange between analysts and the
communication of their needs to the gatherers is an important part of the
intelligence process.

The increasing complexity of the world in the 1980's means that effec-
tive analysis will require the utilization of talent in academia and the
private sector. This, coupled with the morxe active rcole Congress has played
in recent years in foreign policy, has created new requirements for the
broad-based distribution of information acquired from sensitive sources.

Appropriate means of sanitizing the material to protect sources and
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methods will have to be developed. The problems and issues of control in-
volved correspond closely to the problems of the operational use of intelli-
gence. The next section, therefore, will deal with how sensitive informa-

tion can be distributed and when it should be withheld.
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THE QOPERATIONAL USE OF INTELLIGENCE

Because of the wealth of published material pertaining to the role of
cryptography during World War II, most of the examples examined here will
be related to the decision to use or withhold such information from field
commanders.

The examples chosen are the British use of naval-related intercepts to
sink Rommel's supplies in the Mediterranean, the bombing of Coventry, the
American use of their cryptographic breakthroughs in the Pacific, and final-
ly, the decision to take no obvious precautions to deal with the German at-
tack scheduled for December 16, 1944 in the Ardennes.16 Cryptography was es-
sential to the prosecution of World War II by the Allies in both the Atlantic
and Pacific theatres.

The most famous incidents in the Pacific theatre in which cryptography
was essential to success were the Battle of Midway and the shooting down of
Admiral Yamamoto. In both cases the stakes involved were clearly great
enough to justify the risk of losing the souxce.

The loss of Midway could have enabled the Japanese Navy to dominate the
Central Pacific, thereby increasing the difficulties the U.S. would have
faced. Thus while the Japanese had intended to decoy the U.S. carriers to
the Aleutians with a feint to Dutch Harbor,l7 the very importance of the
jsland meant that there was nothing which peinted directly toward crypto-
graphy as the reason for the U.S. carriers being on statien.

Admiral Nimitz briefed his commanders as to the expected Japanese ac-
tions, but never mentioned to them the source.l8 This caused Rear Admiral

Theobald (Commander of the Naval Forces of the Aleutians} to disbelieve the
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intelligence supplied him and to deploy his forces inappropriately.19 With
respeci: to the actual battle, standard naval reconnaissance activity by
shore-hased aircraft succeeded in locating the Japanese carrier forces, but
not the surface fleet with Admiral Yamamoto aboard--which was only a few hun-
dred miles behind the carriers.20 Nor had cryptoanalysis indicated the comr
bined fleets' role in the attack on Midway. Admiral Spruance, therefore,
deserves full credit for his decision not to fisk a surface engagement after
the ma“or carrier exchanges of June 4.21

Admiral Nimitz demonstrated in this battle that it was possible to dis-
seminate information widely as a general intelligénce summary without jeo—
pardizing the sources. Getting the commanders to actually use the informa-
tion it another problem beyond the scope of this paper.

Ore of the key questions in the operational use of intelligence is:
can sersitive sources be protected by including the key informaticn in a
sanitized form? As Mr. William Colby has pointed out in his classrcom pre-
sentation, this is possible more often than is generally balieved.22

Tte decision to intercept Admiral Yamamoto's plane was at best a diffi-
cult ore. If Yamamoto was shot down, would he be replaced by a better of-
ficer?23 Commander Layton, chief of naval intelligence accurately surmised
that ary replacement could only be inferior in comparison.24 He also
pointed out that Yamamoto's death would be a tremendous blow to Japanese
morale., Nimitz, therefore, concluded that a successful interception would
be the equivalent of a major victory.25 Interception would require land-based
aircraft operations at maximum range. It was highly likely that the Japanese
would conclude that their codes had been broken. However, no major allied

, 26
operations were planned for the next two and cne-half months. The Japanese
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had already several times changed their codes including a much delayed
change just before the Battle of Midway. Each time the codes had been
broken. Given the limited resources now available to the Japanese, it was
highly unlikely that a new commander would be able to mount any serious
operations before the expected cryptographic breakthrough. Admiral Nimitz,
therefore, concluded that the risk return relationship was favorable and au-
thorized the operation. To minimize the chances that the Japanese would de-
termine cryptography was their weakness, Admiral Nimitz ordered the acting
area commander (Vice Admiral Wilkinson) to brief all personnel involved with
a cover story. This story claimed that the information was based on reports
from the much respected Australian Coastwatchers who had in turn received it
from friendly natives on Rabaul.za To further minimize Japanese curiosity,
Admiral Nimitz ordered that the Navy give no publicity of any kind to this
operation.28 Fortunately, while Washington was soon buzzing with at least
the outline of a correct story, the Japanese did not bhecome aware.

In the Mediterranean, the war in North Africa was a see-saw with
both sides' operations assisted by the deciphering of each other's codes.
Because of the British cryptographic skills, the allies concentrated upon
severing Rommel's supply lines during his retreat to Tunis. Rommel's head-
quarters received a message notifying him when each supply convoy sailed,
its course and destination.zg The British, to protect their source attempted
to arrange for each convoy to be spotted by a reconnaissance aircraft before
it was attacked.30 tUnfortunately, one convoy remained hidden in fog after
it sailed. It was critical that Rommel not be resupplied. Thus, despite
the lack of an appropriate alternate explanation, the convoy was sunk.31

This aroused the German curiosity and the Abwehr began an investigation
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which proved unable to account for the leakagé.32 To help throw the Germans
off the scent, a congratulatory message was sent to a non-existent agent in
Naples, in a code the Germans were known to be able to read, congratulating
him and raising his pay.33 This eventually led to the Italian admiral in
charge »f the port heing relieved of his pogt on suspicion of being the
source.34

Less easy to deal with is the decision to withhold information from
those wio can benefit operationally from its transmittal. A classic case
was provided by the German bombing of Coventry. The British were with con-
giderable success, reading the Luftwaffe Enigma encrypted signals. The in—
formation was used, in conjunction with radar, by Air Marshall Dowling to
inflict maximum damage on the Luftwaffe with minimal force. Because the
source of this information was so tightly held, his group commanders, es-—
pecially Leigh Mallory, were so incensed at what tc them was the wrong
strategy that they forced through a high level meeting in October to criti-
cize Dowl:i.ng.35 This afterward led to his replacement, 2an interesting ex—
ample of being fired for doing everything right.

On November l4th at about 3:00 p.m., the British received the usual noti-
fication of an impending Gexrman raid, In addition they were able to deter—
mine that Coventry was the target.36 {The official hisgtory maintains that the
Air Ministry had two days' notice of the raid.)37 Coventry was a heavily
populated industrial city. Evacuation of the population might have saved
lives, if the logistics could have been handled, which is by no means clear.
The Germans, despite the British éuccess at rounding up their spies and using
them as double agents, would almost certainly have noticed the city's evacu-

ation. Giwven the Royal Air Force's (RAF) precarious position and the
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importance of the Ultra cryptographic success to the managing of the Battle
of Britain, Churchill, who modestly does not discuss the issue in his
memoirg, decided to have decoy fires lit and to notify the emergency serv-
ices in the affected area.38 Because of the British counter-intelligence
successes, this low level response had a relatively small chance of jeo-
pardizing Ultra. The decision, while almost certainly correct, could not
have been easy. The key factor appears to have been the gheer indispensabil-
ity of source, and the high probability of its detection if it were used in
a manner that could not be readily attributed to radar or Dowlings' eccen-
tricity.

The final incident to be examined ig the Battle of the Bulge. I was
able to locate where microfilm copies of the relevant documents are kept.
Unfortunately, the nearest depository was in Washington.* TIt, therefore,
proved impossible to confirm with documents Dr. Hickman's (who at the time
ran SHAEF's top secret filing system) oral history. However, because of
the quality of his scholarship I am willing to accept his story subject to
later confirmation.

The thesis is that SHAEF not only received the appropriate indications
of the impending German attack,39 but correctly evaluated and used them.

It is alleged that SHAEF wanted the Germans tc have a successful initial
attack. It was then intended to counter-attack, destroying the cream of
the German forces on the Western Front, thereby shortening the war, reducing

Allied casualties, and ensuring a more favorable position for the post-war

*Complete records of SHAEF are kept in both Washington and Londen under
record group 331, Records of Supreme Headquarters Allied Expeditionary
Forces, 120 rolls of microfilm, Guide to the National Archives of the U.S.,
G.P.O. 1974, p. 992.
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world.

The night before the German attack was expected, a recently arrived
and extremely green40 division was due to be rotated up to the line. It
was decided that to hold back the scheduled rotation might indicate to the
Germans that either their attack was anticipated or that the stiff resis—
tance a seasoned division could provide meant that achieving a breakthrough
would be too costly. The rotation schedule, therefore, was followed and no
one below the Army commander level was apparently informed. As expected,
this division dissoclved when attacked. What was not anticipated was that
more seasoned troops would also panic, enabling the German thrust to pene-

trate much more deeply and inflicting much more damage than expected. It

was eventually contained and forced back with heavy losses. The German casu-

alties and the misallocation of their scarce military resources probably
substantially reduced the ceost of Montgomery's breaching of the Siegfried

Line.
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CONCLUSIONS

as one surveys the cases, certain key issues are illuminated. First,
only occasionally was it necessary to withhold information at the operaticnal
level to protect the source. In most cases it was possible either to give
a misleading indicator as to its origin or to ganitize the information in
such a way as to avoid the source's disclosure. At the strategic level there
seems even less excuse to withhold information as opposed to the source from
those who can assist in its evaluation. Policy makers must guard against
attempts by empire builders to restrict information for personnel or organi-
zational reasons.

The key issue for the distribution of information, therefore, iz not
how tightly it can be held but how widely it can be distributed without
jeopardizing the source. It was repeatedly demonstrated during World War
IT that it was.possible through the careful sanitization of information
from cryptography to widely distribute the evaluations and conclusions with-
out jeopardizing the sources. Where the source was at risk, it was almost
always possible to provide a false lead. In many cases there were a plethora
of possible sources, which were used to sharpen the picture and to guard
against false signals. Thus by acknowledging loudly those sources which
were beyond the enemy's reach (for example, radar during the Battle of Bri-
tain), it was possible to avoid attracting attention to "the Ultra Secret."
Likewise the Japanese attack on Midway was so obvious that there was little
reason for the Japanese to suspect inside information. Indeed, as the last
Aamerican torpedo bomber crashed into the sea, it appeared as though the Ja—
panese objective-—the destruction of American.power-—was about to be attained. e

The success of the remainder of the poorly coordinated attack by the carrier-
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based dive bombers could only be blamed by the Japanese on bad fortune.

The decision to withhold information from those whe can benefit from
it operationally is a difficult one. First it runs the risk of setting off
an organi.zational battle for control of such a critical resource. Second,
it can only be done infregquently and where the gains are clear and evident.
One does not undertake risky missions whether it be the introduction of a
new product line or sailing in a convoy through hostile waters with the in-
tention of bheing a "sacrificial lamb."

The knowledge that one was being treated in such a cavalier fashion can
only have a deleterious effect unon morale and performance. Thus a decision
such as the ones leading up tc the Battle of the Bulge must be tightly held,
and should not occur so often as to create a pattern which is discernible to
either the opposition or the victim, The withholding of the sources of in-
formatior. by making the origin of intelligence materials uncertain and mys-—
terious las an additional advantage of making it easy to claim that one
never knew disaster was about to strike. Such behavior, at best, borders
on immorality even in an amoral world. Therefore, only substantial need or

expected gain can justify it.
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POLICY RECOMMENDATION

The increasing complexity of the world and the requirements of Con-
gressional oversight require a much greater degree of dispersal of poten-
tially sensitive information than has historically been the case.

As was repeatedly demonstrated during World War II, it was possible
to disseminate information widely without jecpardizing the source. The
method most commonly used under Ultra and the RAmerican deciphering of the
Japanese codes was to hold the source closely but to assure the commanders
of the reliability of the material. The period alsc demonstrates how dif-
ficult it is for one's opponents to determine the source of one's informa-
tion, even when they were intercepting and decoding messages which enjoyed
a disturbingly high degree of accuracy. For example, for a substantial
period of time, the Germans were able to read the British Naval codes.
Nevertheless, as early as September of 1941 the Germans concluded that the
British knowledge of the probable positions of the German U-Boats could
have only come from reported sightings and radio reportS.ql The possi-
bility that the German ciphers were being decoded was dismissed out of
hand. 42

The British, gnd where possible the Americans, always attempted to
provide a misleading indication of where their information came from if its
utilization operationally might have pointed to the source.

They also both attempted to ensure that information was available in
a timely format to the end user. Conclusions with an indication of the
reliability of the source have proved to be a time-honored means of dis-

seminating information while protecting its origin. .
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One can therefore safely surmise that it is possible to disguise the
source of information, thereby enabling its wider dissemination, without
materially jecpardizing its utility.

To ensure gréater confidence in the sanitized information, greater con-
tact between the laundry operation, the gatherers, the analysts, and the
users is desirable. As was pointed out in the V-2 incident, because br.
Jones's scientific intelligence staff was in close contact with the sources
of information, it was possible to request material which could shed light
on a specific issue. These contacts helped reassure both the gatherers and
evaluators that their opposite numbers seriously understood their needs and
helped avoid the risk of sensitive information becoming a political foot-
ball. A senior official in the National Security Agency has said to the
author that with proper staff it would be possible to sanitize his agency's
output in such a fashion that most of the material could be widely dissemi-
nated. Both he and Mr. Colby have stated that this could be readily done
with most of the analyses produced by the intelligence community. Such a
procedure, by enabling a much wider dissemination of hitherto sensitive
material, would help mitigate the current practice of leaking sensitive and
unsanitized material in the bureaucratic wars of the government.

The cost of such a sanitizing mechanism for the entire intelligence
community has been estimated by a senior official at between 200 and 400
million dollars per year. He did not feel that this would be a significant
increase in the intelligence community's budget.

In summary, for information to be evaluated and utilized effectively
the key question remains not how tightly can the information be held.
Rather, what steps are necessary teo enable the widest possible circulation

of intelligence based on sensitive sources and methods.
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INTRODUCTICN

The American military intelligence establishment has entered the decade
of the 1980'g after having experienced many of the same traumatic effects.of
post-Vietnam and post-Watergate re-appraisals that have also dominated the
attention of the larger national intelligence community. Together with the
increasingly public questioning of intelligence priorities and the legiti-
macy of the "sources and methods" used in carrying out operational missions
worldwide, there has been the realization that in intelligence matters, as
in so many areas relating to national security, there is simply no substitute
for clarity in determining management objectives or in setting up precise,
accountable lines of command and control to achieve those objectives. For the
Defense Department, this has meant a new commitment to the idea that the in-
telligence assets under its immediate control should have as their primary
mission the production of intelligence which directly contributas to the ob-
jective of fighting and winning the nation's wars.

Of the intelligence agencies within the Defense Department, none have
been more profoundly influenced by this increased focus than the Military In-
telligence (MI) Branch of the United States Army. Although formally consti-
tuted as a branch of the regular Army only since 1967, MI has seen basic
changes in its organizational imperatives during those 13 years, chang-
ing from an entity which was primarily a strategic asset with some limited
tactical functions to one in which just the reverse now seems to hold txue.
To better accomplish tactical intelligence objectives, for example, a major
initiative is presently being taken by the Army which will place dedicated
intelligence collection and electronic warfare assets within the organization-

al structure of each combat division; similar plans call for the formation
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of comparable units at corps and even theater army levels. Even while these
tentative plans are being worked out in the nether worlds of position papers,
coordination drafts and policy statements, even more far-reaching de facto
revisions have already been made in the policies of the training bases and
the personnel directorates —- all of which reflect the fact that "tactical
is the way to go" for the upwardly mobile young MI officer or enlisted man.

It thus seems appropriate, in the light of these incipient changes, to
review the process as it has developed to date in order to identify the manage-
ment decisions which are necessary in order to ingure that the initiatives
which have been taken thus far can be linked successfully to the larger ques-
tiong of command and control at the strategic level -~ for which military in-
telligence also provides a critical input. Indeed, the idea that the military
intelligence structure is -- or should be ——- an organic one, encompassing
military echelons from maneuver battalions to the Joint Chiefs of Staff, sug-
gests three basic questions:

1} How should military intelligence be structured in order to provide

support to commanders at both tactical and strategic echelons?

2) In what ways must the military intelligence structure be shaped in
order to insure that its inputs at the strategic level complement
those of other service intelligence agencies (Navy and Air Force),
as well as those of national-level intelligence organizations, such
as the CIA?

3) How should the military intelligence system be structured in order
to insure that it functions adequately in wartime (conventional,
limited nuclear and general nuclear wars) as well as more limited
crisis management and that its products are available to military com—

manders and national decision makers under all of these conditions?
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This paper represents an effort to examine these questions and to high-
light management alternatives available to achieve what must be seen as the
final objective of this organizational approach: the creation of a balanced
" architecture"” for MI which, despite its importance at the tactical level, re-
mains an asset of strategic importance as well. In order to understand the
milieu in which these issues are being hammered out, however, it is first
necessary to describe the changes in military science which have provided the
evolutionary pressure for corresponding adjustments in the methodology of
military intelligence at all levels. That understanding is basic te the sec-
tion which follows and describes the shape of the tactical intelligence struc-
ture now being put together, Several recent publications have also made it
possible to discern the shape of the Army's thinking on the future of the
strategic intelligence system, primarily for the "“echelons above corps,” i.e.,
at Army and theater Army levels, including the critical link to national com
mand levels; that structure as it now appears is the subject of the section,
Military Intelligence at the Strategic Level: 014 Imperatives, New Realities.
While the parameters of potential management issues are addressed as they

arise in the course of the discussion, the final section of the paper presents

an analysis of their implications.

BACKGROUND

It would be unfair to suggest that the U.S. Army has traditionally ig-
nored the importance of intelligence in its tactical operations; it is a
fact, however, that there were no formal provisions for intelligemnce repre-
sentation on tactical command staffs until World War I, when General Pershing

reorganized the staff structure of the Allied Expeditionary Force to conform
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largely to the British model. This division of the staff into separate com-
ponents for administration, intelligence, operations, and logistics (called
G~1, G2, G-3, and G~4, respectively) represented a change which has largely
survived to this day, as shown in the chart at Figure I. It did not, however,
guarantee that there would be an effective integration of operations and intel-
ligence during either training or war. For one thing, the G-3 as the opera-
tions officer tended to dominate the rest of the staff; not surprisingly, the
G-3 office also tended to attract the most capable and ambitious officers, who
were themselves regarded as the heart and soul of the command staff and
earmarked for greater things. The 6-2 staff did not enjoy the same regard,
and this tendency eventually caused problems when next the American
Army found itself at war. Omar Bradley's memoirs contained a passage which

is still relevant:

The American Army's long neglect of intelligence training was soon
reflected by the ineptness of our initial undertakings... In some
stations, the G-2 became the dumping ground for officers ill-suited
for command. I recall how scrupulously I avoided the branding that
came with an intelligence assignment in my own career. Had it not
been for the uniquely qualified reservists who so capably filled so
many of our intelligence jobs throughout the war, the Army would
have been pressed....l

Despite Bradley's tenure as the post-war Chief of Staff and the strik-
ing success of Allied intelligence operations during the latter phases of
World War 1I, Army Intelligence continued to be locked upon in many of the
same ways as before.2 Even though the wartime Counter-Intelligence Corps be-
came the post-war Intelligence Command, and the elite staff of Army cryptolo-
gists was reorganized into the more formalized structure of the Army Security
Agency (ASA) in 1945, Army officers were still not systematically trained in

intelligence matters at the tactical level. The feeling seems to have been
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that counter—-intelligence and signals intelligence were important as spe-
cialized functions of higher command, and that their peacetime functions re-
quired their continuance as strategic assets. However, words such as “spe-
cialized" and even "strategic™ contrast rather sharply with the ethos of the
professional officer whose career progression more often depends upon his be-
ing perceived as a generalist with a wealth of tactical experience. Bradley's
critique continued to be valid, with only those officers being detailed to in-
telligence dutiez who could be spared elsevhere,

One also suspects that the Army leadership may have been influenced by
at least one of the dimly remembered teachings of Clausewitz hammered into

them as cadets:

A areat part of information obtained in War is contradictory, a still
greater part is false, and by far the greatest part is of a doubtful
character, What is required of an officer is a certain power of dis-
crimination, which only knowledge of men and things and good judgment
can give... In a few words, most reports are false, and the timidity
of men acts as a multiplier of lies and untruths... Firm in reliance
on his own better convictions, the Chief must stand like a rock
against which the sea breaks its fury in vain.3

The idea that a commander's powers of discrimination and good judgment are

of greater value than "iﬁfbrmation“ of dubious value strikes a responsive
chord among many Army officers to this day, particularly those in the combat
arms of infantry, armor and artillery. The example most frequently cited in
this regard is not so much Clausewitz but Douglas MacArthur, who regularly
overruled his staff and actually executed his most daring operation at Inchon
against the best intelligence and operational advice his staff could offer.
This is not to suggest that the American officer corps affects a “know-
nothing" attitude toward intelligence or that it has a predilection for ig-

noring facts. What is suggested is that there has bheen a traditional tendency
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for commanders and staffs at the tactical echelons to place primary emphasgis
on combat "information" gathered as the result of operations conducted
against the enemy and reported through the chain of command and not on the re-
sults of strategic intelligence gathered through mysterious means and beamed
down to the battlefield from on high. It is well summed up in the old éictum,
"The best way to get intelligence is to fight for it."

This philosophy proved to be inadeguate for the problems encountered
during the Vietnam War. Army commanders there from General Westmoreland on
down found that, although their training had prepared them well for the effi-
cient employment of overwhelming tactical force backed by elaborate fire
support mechanisms, their chief problem now consisted of locating a highly
elusive enemy. Even more vexing was the ability of the guerrilla te blend
in with his surroundings, emerging to fight only when he enjoyed a decisivé
advantage. One general officer commented on these perplexities:

...I knew that finding the enemy would be one of our toughest jobs.

It occurred to me that perhaps we would be able to identify the

guerrilla, a farmer by day and a fighter by night, by the dark circles

under his eyes., As it turned out, our surveillance was just about
that sophisticated.

The response to these difficulties was primarily technological, as were
so many other features of the American experience in Vietnam., To the tradi-
tional fields of signals intelligence (SIGINT}, counter—intelligence/human-
intelligence (HUMINT}, and imagery intelligence (IMINT), an entirely new
array of sensors was added. Battlefield radars, new types of reconnaissance
aircraft, unattended ground sensors and infrared photography all provided an

increasingly technical base to the development of intelligence. Other air-
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borne sensors scught out enemy radio signals and flashed the location of the
sender back to artillery units on the ground. HUMINT teams sought out the
enemy infrastructure through computer—assisted pattern analysis and, in some
cases, directed infantry units toc the targets thus developed. Almost over-
night, military intelligence had become an important part of the battlefield
target acquisition process and an increasingly visible part of operational
rlanning. A milestone appeared to have been reached when, partly because
of the increase in manpower caused by the war, Military Intelligence (MI}
was formally constituted as a branch of the regular Army in 1967 and a per-
manent corps of officers assigned to it.

The lessons learned from the guerrilla war in Vietnam had not been fully
absorbed when the 1973 Arab-Israeli War provided a highly influential object
lesson in the impact of modern technology on more conventional battlefield
ocutcomes. Adding to the significance of the observations made possible by
the conflict was the fact that, more than in previous Middle East Wars, there
was a direct face-off between protagonists wielding U.S. and Soviet top-of-
the-line equipment. This was alsoc the first such conflict in which electronic
warfare had such demonstrable results on ground combat, as Soviet-supplied
air defense radars operated with deadly effect against Israeli planes, limit-
ing the ability of that arm to redress the traditional numerical superiority
of Arab armies. Equally impressive were the results of a variety of munitions
which, either through improved sighting or terminal guidance systems, were
able to exact a much higher 'probability-cf-hit'ratioc than had ever been seen
in comparble combat. Largely for that reason, there was an unprece-
dented attrition of forces on both sides that, for a time, appeared to preju-

dice the ability of the superpowers to effect timely re-supply of their
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client states.6

The parallels with a war between the Warsaw Pact and NATO armies in .
Central Europe were obvious and, given the close~run nature of the Israeli .
victory, more than a little disturbing. The numerous debriefings, special
studies and analyses which were done in the aftermath of the 1973 war re-—
sulted in a sweeping revision of the Army's tactical doctrine, and the publi-
cation of an important new field manual on operations, FM 100-5. This docu~
ment, "the capstone of the Army's system of field manualsf'?was intended to
write a new chapter in the way the Army went about the business of preparing

for war, and to put commanders at all echelons on notice that a new era had
hegun:
The war in the Middle East in 1973 might well portend the nature of
modern battle. Arabs and Israelis were armed with the latest wea-
pons, and the conflict approached a destructiveness once attributed

only to nuclear arms.... In clashes of massed armor such as the
world has not witnessed for 30 years, +h sides sustained devastat-

ing losses, approaching 50 percent in less than two weeks of combat.

These statistics are of serious import for U.S. Army commanders.

The manual went on to analyze the changes which had occurred in land
combat, beginning with the tank. Because of the improvements in armor, fire-
power, and maneuverability, "the capabilities of modern tanks have been ex-
tended to as far as the tanker can see. What he can see, he can hit. What
he can hit, he can kill.“9 Interestingly, the manual also noted that pre-
cision-gquided anti-tank missiles had significantly increased battlefield
lethality by achieving 90 percent probabilities-of-hit at ranges
out to 3000 meters.lo These weapons were increasingly being proliferated
among both mechanized and conventional infantry units, giving them for the
first time the ability to engage armored targets at extended ranges. The -

manual discussed the additional mobility brought about by the increasing
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mechanization of infantry forces, but failed to mention that the Scoviet
"motorized infantry" had the advantage of having an armored personnel car-—
rier which carried as much firepower as most World War II tanks, while also in-
corporating impressive gains in cross—-country mobility. The third tradition-
al combat arm, artillery, also came in for some attention, the trend being
that "revelutionary advances" in projective lethality now made point destruc-
tion of individual targets possible through the use of laser designators.ll
Indeed, Chapter 7 of the manuai went into an unprecedented endorsement of the
idea that intelligence is "the commander'’s responsibility and provides the
basis for tactical decision.“l3 Despite the long heritage of indifference
to these matters, tactical commanders were now being told that they were re-
sponsible, through their -2 officers, for the effective management of three

intelligence disciplines:

1) electromagnetic intelligence —- including signal intelligence,

cryptanalysis, communjications analysis and traffic analysis,
ground surveillance radars (GSR's) and remote sensors (REM's).

2) imagery intelligence ~- "derived primarily from radar, infrared

and photographic sensors carried by overhead platforms."

3) human intelligence -- including prisoner—of-war interrogation,

reconnaissance patrols, front-line cbservation, and counter-
intelligence operations.

see“l4

"

Making all of these assets work together would allow commanders to
their adversary on the battlefield, to pinpoint the location of his main
forces and to take them under fire at long ranges, thereby reducing the num

ber which would survive to attack American front-line units,
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Still another dimension which commanders would have to consider was
implied by the proliferation of the new battlefield sensors which were also
known to be present in Soviet-equipped armies. Obviously, the defensive
side of protecting an American army in the field now demanded a more imagina-
tive approach which would take account of the challenge posed to command
operations security (OPSEC} by the new enemy collection systems. For example,
traditional communications security had stressed the importance of codes;
however, improvements in electronic direction-finding equipment now meant
that radio transmitters could be located with a precision which made them at-
tractive targets for enemy firing batteries. Therefore, the greatest threat
to friendly communications might not be the decryption of codes, but simple
destruction of the sending stations.ls Concern for OPSEC was not new — it
had traditionally been a G-3 function -~ but it now acquired greater urgency,
gradually coming to embrace the total intelligence "picture® which friendly
units presented to the full range of collection assets known to be available
to a Soviet or Soviet-sponsored adversary. The people assigned to deal with
this problem were the counter—intelligence specialists assigned to corps and
division G-2 offices; they had increasingly been deprived of their tradition-
al investigative functions in the post-Watergate era, but now found themselves
responsible for "portraying the total threat environment” to the command.
This change in emphasis fostered an awareness of the need for a "multi-disci-
plined approach" toward OPSEC, drawing from inputs suggested by each of the
three major intelligence fields: SIGINT, IMINT, and HUMINT.

Much the same dynamic had also come to dominate the thinking of other
MI professionals who argued that breaking down the barriers which had tradi-

tionally divided the three basic fields -- and particularly SIGINT-- was the
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only rational way to produce positive intelligence on the battlefield and
elsewhere. Here again, the principle of comparing multiple scurces of in-
formation had long been a basic tenet of the theory of intelligence, but it
was seldom carried out effectively in operational settings, largely due to
the barriers of security compartmentation and functionally separate report-
ing channels. The main implication of this argument was that only by creat-
ing an entirely new organizational pattern for MI units in the field could
the objective of "all-source" intelligence analysis and reporting be met.

By 1975, therefore, powerful forces were conwverging which would force
a series of changes in the way the Army would look to its new military intel-
ligence organization. The presence of MI units in some proximity te tacti-
cal commands, but without the traditional lines of command support, seemed
an anomaly, particularly with the entirely new dimension of a growing demand
for tactical intelligence. The proliferation of combat surveillance assets
imposed a management problem of no small complexity that, it seemed, could
best be solved by a centralizing of functions within the general realm of the
tactical intelligence office. Finally, there was the internal consensus
within MI itself that the need for integration of intelligence demanded a
structural solution. In short, there was a c¢lear sense that it was high time

that Military Intelligence "got back in uniform and joined the rest of the

Army.

COMBAT, ELECTRONIC WARFARE & INTELLIGENCE:
THE NEW IMPERATIVES

Organization and Concepts

The problem of where and how to fit MI into the tactical structure of

the Army became the subject of a major study commissicned by the Chief of
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Staff, General Creighton W. Abrams. The group which was formed was headed
by Major General Ursano, and in 1975 it issued its final report known as the
Intelligence Organization and Stationing Study (I0SS), The report was a
virtual indictment of the intelligence system which prevailed at the time.
Its most serious findings were that military intelligence units were not pro-
perly organized to support the tactical mission and, indeed, were in most
cases beyond the control of tactical commanders because of their strategic
missions and functions. Given.the fact that MI units existed under function-
ally separate chaing of command and reported to different national-level
agencies, the study concluded that, "The integration of intelligence from
all sources into a single product was largely a myth."16 It also recommended
that the separate commands for cryptology and counter—intelligence (the Army
Security Agency and the Intelligence Command, respectively} be combined at
the strategic level and that a new structure combining all-source intelli-
gence functions be created at the tactical level.

The IOSS study led directly to the formation of a prototype unit at
Fort Hood, Texas in 1976-1977, which combined the functions of combat intel-
ligence and electronic w;rfare known as the CEWI Battalion (for Combat Elec-
tronic Warfare and Intelligence, pronounced “see—we“).l7 With a total strength
of some 700 personnel, it incorporated sections for ground gurveillance
(battlefield radars and ground sensors), electronic warfare, OPSEC, imagery
intelligence and interrogation. At its heart, however, was the "all-source
production section” which for the first time set up an organic entity entity
charged with tactical intelligence integration and dissemination. Structur-
ally, the CEWI Battalion was organized as shown in the chart at Figure II.

The results of the operational tests at Fort Hood were not without the
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usual problems encountered in any such experimental unit. One of the bat-

talion's former commanders wrote:

While the test results and experience have dictated certain or-
ganizational modifications and changes, the concept of consolidating
all intelligence assets under a single commander at division level
is sound and represents the key to successful tactical intelli-
gence operations on future battlefields.l18

While such testimony can hardly claim to be totally unbiased, much the same
theme was echoed and re—echoed in the provisional CEWI battalions that other
Army divisions in the U.S. and Europe organized on their own initiative
from existing resources. In a recent article reflecting the perspective of
a CEWI battalion in support of an airborne division, another CEWI commander
stated that the organization, despite its problems, was "totally superior to
its predecessors;" primarily because it was well-tailored to support a tacti-
cal mission, it provided a focus for integrating intelligence and EW in bat-
tle training, and it effectively channeled intelligence to the maneuver com-
manders who needed it most. Best of all, "CEWI provides aggressive intelli-
gence and electronic warfare, CEWI actively seeks out the enemy."lg

The enthusiasm for the CEWI structure has reflected a desire to see its
final configuration officially approved and fielded in the expectation that
whatever flaws it may have will be resolved through subsequent modifications
as well as the informal tailoring which takes place in response to specialized
missions. Accordingly, the final Table of Organization and Equipment for the
divisional CEWI battalion was sanctioned by the Department of the Army in De-
cember 1979. Even in advance of this approval, however, preparations were
rapidly being made to prepare final plans for the formation of a CEWI Group
at corps level. The chart shown in Figure III depicts the three corps-level

battalions of the CEW! Group with their major functional responsibilities:
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operations {including all-source analysis and production); tactical exploita-
tion (essentially all ground-based tactical surveillance and EW systems, and
aerial eﬁploitation (all airboerne collection system). Wwhile this prolifera-
tion of functions may seem somewhat confusing for the uninitiated, the concept
is quite simple: cne unit concentrates on the ground surveillance mission,
one on the aerial surveillance mission, and the central unit decides what it
all means.

While the CEWI Group concept 1s still being analyzed, there is little
reason to suspect that its final format will differ significantly from that
presented here. For planning purposes, however, it has already been granted
de facto approval since a number of major intelligence collection and pro-
cessing systems have been designed arcund likely CEWI outlines. The complex-
ity of the technology involved in many of these systems requires long lead
times from conception to fielding; therefore the use of the CEWI Group as

both a tactical focus and as a potential link to the all-important strategic

echelon has been an essential working definition. While again, the caveats
normally associated with developing systems apply, the illustration provided
by the chart at Figure IV gives an idea of how the data flow from the major
electronic surveillance systems will be organized at CEWI battalion and group
levels.

The information flow itself is probably one of the most critical ele-
ments of the CEWI concept, since it invelves the organization and comparison
of data in unprecedented quantities. Complicating the matter still further
is the idea that tactical intelligence must be "real-time" intelligence in
order to have any value. Consequently the outlines of the all-source analysis

system at both CEWI battalion and group levels (i.e., division and corps) have
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presupposed the use of automatic data procesging equipment. A general offi-
cer who is preobably the Army's most prominent spokesman on this topic --
Brigadier General Albert N. Stubblebine III -- made this point unequivocal-
ly clear in describing the highly complex task of "tracking” the 35,000
separate elements (i.e., the "movers, shooters and electronic emitters' com
prising the most important fire and maneuver elements) in a typical enemy

force targetted by the CEWI Group:

Automation must be the savior, for only through a carefully designed
automation architecture can one hope to search, sense, sort, sift,
and select the right set of equipment or targets from the mass of
35,000. The human mind is a wonderful mechanism, but 35,000 is

more than it can manage.zo

In the same article, General Stubblebiné went on to note that the move to
automation further implied a need for miniaturized, compact ADP systems which
could suivive the environmental demands of a highly mebile battlefield. He
also stated that the communications "mix" of sensor systems implied the
necessity for "highly restricted message formats" in a major departure from
previous practice..21

That suggestion raises an interegting point, since it would appear
that the dimensions of a reporﬁing system which seeks to collect data on
some 35,000 targets through the use of multiple sensor systems would pre-
suppose not just the use of an ADP system, but also the use of a common
sensor language keyed to the capabilities of the computer software, The
most likely approach to achieve such a system would be through the use of
digitized communications plugged directly into the computer data base from
the reporting sensors. In theory, the computer would periodically "inter-

rogate" the sensors and would automatically correlate, focus and "fuse"

the data for the intelligence analyst sitting in the all-source analysis
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center. From that point on, human judgment in its more traditional form
would be used to flesh out the resulting picture of the battlefield. This
concept — or something very much like it — repregents the fundamental
operating parameter of the CEWL system. Its other innovations —- central-
ized control of surveillance resources and the incorporation of electronic
warfare assets -~ also represent important changes with numerous implications

not only for tactical intelligence, but for strategic intelligence as well.

Management Issues

From the discussion thus far, it is clear that there is a perceived
need for a new tactical intelligence structure in theUnited States Army. The tenta~-
tive structure advanced thus far under the CEWI concept offers a set of al-
ternatives which provides a useful point of departure to assess the major
questions which need to be clarified to insure that firgt, the tactical
imperatives are met and that, second, they are met in such a way as to in-
sure their congruence with the overall or strategic chjectives of the in-
telligence system. This approach means that, rather than rejecting the CEWI
structure cut of hand or accepting it as a given, the analysis should focus
on the major questions which this experiment has raisad to date in order to
determine the implications of future choices. These questions generally fall
into four areas: operational/technical, methodology/ideology, communica-
tions, and resources. To a greater or lesser degree, of course, all of
these questions are linked, particularly in the all~important area of re-

sources, but for purposes of c¢larity they are addressed here individually.
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Operational/technical.

1)

2)

The use of ADP systems not only creates a significant question in terms

of resource allocation, but it also confronts planners with a non-trivial
degree of inherent risk. Designing and building interactive sensors of
all kinds with compatible micro-processing apparatus presents an array of
technical questions which may challenge the state-of-the—art for some
years to come. Complicating the problem still further is the question of
battlefield suxvivability of such systems, not only in terms of mobility
and durability, but also in terms of their wvulnerability to the effects

of electromagnetic pulse (EMP) from nuclear detonations, This vulnerability
is particularly proncunced in those types of computer systems which would
meet operational needs because of their use of microcircuitry and
miniaturized memory banks. While some observers note that the use of

such computers is made inevitabhle by the "pace of battlefield technology,”
others have suggested that the increasingly likely use of tactical nuclear
weapons in even a "mid-intensity” U.S. - Soviet confrontation means that

reliance on computer -assisted programs should not bhe absolute.

MANAGEMENT QUESTION: Do we accept this degree of technoleogical and

tactical risk, or do we hedge our bets by investing in other methods as

back-ups?

The use of data bases is essential in any intelligence discipline. These

bases are difficult, if not impossible, to maintain without significant
inputs from strategic levels, particularly in the field of SIGINT.
Equally important, data collected by the tactical systems must be made

available to the strategic-level data base in order for it to remain
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current. This is just one area, among a number of others, where the
somewhat artificial distinction between tactical and strategic intelli-
gence production breaks down. BAs an operational problem, however, it

raises two very basic management questions.

MANAGEMENT QUESTIONS: What percentage of time and effort will be devoted

to "strategic" requirements by “tactical" intelligence collection re-
sources? Also, how will data base information be exchanged and main-

tained between these two levelsa?

The question of all-scurce intelligence integration is, as noted above,

not so much a question of method but of structure. The structure which
is currently being contemplated involves setting up all-source analysis
centers at both division and corps levels. Aside from the possible ques-
tion of redundancy involwved in such parallel structures, some people

have questioned the need for the division-level center -~ seeing any
divisional CEWI effort as one of collection management and reporting,

nct analysis. This critiqué also suggests that the focus of divisional
intelligence efforts — out to a maxXimum of 90 miles from friendly terri-
tory by doctrinal definition -~ is, because of the speed of modern,
mobile warfare, largely a function of combat information, not intelli-

gence analysis.,

MANAGEMENT QUESTIONS: At what level do we set up a dedicated structure

for all-source intelligence analysis? Should it be a function of divi-

sion, corps, or even an echelon above the corps?

4) The logic of combining electronic warfare and combat intelligence has
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not been as obvious to some critics as it apparently was to the Ursano
Cormmission. The SIGINT community in particular has done a good deal of
mumbling into its collective beard about the alleged fact that this com—
bination is one of "apples and oranges," and is, moreover, destined to
come to no good for either discipline. They have, on a more reasonable
level, questioned the propriety of devoting scarce resources to tactical,
as opposed to strategic, missions, The response to this argument has
been that there is no alternative to the presence of electronic
warfare assets in combat units, and that CEWI provides a method for in-
suring the availability of these assets to the combat commander. A
counter-argument to that response is that some strategic EW assets
should remain permanently beyond the reach of any tactical cocmmand,
possibly in the form of something like the present strategically-oriented

Intelligence and Security Command.

MANAGEMENT QUESTION: Do we continue the present combination of electronic

warfare and combat intelligence within the CEWI structure, or should we
examine the possibilities for alternative arrangements of electronic war-

fare within the tactical environment?

Methodology/ideology.

1) The process of intelligence formation at the tactical lewvel, as noted
above, has been attended by some controversy over the question of acquir-

ing data which is more appropriate to firing batteries than to intelli-

gence analysis. In part, this quarreling is attributable to the fact
that , until now, operational applications of the "intelligence cycle"

have not included a clear recognition of the procedures whereby a certain
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portion of the information collected is "bled off" and, where appropri-
ate, passed to the firing batteries, with the rest of the data being pro-
cessed for more leisurely comparison and analysis.22 This ambiguity has
also perpetuated the view in some sectors of the MI community that all sur-

veillance assets should come under CEWI-imposed supervisgion.

MANAGEMENT QUESTION: Which targets, functions, and aequisition systems

are more appropriate for the intelligence exploitation mission, which

ones for fire direction and control -~ and how can we tell the difference?

Deficiencies in the tactical exploitation of human-source intelligence or

HUMINT, have been a source of some concern for those who argue that the
new tactical intelligence architecture is dangerously dependent on informa-
tion and data derived from technical systems, citing the extreme vulner-
ability of both airborre collection systems and EW assets in the face of
identified Soviet capabilities., While the CEWI concept does allow for
the use the more conventional HUMINT sources {interrogation of prisoners-
of-war, reports from long-range Patrols and observations of front-line
troops) it does not provide a convincing place for these data in the all-
source analysis System - which is predominantly based on the mass data
derived from the technical collection systems. Still other critics have
noted that the counter-intelligance assets assigned to CEWI umits, while
theoretically capable of assuming a portion of the HUMINT collection mis-
sion, are for the most part committed to OPSEC support roles. Indeed,
with the exception of interrogators (whose success obviously depends upon
the availability of prisoners to interrogate), there are no units under

the present CEWI concept which are dedicated to the positive collection
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of human-source intelligence.

MANAGEMENT QUESTION: Assuming that we need it at all in a tactical set-

ting, how do we procure human-source intelligence and what assets should

we commit to this mission?

The question of whether the CEWI structure is adaptable for all wars in

which the U.S. Army might find itself engaged is one which has been raised
in a numher of different contexts. The most pervasive critique, and

probably the most controversial, was voiced in Military Review in an arti-

cle in which an MI major suggested that the assumptions governing the
technological approach toward warfare by FM 100-5 may have been too nar-
rowly drawn. While not addressing the CEWI issue directly, he criticized
the manual's acceptance of the idea that advanced military technology

wag the best way of defining one's future adversaries:

We surveyed the world for an enemy and found, literally, ourselves.

In a real sense, we have defined the relevant world, and the capabilities
of our opponents in that world, in terms of our own perceptions of our
own capabilities and limitations.... We may indeed have avoided the
mistake of preparing now for the last war, but we may instead have com-
mitted a new error: preparing for a preferred war.23

Coming in early 1980 when the prospect of a war in the Persian Gulf looms
as a real possibility, the thought forces consideration of the idea that
perhaps our military intelligence base should be structured so that it
can function acceptably in situations in which "low technology" dominates.
The obvious examples of such conflicts are in insurgency conflicts, dur-
ing which relevant intelligence targets are not the high-speed "movers,
shooters, and emitters" of a European-based conflict but rather such non-

quantifiable variables as ideology, infrastructure, and even religion.
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MANAGEMENT QUESTION: Does the present CEWI structure make our military

iﬁtelligence bage more or less capable of fighting in a wide variety of

conflicts with a minimum of adaptation?

Communications., Like the following area of resources, the problem

of communications is a transcendent one and for that reason is handled here
only in summary fashion. The CEWI organization, in fact, places unprecedented
demands upon the tactical communications system with a quantum increase envi-
sioned in every category of radio net: FM voice, high-frequency radio-tele-
type, and multi~channel. Equally unprecedented are the technological de-
mands of making these communications secure from interception, interruption
or simple destruction, given known Soviet capabilities for “radic-electronic
combat.” Indeed, a comparison of the "knowns" in both these categories appears
to give an edge to the Soviet potential for targeting critical informa-

tion reporting and processing links. Technological advances, such as those
suggested in the fields of fiber optics and laser-based communications, offer
some hopes of sélution but not without an attendant degree of risk, expense,

and most important, time.

MANAGEMENT QUESTION: To what extent will innovations in the architecture of

the tactical intelligence reporting and processing system require parallel

advances in secure communications to insure successful operation?

Resources. Every area of the CEWI structure carries a price tag in
terms of personnel, equipment, training, and maintenance, While that is a
truism, of course, for every other facet of military life as well, thexe is
much to suggest that the Army has found even the teéting phase of the new

structure to be flawed by rescurce constraints, Particularly in the field
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of personnel, where trained intelligence specialists are under strength in
almost every category, the investment of 524 officers and men in the CEWI
battalion seems somewhat excessive; when one considers that the suggested
strength figure for the CEWI Group is over 2000 people, there is an obvious
gquestion as to the ability of the system to support the requirement at all.
The technological investments required in communications, ADP systems, and
software development have been mentioned above and need not be repeated here.
Taken together, however, they raise the following issues as resource prob-

lems:

MANAGEMENT QUESTIONS: Is the proposed CEWI structure feagible in terms of

the ability of the Army to provide resources to deploy it operationally as
it is now envisioned conceptually? Is the CEWI structure too large and com

plex for the mission it was originally intended to perform?

Almost every defense-related question must be balanced against some
xind of a cost/benefit equation that helps determine if it is “do-able" in
terms of known resource availability. While that is certainly true of CEWI
as well, there is also the matter of possible trade-offs between the tactical
and the strategic intelligence missions. Assuming relatively constant
amounts of dollars, of personnel, or of facilities, then there is the ques-
tion of "how much is enough" in providing for the scmewhat conflicting de-
mands of each mission: when an innovation ag ambitious ag the CEWI struc-
ture is proposed, there is thus a de facto issue of who bears the costs of
the incremental increase? 1Is it taken "out of hide" from other parts of the
intelligence budget, must it be proposed to Congress as a supplemental budget

increase -- or are there possibilities for economies of scope in atreanlining




189
intelligence functions at both the tactical and strategic levels which may
offset the additional costs incurred? While these questions are far more
speculative than the management questions thus far developed, they do form

the basis for an examination of the strategic side of military intelligence

MITITARY INTELLIGENCE AT THE STRATEGIC LEVEL:

OLD IMPERATIVES, NEW REALITIES

In discussing the strategic realm of military intelligence, one immedi-
ately leaves the comforting presence of the Tables of Organization and Equip-
ment, strength authorizations and advanced draft ccncept papers which surround
the development of the CEWI structure. The strategic levels of military in-
telligence are notable for a contrasting lack of the game sense of purpose
and direction which in fact characterizes the initiatives being taken at
the tactical level. Whereas these initiatives may require more precise formu-
lation of both purposes and resources, the strategic level seems largely de-~

void of any unified concept of future direction and effort.

In part, the inertia is attributable to the fact that the Army has vet
to specify which command-and-control echelon will be placed above corps
level -- historically either an amy or a joint task force under an overall
theater commander. This is not to say, however, that no such structures
pPresently exist. 1In each of the Army's major overseas commands -- U.S. Army,
Eurcpe, or the Eighth Army in Korea, for example -- a staff structure along
the basic lines shown in Figure I is present, with the G-2 function at this

level being vested in a Deputy Chief of Staff for Intelligence (DGCSI),
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normally a two-star general. Each of these commands reports in turn direct-
ly to the Army Chief of Staff in Washington, who also has an Assistant Chief
of Staff for Intelligence (ACSI); interestingly enough, the ACSI is also a .
two-star general and ranks below the deputy chiefs on the Army staff for
operations, personnel, and legistics -- all of whom are three-star generals.
These intelligence entities, however, are organized as staff, rather than
line functions. While they maintain what are typically command reperting
channels, they do not conduct intelligence operations per se.

The element which does conduct such operations is the Intelligence &
Security Command (INSCOM), which was formed in responge to one of the major
recommendations of the Ursano Commission. Its functions include command-and-
control of all non-tactical Army intelligence assets. This means that it is
directly subordinate to the Army Chief of sStaff and that it incorporates
all strategic Army assets for SIGINT and HUMINT, including cryptology and
counter-intelligence. In some sense, INSCOM is seen as a kind of evelution-
ary step towards a strategic-level CEWI organization, even though few people
on the Army staff or anywhere else are prepared to be more specific. INSCOM
elements overseas maintain reporting links to both INSCOM and to the theater
commands to which they are attached but not assigned -- a situwation which
closely resembles some aspects of the pre—CEWI tactical intelligence organi-
zation. The information gathered by the various INSCOM elements —-— particu-
larly the SIGINT field stations —— is reported to national-level intelligence
agencies such as the National Security Agency (NSA). While the Department
of Defense only acts as an executive agent for NSA (which is considered a
national-level resource)}, the Defense Intelligence Agency (DIR) is wholly )

subordinate within DOD te the Joint Chiefs of Staff. However the joint-
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service positions of both agencies give them an important degree of influence
in setting operational priorities and even outright intelligence tésking for
all service intelligence agencies, particularly those nominally commanded by
INSCOM. While the creation of INSCOM represents a new departure from previ-
ous practice, the general lines of strategic military intelligence collection
have been in place since the early 196Qtg,

There is some evidence that this structure may be forced to respond to
a variety of new pressures. The relationships of operational control wersus
nominal command remain somewhat ambiguous, and they have not been fully re-
solved by the creation of INSCOM. The changes being contemplated under CEWI
also seem likely to force a more consistent approach in the line-up of tacti-
cal and strategic organizations. At a more profound level, however, there
is a growing conviction that the existing strategic intelligence architecture
may not be able to support the demands which will be placed upon it by new
concepts in war-fighting doctrine in the mid 1980's. This idea stems from the
concept that U.S. strategic nuclear doctrine has historically been based upon
deterrence through threat of massive retaliation, even though amended by the
idea of "flexible responée." The strategic architecture of the intelligence
commﬁnity reflected this conception, since it was -~ and is -~ directed to
perform most efficiently under peacetime conditions. If sub-nuclear conflicts
should occur, the logic went, then the structure could be modified to meet
whatever demands were imposed. Almost by definition, such a war would not
be fought against the Soviet Union and, therefore, would not impose a direct
threat to the United States -~ hence time would allow for modifications, Re-
finements in nuclear warhead accuracy and effects have cast doubt on this

construct, simply because they create more plausible scenarios for limited
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nuclear wars. In such conflicts, time may not allow modifications of the in-
telligence base; more disturbing is the idea that national command authority
facilities and the intelligence structure may themselves be likely targets
for "decapitating” surprise nuclear strikes.

It is against this grim background that the outlines of a new strategic
structure for the military intelligence base are beginning to emerge. The
ACST staff has recently circulated for draft comment a document entitled
"principles for the Employment of Army Intelligence,"” describing the total
MI effort as "a single integrated system, but... decentralized in organiza-
tion and management.“24 In describing the operational principles which tie
the system together, their study makes use of an interesting matrix, showing
the mix of intelligence disciplines (and the synergistic "multi-discipline”
category) with sub—system activities conducted by each echelon of the system,
from maneuver battalion to national levels. (A copy of their illustration is
reproduced in Fiqure V.25} While the approach is highly conceptual, it is
an important first step in viewing the entire military intelligence structure
as part of an organic whole.

_ Equally interesting has been the appearance of the first draft of a
new Army field manual specifying a tentative structure for the echelon above
corps. This is the first hint, not only of what that organization will leck
like, but how its intelligence support will be structured. The organization-
al diagram reproduced at Figure VI shows that the keystone of this structure
will be the Theater Army Intelligence Command (TAIC) subordinate to INSCOM
in peacetime and to the theater commander in war. The TAIC will also direct
the operations of one or more MI Groups (Command Support), which are tailored

"to fulfill the intelligence requirements of the supported command and certain
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overriding national intelligence requirements."26 As the diagram also makes
clear, these overriding national requirements are primarily the strategic ap-
plications of all three major intelligence disciplines, particularly HUMINT,
Interestingly enough, this structure is organizationally set apart from the
CEWI Groups supporting the tactical corps, even though there is a direct as-
sumption that many of their operations will coincide.

This brief view of the beginnings of the strategic side of the military
intelligence architecture is clearly not definitive, but it does suggest that
we examine potential management issues from the perspective of three basic

guestions:

1) What is being done -- or contemplated -— at the tactical level that

might be done as well or better at the strategic level?

2) What is not being done at either level that must be done in order to

insure that the intelligence system works well under all conditions?

3) what functions, activitieg, or missions overlap betwaen the tactical
and the strategic levels, and could therefore be looked at for potential

consolidation?

As in the previous section, we shall examine the same four areas of potential
management questions: operational/technical, methodology/ideology, communi-

cations, and resources.

Operational /Technical

The three isgsues raised in this category in our analysis of the CEWI
structure were the use of ADP systems, the exchange of data base information

and the organizational level appropriate for all-source integration of
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intelligence. The suggested presence of the TAIC element as the primary
1ink between the tactical and strategic echelons presents an interesting area
for further study since there would appear to be some potential consolida-
tion gains which might be realized in one or more of these three issue areas.
Using the TAIC, for example, to consolidate what are now thought to be major
ADP sections in each of the CEWI groups and battalions might be one potential
solution to the problem of battlefield survivability, since the TAIC would
presumably operate from more secure rear areas. Possibly it might also al-
low fewer ADP centers to be deployed and yet achieve the same level of opera-
tional flexibility. The problem of data base exchange might be cohsiderably
alleviated by the TAIC, if for no other zeason than that it is far easier for
a national intelligence agency such as NSA to provide data base information
on a theater level than on a corps or even a divisional level, If data bases
are being maintained with the pipelined specificity sometimes suggested for
CEWI, there would be fairly impressive problems just in re-programming compu-
ters and other related equipment to adjust to the changes. A theater-wide data
base greatly alleviates such a possibility, while possible also minimizing the
communications channels needed to insure proper access to the national level.
It is harder to assSess whether the TAIC or the CEWI Groups or even the CEWI
battalions should be the organizational focal point for all-source integration;
the TAIC level stand out as one level which definitely should have that capabi-
lity, the CEWI Group as a level which possibly could have it and the CEWI battalion
as a level which possible can dispense with it and act primarily as a management

and reporting channel. Here again there is a need for detailed further study

and inputs from both cperations specialists and force structure planners.
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Methodology/Ideology

The basic issues raised by the CEWI structure dealt with the lewel of
intelligence collection activity, the deficiencies in the tactical exploita-
tion of HUMINT, and flexibility to fight in different scenarios with a mini-
mum of adaptation. The TAIC appears to answer the need for insuring that
strategically significant information is collected, since it is set up organi-
zationally to answer the intelligence needs of a strategic-level commander.

It does not address, of course, the guestion of resource allocation between
the TAIC and the CEWI organizations. The need for effective HUMINT is recog-
nized by the TAIC ag a function which is appropriate for administration by

the strategic as opposed to the tactical level. While the concept is hard

to dispute in a doctrinal context and the proposal to create a HUMINT capa-
bility is veiced in apparent good faith, the problem of how to set up an opera-
tionally effective tactical HUMINT system cannot be wished away with a simple
declaration of intent. One would wish to see a much more precise outline of
the resources and missions of such a group, together with a better idea of how
their information will be collated with the results of technical collection
systems. Until then, judgment must be withheld on this point. Similarly,

the thinking in the new manual and the primacy which is attached to the idea
of tailoring specific wartime scenarios is a welcome step away from the sime
plistic notion of FM 100-5 which seemed to suggest that "one size fits all."
The danger here is that the new manual stops short of requiring Army command-

ers to test out these new "tailored" structures prior to having to deploy them
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for potential combat situations. Consequently, there is a need for the strateg-

ically tailored intelligence units to be tested and evaluated together with

the tactical organizations they are meant to be supporting in the field.

Communications

The transcendent problem of communications will be as much a problem for
the TAIC organizations as it is for any other entity of the intelligence sys-
tem. Moreover, this is the kind of problem which is not solved by organiza-
tional planning, but rather by the application of state~of-the-art technology.
Where the planning does come in, however, is in figuring out with some preci-
sion who communicates with whom. 1In this regard, the CEWI Group is clearly
incapable of performing what it touted as its ability to act as the primary
strategic-tactical communications link. Its status as the net control for
an extensive hook-up of tactical reporting and processing stations is a large
enough mission precisely as it stands now. Adding the greater responsibility
of communicating with the national-level commands is insupportable purely on
organizational grounds; when one also considers the likelihood of the EW
challenges which will be faced by the tactical radio system, it would clearly
be unwise to place all of the communications "eggs" in this one basket. TUn=
fortunately, specific information is lacking on how the TAIC-level units might
be configured to fill this gap or how they would be linked to the CEWI
all-source analysis system, or how redundancies might be built into the re-
porting system between these entities to insure a greater degree of surviv-
ability. Similarly, there is also a disconcerting lack of proposed solutions
to insure that the link between TAIC and national levels remains openh for

communications under all conditions, and in particular with respect to the
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likely challenges posed by various methods of interrupting or degrading sa-

tellite transmissions. In this area, more work needs to be done in harness-—

ing present, near-term, and long-range communications capabilities to the

kinds of organizational entities which we expect to have in the field during

those time sequences.

Resources

The CEWI structure is, as has been seen, heavily dependent on a wide
variety of resources, most notably personnel and equipment. The TAIC and its
subordinate MI Groups for Command Support would appear to share the same
characteristic. The relatively hazy outlines of both the CEWI Group and the
TAIC concept do nothing to alleviate the possible ambiguities of resource
constraints noted earlier. 1In fact, the very suggestion of the addition of
strategic-level intelligence units heightens the importance of this point.
There are some obvious economies of scale which, without much intellectual
effort, seem like reasonable starting points for organizational pruning. If,
for example, we have an MI Group for Command Support, do we also need to have
full-blown CEWI Groups as they appear on paper at present? Are these possible
equipment savings which would result from consolidating some strategic EW

assets at theater level? The problem here is that gtrategic and tactical

structures have not been analvtically paired either to each other or toc the

areas of likely resource constraints. Until that effort takes place, this

aspect of our force planning can only be described as speculative.
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PULLING IT TOGETHER: SOME SUGGESTIONS

This study has attempted to assess the management side of the effort
by the military intelligence community to create a new structure which will
enable it to better support the United States Army. It has described the
organizational and technolegical milieu which has compelled the changes
through a series of action-forcing events. It has alsc identified specific
management issues which have thus far emerged from the experience of building
a new tactical intelligence structure, and finally, it has paired these is-
sues with the conceptual outlines of the new strategic intelligence archi-
tecture. It has thus been able to identify specific issues that need to
be examined further and suggested specific areas which required more detailed
and analytical inputs. There is no need to repeat any of these findings
here or to make absolute recommendations based on their tentative implica-
tions.

There is a need, however, to suggest some important lessons that should
be learned from the process that has emerged thus far, lessons which have a
great deal to say about the deficiencies that have been identified here. The
first and most basic point is that the design of the tactical structure has
been fundamentally-flawed because it has been congidered in isclation from
the requirements of the intelligence system as an organic whole. This mis-
conception has led to great confusion over "who does what and with which and
to whom." It has alsc led to various parts of the system acting out of per-
ceived wants in their own bailiwicks, and not out of demonstrated needs which
the system as a whole must fill if it is to be effective., Consequently,
there are some organizational monstrosities mixed in with a number of solid

structural reforms.
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The second point is that the pace of development of the military
intelligence architecture has been strikingly uneven, without an over-
riding concern for time-phasing development in a number of critically re-
lated areas. One looks in vain for a critical path network, a time-line,
or even an overall developmental strategy. In this study, major problems

have been identified requiring further inputs in the areas of communica-

tions, logistics, personnel, and equipment--to say nothing at all about the

equally pressing matter of budget and fiscal constraints. If the intel-
ligence architecture should be viewed as an organic whole, so should its
developmental problems, unless the entire exercise is to be nothing more
than a "paper drill" to do what seems politically expedient.

Finally, one cannot emphasize strongly enough that the Army needs
to test out its putative intelligence structures in environments that
are more intellectually demanding than the austere plains of Fort Hood,
Texas. While there are, of course, good reasons for fielding these units
in a tactical setting, this should be the last act in a drama that should
have started in the more conceptual realm of war-gaming and simulation.
In examining the progress of the CEWI battalion, for example, it is dif-
ficult to suppress the notion that it represented a "rush to judgment®
in which the result was predetermined. A more productive approach is
suggested by some of the procedures now coperative in testing out the
conceptual limits for advanced weapons systems: essentially, capabilities
are designed against a variety of threats and scenarios. The resulting

package is capable of meeting the threat, yet remains systematically
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coherent. Surely our military intelligence systam, as a potential weapon

in its own right, could profit from the same sort of approach.
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NOTES

General Omar Bradley, A Soldier's Story (New York: Henry Holt & Company,
1851), p. 33.

These achievements have been highlighted in recent years by several
authors., The classic accounts of counter-intelligence and deception are
contained in J. ¢. Masterman's, The Double-Cross System (New York: Avon
Books, 1972) and Anthony Cave-Brown's Bodygquard of Lles (New York:
Harper & Row, 1975). The Ultra Secret by F. W. Wintherbotham (London:
Weidenfeld & Nicolson, 1974), presents the story of Allied signals in-
telligence against Germany during World War II.

Carl Maria con Clausewitz, Vom Kriege (On War), “"Information in War."
Reprinted in Clausewitz on Warx, ed. R. A. Lecnard (New York: Capricorn
Books, 1967), p. 83. !

See William Manchester, American Caesar: Douglas MacArthur 1880-1964
(New York: Dell Books, 1979), pp. 684-686. Actually the case can be
made that MacArthur tock the "intelligence™ point of view in planning
the Yalu Landing, since he opted for surprise in the face of overwhelm
ing operational obstacles.

Lieutenant General Harry W. O. Kinnard, "Narrowing The Intelligence
Gap," Army Magazine (Vol. 19, No. 8), August, 1969, p. 22; cited in The
Evolution of American Military Intelligence, by Majors M. B. Powe and
E. E. Wilson, U.S. Army Intelligence Centar & School Supr. 02520, Fort
Huachuca, Arizona, May, 1973, p. 120,

Two of the classic accounts of this war—--both of which are considered
required reading for intelligence officers-—are The Yom Kippur War by
the Insight Team of the London Sunday Times {Garden City, New York:
Doubleday & Co., 1974) and Chaim Herzog's, The War of Atonement (Beston,
Little, Brown & Co., 1975). A

U.S. Army, Field Manual (FM) 100-5 Qperationg {(hereafter FM 100-5),
Headgquarters, Department of the Army, Washington, D.C., July 1, 1976,

p- 1.

Ibidt r p. 2-21
Ibid., p. 2-6.
Ibid.

Ibid., p. 2~14.

Ibid., p. 2-27.

Ibid., p. 7-2.
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Ibid. pp. 7-2 & 7-3.

A most perceptive article on Soviet Army doctrine and capabilities in the
field of electronic warfare has recently appeared in the public domain.
See Major Barney F. Slayton, "War In the Ether: Soviet Radio-Electronic
Warfare," Military Review (Vol. LX, No. 1) January, 1980, rp. 56~68,

Sumnarized by the U.S. Army Intelligence Center & School, “Draft Opera-
tional and Organizational Concepts: Combat Electronic Warfare and In-
telligence Group," February 27, 1980, Fort Huachuca, Arizona, p. 8.

A surprising amount of controversy developed over the name "CEWI" it-
self, leading one former CEWI commander to comment: "The blend of soft
consonants and vowels provides a sound which tends to rattle around in
the mouth. It is not sharp or crisp, like Ranger! ar Airborne! It was
observed that any unit referred to as a CEWL battalion would be forced to
make a strong and vigorous effort for acceptance in a tactical unit."
Lieutenant Colonel Don E. Gordon, "The CEWI Battalion: A Tactical Concept
That Works, " Military Review (vol., LX, No., 1), January 1980, p. 7.

Lieutenant Colonel William E. Harmon, "CEWI Battalion Update," Mili
Intelligence Magazine, U.S. Army Intelligence Center & School, Fort
Huachuca, Arizona, April-June 1978, p. 38.

LIC Don E. Gorden, op. cit., p. 8,

Brigadier General Albert N. Stubblebine, III (former commander U.S. Army
Intelligence Center & School; currently caommander, U.S. Army Electronic

Research & Development Caommand}, "C31 For Automated Focus On The Intelli-
gence Picture," Army Magazine, March 1979, pp. 33-34, -

Ibid.

An illustrative analogy can be made here to the operation of an automatic
weapon. Once the cartridge is fired, expanding gases propel the bullet
down the barrel and give it bath velacity and long-term guidance, A por-
tion of the barrel pressure, however, aperates the reciprocating piston
of the chambering mechanism to perform the more immediate task of loading
the next round to be fired. In terms of effectiveness, both functions
are vital. So must the information collected by the tactical collection
process be exploited for both long-term guidance (the intelligence pro-
cess) and short-term fire control.

Major John M. Oseth, "FM 100-5 Revisited: The Need For Better Foundation
Concepts?", Military Review (vol. LX, No. 3) March 1980, pp. 15-16.

U.S. Army, "Draft Principles For The Employment of Army Intelligence,”
Headquarters, Department of the Army, undated, Washington, D.C., P, 2.

Ibid,
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26. U.S, Army, Draft Field Manual 100-16, Operations: Echelons Above Corps,
Deputy Chief of Staff for Operations and Plans, Headquarters, Department
of the Army, Nov. 1, 1978, Washington, D.C., p. VI-5.
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INTRODUCTION

Characteriatic of any complex organism is a sensory system for receiv-
ing and processing information about the ocutside world as a prerequigite for
action or reaction. For the organism known as the U. S. Government, the
State Department and the Foreign Service serve as one of the government's
sensory systems in its role as a collecter and analyzer of information about
the activities of foreign states and peoples. In advanced organisms, the
sensory system also functions as a filter, processing and transmitting only
that portion of information deemed of importance to the organism--e.q., the
eye "sees" everything in an average 140° arc in front of it, “perceives"
only the pattern it is adjusted to, and "notices" only dynamic deviations
from that pattern unless concentrating.1 Similarly, the Foreign Service
"sees" the entire world and its activities, "perceives" only those elements
consideréd relevant to the U.S. goals, needs, and interests, and "notices"
only those changes considered likely to have a positive or negative effect on
those interests. To do otherwise would render it ineffective. One definition
of schizophrenja is the inability to filter out irrelevant information input,
thus causing a paralysis of the ability to choose.2 Similarly, in organi-
zations, information overloads "delay communications and decisicons, make them
erratic or wrong, and may result in their not being made."3

Thus, an essential characteristic of an information collecting and pro-
cessing system such as the Foreign Service is its capacity to filter out ir—
relevant information. It follows that an equally vital characteristic is
the ability to accurately distinguish the relevant from the irrelevant at
each filtering step. An individual without this apility is called psychotic.

An organization without this ability is certainly ineffective, and probably
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pathological in terms of the overall organism ox society it serves., In a

dynamic organism such as the U. S. Government, where national interests, needs,

and goals are subject to continuous change, the system of information collec- .

tion and processing must then be characterized by a two-way information flow,
with exterior information being multiply-filtered as it is passed up through
the structure, and with information about relevance being continually passed
down through the structure to adjust the filters to changing perceptions of
U. 5. interests.

The structure of the State Department/Foreign Sexvice information pro-
cessing system evolved over a period of time during which the U.S. was
both so relatively isolated from foreign events and so relatively strong that
the impact of foreign events was weak. Even two world wars had done no more
than to confirm a necessity for the U. S. to be interested in what the rest
of the wérld was doing, without altering the basic perception that U. §. ac-
tions could be determined largely in isclation from foreign affairs. Since
World War II, however, the growing economic interdependence of the U. S. with
the world--deriving to a great extent from the U, S. role in pogt-war econo-
mic reconstruction of Japan, Germany, Italy, and their erstwhile possessions;
the growth of the U.S.5.R. as a rival socio-economic model; and the in-
creasingly real threat of destruction from the development of nuclear weapons
technology-~has created a necessity for an improved capacity in the U. 8. to
understand and react to foreign actions and events.

The traditional Foreign Service intelligence function, defined in a
time when events had little short~term impact on the U. $., has put little
importance on the quality of speed in processing information. However, since

for most of its existence the Foreign Service has been required to persuade
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decision makers that they should take foreign developments into account, it
has placed great importance on the guality of accuracy. The organization of
this system-—and the defined functions of its components--thus reflects the
purpose of the system: to provide careful, accurate, multiply-checked and fil-
tered analyses of a broad base of information in order to guide decision makers
in those areas with foreign, or joint domestic-foreign, implications. Faced
with a changed world-—where almost all U. S. decisions now have foreign impli-
cations, where the amount of foreign information affecting U. 5. decisions
and jnterests is increasing daily, and where the value of time has become
equally as important as accuracy in making decisions--this system has tried
to adapt.

The almost total substitution of telegrams for dispatches, the multipli-
cation of posts abroad (and of areas of concern to those posts}, and the al-
most constant personnel reorganizations in the Department and the-Foreign
Service attest to the attempts at adaptation. It appears, however, that thesge
are not enough. Following the fall of the Shah of Iran, the White House de-
clared that there had been a "failure in U. S§. intelligence." As each element
of the system examined its performance of its assigned function, the response
to the White House was indignation, as no failure of any component could be
determined. The system had worked as it was designed.

However, given that the purpose of the system is to provide decision
makers with the guidance needed for correct decisions, and given that incor-
rect decisions had been made, then the system has failed either in developing
the correct information or in its ability to guide the decision makers. If
the components fulfilled their functions, then it is necessary to refine the

system, assigning new functions to the system elements or, at minimum, to re-
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examine the system to determine how the variocus elements interact, finding a

way to improve system performance.
One model of a different system-Command, Control, Communications, and
Intelligence £C3I)-—has evolved from a different history in military usage.

The State Department has adapted this system in part for crisis management

in the Operations Center of the Office of the Secretary of State (the Ops Cen-

ter}. This paper will examine those two existing systems, their elements and
the specific functions of the elements, to see whether either, or an amalgam
of the best of each, can best serve as the model for the information collec-
tion and processing system which the U. S. Government needs to survive in a

new age of interdependence.

COMMAND, CONTROL, COMMUNICATIONS AND INTELLIGENCE

C3I can be defined as a complex system providing intelligent central-
ized management of multiple action/reaction elements to achieve an optimum
response to constantly varying external stimuli to pramote objectives which
are themselves subject to slower, evolutionary changes. It usually requires
a two-way information/communication flow. Its origins are military, and it
was first defined as the system which allowed a senior military command the
flexibility to deviate from pre~set tactical plans to take advantage of cur-
rent information from the battlefield, by controlling the action of all tacti-
cal units during the course of action. As it became obvious that the needs
of the tactical commander during action are not significantly different from
the needs of the National Command Authorities in peace and war, and as the
changing nature of war with the spread and development of nuclear weapons

made the National Command Authorities the actual tactical commander in the
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event of a nuclear exchange, C3I became the name for the system through which
the National Command Authorities manage all components of the national govern-
ment, domestic and foreign, military and civilian, during peacetime, war, or
any intermediate stages.

U. s. C3I as a single, unified system does not yet exist, and may never
come to exist. Currently, there exists a military-nuclear—-tactical C3I of
untested reliability, and a peacetime military-civiiian C3I of demonstrated
capability {(but untested reliability in case of nuclear war). While integra-—
tion of these systems appears desirable, it is necessary to study closely
the necessary elements of such an integrated system so as to avoid expensive

and dangerous errors.

CENTRALIZATION AND CHANNELLING--VALUES AND DANGERS

Any complex C3I system is an attempt to resoclve an inherent conflict:
the command authority requires speed, both in acquiring information and in
disseminating instructions; it also requires accuracy, both in the informa-
tion it receives and in the transmittal of instructions. The basis for the
conflict between these two goals lies in the fact that complex systems appear
to be counter-intuitiwve, i.e., in the face of external stimuli which throw
the system into disequilibrium, the "obvious" reaction in most caseg will not
in the long run restore equilibrium, hut will tend to exacerbate the problem.
For example, urban studies in the U. S. have shown that for a city with a
housing imbalance caused by inadequate or substandard housing, urban renewal
projects to builéd or refurbish housing will attract new immigrants, leaving
the city with an even greater housing imbalance.4 Thus the command authori-

ties cannot be satisfied with speed in reporting incidents and carrying out
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orders; they must require careful and in-depth analysis of events before they
act, and such analysis consumes time. On the other hand, if they insist on
complete analysis of every event, they find the world refuses to stand still
and wait, so their chances for action pass them by. Any CBI system must make
a trade-off between these two objectives. The means by which this trade~off

is made is by relative emphasis on either centralization or on channels.

CHANNELS--INTERACTIVE CHAIN LINKS

The Nature and Purpose of the System

The traditional bureaucratic system is a hierarchical system of spe-
cialization with specific links of authority and responsibility defining the
flow of work, product, or (here) information through the system. The Foreign
Service bureaucracy shares most characteristics with other bureaucracies with
some significant differences. One such difference is that it is, except at
the highest (policy) levels, simultaneously a hierarchy and a collegial sys-
tem. Each member of the intelligence system is an officer, individually com-
missioned and sworn to uphold and better the interest of the United States.
With its "rank-in-man" concept, it consciously separates its authority struc-
ture from responsibility, which is considered to be eqgually shared, in the-
ory if not in practice. It coexists with a more rigidly hierarchical struc-
ture of support personnel, but its own job levels are considered to reflect
experience and individual capabilities, rather than intrinsic differences
between jobs. A related difference between this system and most other bu-
reaucracies is that the specializations of the different levels are not in
work requirements, but in scope of work. While the scope for each individual
varies, the information collection and analysis, as well as the goal, remain

roughly the same for each level. A primary function of authority is to define
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the scope of work for the level immediately lower in the hierarchy. However,
the individual also self-defines his own scope of work, and receives informa-
tion from others at the same level, from those outside the system, and from
known individuals at other levels in the system——all of which influences the
scope of work. When the authoritative scope-of-work differs from the indiwvi=-
dual's definition, it is a shared respeonsibility of superior and inferior, as
colleagues, to amend one or the other definition until they correspond.

A major role of the State Department/Foreign Service bureaucracy is
the collection and analysis of foreign intelligence, primarily gathered from
and by human resources. Its objectives are to analyze foreign events having
effects on U. $S. interests, to report this information to policy makers after
analysis, and to recommend courses of action by which the U. S. can benefit
from favorable events and mitigate the effects of unfavorable ones. 1Its tashk
is difficult, involving understanding of alien cultures and thought-patterns
and interpreting them in terms of U. S. culture. As the system is designed
to emphasize accuracy over all, when U. 5. foreign policy appears successful,
it is assumed that the Foreign Service is merely doing its job; when foreign
pelicy is seen as failing, the system and/oxr individuals in the system are
blamed. For this reason, and because success or failure can be determined
only ex post facto, the system encourages caution., Judgments become liberally
salted with qualifications, equivocations, exceptions, and alternatives. While
this makes them less useful to higher levels {which will also try to cover
themselves), it enables the analyst to demonstrate some degree of accuracy,
especially as circumstances have a habit of changing during the long time be-
tween the analyst's typewriter and the policy maker's desk.

To protect himself, "super-crat" invents a "multiple option pocket
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computer . . . to consider all alternatives and every variation of any
situation imaginable. The object . . . is to sneak evegxthing into cable
traffic. That way, no matter what happens, Ambassadors and bureaucrats can
claim =~ '1 predicted that. . . .' When everything is over and done, you just
toot your own horn by sending in a one-liner, referencing your only telegram
that was on the mark."

The system also relies on access to {(and the good will of) the policy
makers, so it has a tendency t§ avoid distressing them by reporting bad news.
The Foreign Service remembers the fate under Senator McCarthy of the "China
Hands" who correctly forecast the success of Mao-Tse-Tung; so reports tend to
emphasize the positive,

Finally, as stated above, the system places great emphasis on accuracy,
and frowns on speed, which is seen as evidence of "hasty and unconsidered
judgment. "

Thus we can examine this system. For simplicity's sake, while the num-
ber of levels varies from area to area, I will examine a channel of only five
elements: a field officer; a field director; a department contact; and a de-
partmental principal who reports to the Naticnal Command Authority.

The field officer is the system's prime intelligence collector. His

function is to gather information about the local situation through reading,
personal observation, and contacts with individuals, and to make primary as—
sessment as to the accuracy and relevance of the information to his goals and
to provide analysis of that information as it relates to U. S. interests.

His scope derives from policy guidance he receives from the field director
but is largely self-determined within the boundaries of his resources and

available information. His resources are: (a) his personal background,
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language facility, knowledge and understanding of both the local history and
culture and U. 5. history and current interests; (b) his local status, derived
from his official position and the status of the U. 5. in his post of assign-
ment, his predecessor's and colleagues' relations with local contacts, and
(c) his available time. He contributes to the system both reporting of raw
information and analysis of that information as it relates to the needs of the
system. In addition, he consults with the field director when his perception
of local events calls for a different scope of work than was directed, influ-
encing not only his own and other field agents' scopes, but also the scope-of-
work of the field director,

While there is a range of perscnal abilities making the officer more or
less effective in his job, the selection and retention process should ensure
that all officers fall within an acceptable range of conpetence. However,
the field officer's understanding of the system's requirements (current and
long—~term U. S. interests) is critical to the value of his performance. As
a foreigner studying an alien culture, he inevitably must focus on only a few
matters if he wishes to understand them properly. He will select his areas
of focus based on his unéerstanding of what is important to U, S. goals. To
the extent that his understanding is incorrect, incomplete, or uncertain,
his selection and focus will be inappropriate to those goals. Moreover, his
analysis, relating his information about those selected areas to his percep-
tion of U. S. interests, will be even more distorted if his perception is
awry. He reports to, and receives his primary guidance on current U. S. in-
terests from his principal officer or mission director.

The field director (ambassador, consul general, mission director) has

direct contact with Washington and is responsible for the direction of a
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field staff. {(There may well be several layers between him and the lowest
level field officer, but these merely duplicate divisions shown here.) His
function, in addition to that of a field officer, is to direct his staff in
their collection of information, to guide them in their analysis and report-
ing, and to perform independent analysis of their information, as well as
information he might independently receive because of his rank and status.
His scope is to collect all the information in his area vital to U. S. in-
tereste, to organize it, and to present integrated analyses of the relation
the country of his assignment has to U. S. interests in the region and werld-

wide. His specific scope is derived from guidance from Washington and his

staff's understanding of the local situation, His primary resource are his
staff of field officers and their reports. He acts as a filter,directing his
staff towards those areas which, in his understanding, are of primary impor-
tance to the U. 5. within the limits of available manpower resources. In

both his staff direction and his own analyses, the value of hig efforts is

directly affected by the accuracy of his understanding of U. S. goals and ob- .

jectives. He reports to and receives guidance from, through intermediate
channels in most caseg, an assistant secretary, his department contact.

The department contact, normally an assistant secretary in charge of

a geographic bureau, is the primary link between the volicy makers and the
information gatherers. In routine matters, he is the command authority,
making policy decisions affecting his geographic region. In other matters,
he is the filter, determining which information is of national consequence,
and referring it upward. He is in direct contact with the secretary of
state, and receives policy gquidance from him. His scope, U. S. interests in
& geographic area, is defined from that guidance, by gquidance upward from

his field directors, and personally through his background and contacts with
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others within or outside the system. At this level, it is clearly impossible
to focus on more than a tiny percentage of events in his area.

His goals are to integrate information received from his posts abroad
and his staff within the department, to determine how that information af-
fects U. 8. interests, and then either to make decisions or tec analyze that
information of national importance in order to guide the decisions of the
Secretary or the National Command Authorities. His resources are his posts
abroad and the staff of his geographic bureau and of other analytical offices
within the department. His inastructions to the field directors constitute
their primary quidance as to current U. §. goals and objectives; and, by fo-
cusing their attention on the indicated areas, perforce restrict their
ability to examine other matters. Since the infoxrmation derived from the
field, in turn, determines his decisions and gquidance to the secretary, his
utility depends essentially on how well he understands U. S. current and
long-term interests, which depends on his contact with the Secretary and
other senior cofficials.

The department principal, the Secretary of State, is the principal ad-

visor to the President on foreign affairs. At this point in the chain, he

is not necessarily expected to have foreign expertise, but rather to have
wide familiarity with the domestic political and economic situation, especial-
ly ag it relates to the rest of the world. His function is to advise the
President on interactions with the world: what U. S. actions are meost likely
to elicit desired foreign responses, what foreign events require a U. §. re-
action, and what the domestic effects will be of the continuing internaticnal
interreactions between states. Except on those issues where the President

has strong perscnal views, the Secretary will be, in fact, the designer and
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drafter of most statements of U. S. interests, goals, and objectives interna- .
tionally, but he is dependent on his understanding of the President's wishes
to ensure that any such statement will not conflict with the President's
own goals. He is the ultimate filtex; he determines what State Department
information will reach the President, and ensures that the volume which does
so is strictly minimized. In most events, he makes the ultimate decisions,
alone or in consultation with his Cabinet colleagues. His resources axe the
staff of the State Department and the Foreign Service abroad, and the presi-
dential powers and authority specifically or customarily delegated to him.
As he is not usually a foreign expert, he is totally dependent on information
received from his staff, and filtered in great measure before he sees it. If
he is to have the information he needs for his decisions and his advice to
the President, he must ensure that his staff clearly understands the issues
and interests that he wishes to focus on, and his staff, who in the aggre-
gate are the nation's expert on foreign affairs, must ensure that he becomes
aware of, and focuses on, new issues as they become important to U. S. in-

terests.

The National Command Authority, the President, must--within the con-

straints of the Constitution and law with the advice and {when requijred) con-
sent of Congress——set the base goals and priorities for the V. 5. government.
He must select a Secretary of State who will fully understand those goals, and
who will advise him on foreign affairs as they affect those goals. On mat=
ters of national importance, he must make decisions f{and have those deci-
sions carried out) through means up to and including war. In the current
military situation, however, it must be a primary goal to avoid war whenever

possible,
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INTERACTION, FEEDBACK AND TRUST

As is clear from the above, this system of human intelligence about
foreign affairs is essentially a process of filtering and refining—-and of
focused analysis. No system will allow for complete undersgtanding of all as-
pects of the rest of the world, but this one does have the capacity to satis-
fy most needs. Except at the top, there is generous redundancy which provides
a rough cut at accuracy analysis., Each level of each channel filters {both
from personal conviction and from gquidance from superiors) and sends informa-
tion wpward--both in response to guidance and in response to individual per-
ception of importance. Each level ideally will also serve as a storage point
for non-transmitted information (an institutional memory) so that as events,
needs, and goals change, newly relevant information can feed through the chain

from the filtration point rather than from the origin again.

CHANNELLED BEPORTING AND ANALYSIS

In the direct channel, it is essential that the same means be used both
for passing instructions down and passing information up. Only then can
there be in each paired iink a proper feedback, sliminating any misunderstand-
ing about what is desired (whether that which provided fills these needs,
and whether something in addition is needed or submitted), If the system
attempted to pass down a total understanding of all the needs, interests,
geoals and desires of the President and the Secretary to each field officer,
the system would exhaust its time and energies in this task. Ingtead, a simi-
lar filtering process works on the down side, but a partial understanding,
as circumstances change, has its own dangers. Thus, a constant interaction

and feedback process is essential for effectivenesgs. At the same time, it




224
must be recognized that the mere act of conversational feedback is insuffi-
cient. In a closed system, there will be personality conflicts, promotion
games, and bureaucratic squabbling. Withholding or distorting information
is a major weapon in such games and will destroy the value of feedback. What
is required is the element of tyust-—at least on direct channel exchanges;
the superior must accept on trust the competence, reliability, and profes-
sionalism of the informant, while the informant must trust the guidance and
criticism of the superior. In the absence of trust there ig either emmity or
indifference. If enmity, one side will deliberately distort the exchange in
order to make the other look bad. This, fortunately, is rare. In the much
more common case of indifference, the exchanges, guidance, and feedback will
be pro-forma with each providing the other with what he thinks the other wish-
es to hear. Because of uncertainty, there is a tendency, over time, for each
to push the frontiers of the others' "wishes" until the exchange is not based
at all on reality, but totally on the game. Nothing could be more destruc-—
tive to the accuracy and efficiency of the system. With trust and congtant
feedback, however, this system is capable of generating extremely accurate
information and analyses, as each member concentrates on his own area of ex-

pertise.

CROSS-, UP-, DOWN-CHANNEL EFFECTS

An additional element of redundancy, and the main defense against
failures of interaction and trust, is the network of out-of-channel comuuni-
cations. Especially in a small bureaucracy like the Foreign Service, there
is a great deal of communication other than directly up and down the line.
All field officers, for example, check their understanding of the gystem's

needs by comparing notes with each other. Some confusion, vagueness or
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inconsistency can be detected by this cross—channel talk, and filters can be
by-passed by working the desired information up another channel with more
sympathetic superiors. Again, there tends to be a complex "sponscr-protégé"
network-—enabling a junior to pass information to a friendly figure at a
higher level, or a senior to pass instructions to {or cobtain infoxrmation from)
a lower level. Unfortunately, these networks, when overuged, tend to erode the
trust element of the basic system and cannot be as efficient. The promotion
of professional trust and the de-emphasizing of out-of-channel communications
are problems for the system managers, but the existence of multiple channels
~-through redundancy-—makes the entire system more trustworthy and rcbust to

the National Command Authorities.

VALUES AND DANGERS

The primary value of this system of channels is the accuracy and hard
focus on important issues it provides by the concentration at each level on
a body of issues small enough to he encompassed with successive and redundant
filters ensuring relevance of transmitted information and, hopefully, storage

of information which could become relevant, Moreover, with close contact, inter-

action and feedback, there is a high degree of confidence in the accuracy of
the information which reaches the highest levels.

The Forelign Service has attempted to reinforce the trust and confidence
of interactive feedback in defining scope-of-work by requiring, as a part of
the annual efficiency reporting, that each officer with his rating superior
sign a mutually agreed upon statement of objectives against which the indivi-

dual's work will be judged. There are provisions for continuous amendment of
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this statement, and it provides an opportunity for increasing trust, confi-
denge, and clarity in the system. Against indifference, however, it has no
defense. Too often these objectives are written ex post, or are written in
such broad terms as to provide little or no true guidance.

The dangers of the system are primarily these: 1) the process of chan-
nelling and filtering consumes time, very often so much time that appropri-
ate action is defined only after the time for such action is past; 2) the
system, by promising accuracy,'rewards caution, compromise, and lack of clar-
ity. (Low-probability assessments--even if accurate--tend to be filtered
out, and those estimates which are passed upwards have tacked on the quali-
fiers and caveats of each successive level until too often the facts are
lost among the temporizations, and 3) a lack of reinforcement in the system
for accurate interactive feedback, clarifying each level's scope-of-work in
an atmosphere of trust and confidence, allows wide disparities between each
level's perception of U. S. interests. This results in loss of efficiency,
with effort consumed by irrelevant issues, so that often the information avail-

able does not match the needs of the policy makers.

TIME vs, ACCURACY TRALE-QOFFS

At the present time, the U, S, Government tends to deal with foreigm af-
fairs in a crisis-prevention or crisis;reaction mode. Even in ordinary is-
sues, the action level demands information immediately. The usual response
is to trade accuracy for time. An intermediate level, unable to obtain the
information from the field in the demanded time, answers on the basis of gen-
eral knowledge or information supplied earlier, half-remembered and possibly

seriously dated, thus cutting out of the systemall lower levels. BAsthe principal .
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value of the system lies in its concentration on a small body of issues at
each level, when the level which responds doés so outside its arvea of exper-

tise, the accuracy value of its response will be limited, albeit timely.

ACCURACY VS. USEFULNESS TRADE-OFFS

Another serious problem has two aspects. Where there is any failure
of communication down the line, the field officers will focus on, report on,
and analyze issues of little or no relevance te the decision maker--highly
accurate, but not useful. This is particularly true where events are chang-
ing issues rapidly. This problem relates to speed of communication. The
system must not only transmit needs down and analyses up, but must be able
to do so fast enough to react to sudden shiftg, which is difficult (and may be,
at times, impossible). A similar problem is caused by the ratio of demands
to time and manpower. Whenever {usually) the requirements exceed available
time, the responding level tends to focus on the guestions easiest to an-
swer, leaving the more difficult (and normally more important) questions for
some later date which never comes. Thus the system becomes overleoaded with
highly accurate trivia, while proudly boasting of a 90% response rate. (In
Iran, the monthly report of visa issuance, the local wage-rate survey, the
analysis of Central Bank reserves, and the wvisitors' list were up-to—-date

until February 14, when the embassy was occupied for the first time.)

HOW SHOULD THE SYSTEM DETERMINE TRADE-OFFS

If the managers and members of the system were to understand and acknowl-
edge that these are trade-offs, much of the dangers of such trade-offs would
disappear. It is the myth that "everything can be accomplished" which causes

problems, If an assistant secretary, desk cofficer, or ambassador responds to
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an urgent demand with the statement that "The best answer available without
checking with the knowledgeable source is . . .," the guestioner has the op-
tion of proceeding carefully with less-than-perfect information, or of accept- .
ing a delay to get better information. It is when he acts believing that he
has the best information that errcrs are made——and bhlame apportioned., 1If a
new information request of minor value had to be approved on the basis of
eliminating some other request, fewer such would be made.

Until the Foreign Service begins to examine and analyze itself and
identifies the real trade-offs it must deal with, these problems will remain.
While it publicly asserts that problems do not exist (and privately spends
its energy covering up proklems), it will be increasingly seen as incompe-
tent. While the system is proficient at "single-loop learning," to use
Chris Agyris's terminology, which involves changing responses to demands so
as to avert criticism or requirements for basic change, it has not mastered
the skills of "double-loop learning,” that is, learning how to restructure
functions and system basics to resolve problems the original system was not
designed to meet.5 If it is accepted that this gystem can provide accuracy
(but not at speed}, while U. S. interests now demand speed, the system must
either change by giving up some accuracy for more speed, or find a new niche
for itself in the organization where accuracy is still valued, while allowing
some other part of the organization to provide the speedy responsas demanded.

For example, the Foreign Service might well determine that, if it is to proper-

ly fulfill its intelligence function, it must either significantly increase

its personnel and budget (to reduce the demand-per-officer and allow for much
faster communication between levels) or it must abandon extraneous functions which

now absorb its officers' time, Howewver, the State Department has, in the pro-
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cess of "defending its turf," resisted strongly (albeit with little success) any
encroachment of other agencies into our overseas posts, and insisted that
Foreign Service Officers can and will handle commercial, drug, agricultural,
and other areas. Even when other agencies win a place, the Foreign Service
tries to duplicate that agency's efforts. For example, in each post where
the Drug Enforcement Agency {(DEA) has won a position, one peolitical officer is
assigned as embassy narcotics control cfficer, and told to oversee the work
of the DEA agent. During this same period, the Foreign Service has accepted
a series of personnel and position cuts overseas, plus a series of Congres-
sional reporting demands rising from Congressional distrust of the service's
competence, all the while maintaining its Poan—-do™ attitude. To resolve
these problems the system must admit to their existence, detexmine the real
trade-offs involved, and either amend its functional structure or modify its

goal structure until it is able to satisfy the demands placed on it.

CENTRALIZATION-~CUTTING THROUGH THE BARRIERS

There are times when the trade-offs implicit in the system of channels
are unacceptable, even when recognized, True crisis events demand response,
on the basis of the best information available, even if not as accurate as
possible. Failing an alternative, the decision maker can only act, and pray
that he does not make too serious an error. A modern C3I system of direct
centralized communication is an alternative, however, and is currently avail-
able to some extent. During the Cuban Missile Crisis, President Kennedy wished
to talk to his ambassadors in Moscow, London, and Mexico during those hours
when Russian ships carrying missiles approached Cuba. Not only was the White

House operator unable to reach them, it was found that State Department telegrams
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to each post instructing the ambassador to call Washington would not be re-
ceived until each post opened for duty. Following the crisis, the State De-
partment was instructed to develop and establish a 24=-hour worldwide communica-
tions center, and an automatic telegraphic priority system, which would en-
able it to maintain direct communication te every Foreign Service post at all
times, The resulting State Department system, operating out of the Secretari-
at Staff/Operations Center is a fully integrated command post with multiple
communications systems, automafic priority on commercial circuits, intercon-
nectivity into the military and White House communication nets worldwide. The
staff constantly updates'both residential and official contact numbers with di-
rect lines to the department principals®' homes, able in most cases to establish
voice-grade communications between any two points within minutes, and capable
of establishing secure voice/data/(and sometimes) visual secure circuits with
most important posts.6 This iz the center from which diplcomatic crises and
special projects (e.g., the Iranian hostage situation} are managed, utilizing
special task forces drawn from all levels working directly with the Secretary
or other senior officials. During the first takeover of Embassy Tehran {Feb-
ruary 14-16), the embassy was in secure voice contact with the operations cen-
ter until the embagsy equipment was destroyed (as the invaders reached the se-
cure vault}. After some difficulty, it re-established communication with the
ambassador through a U. 5. military airborne communications platform to Consw-
late Isfahan, to landline to an apartment in Tehran, and to walkie—talkie to
the ambassador, who was able to consult with the Secretary before surrendering.
Using this system, the National Command Authority, or a lower level decision
maker, is normally able to consult directly with the field officers most di-
rectly knowledgeable about a problem area in real time, and then to act on

that information.
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COMMUNICATIONS EASE AND DISTCRTION

Unfortunately, this system is far from perfect. A major problem may

be the training of the participants. Analysts accustomed to carefully concentrat-

ing onand examining their statements before transmitting a telegram might say
very different things when asked in a hurry over a telephone line. Moreover,
there is no guarantee that the decision maker knows the right questions teo
ask. Being normally quite separate on the chain of "normal channels" the pair
speaking do not have the shared background and understanding characteristic
of adjeining links on the usual system, and unless they are aware of this lack,
they may be speaking at cross purposes. Even if they are aware, they may spend
their time on unnecessary background. The embassy in Tehran spent over a half-
hour trying to explain to the Secretary just who it was attacking the embassy.
The task force members often have to spend a considerable time developing a
common lanqguage before they can work effectively together. On a broader scale,
many past crises have shown that the crisis atmosphere encourages the immedi-
ate and the expedient over the best or even better actions. Records are often
poorly kept, and tired people make mistakes which must eventually be recti-
fied. Moreover, the existence of the system——with its psychological rewards
of immediacy, high-level collaboration, and excitement—-encourages its use.

In the Department of State, success (or at least relative importance}
for an individual, office, or issue-group is largely measured by access to,
and the attention paid by, the Department's principal officers. Since the
Secretary must personally authorize the formation of an Ops Center Task Force,
the elevation of a crisis to Ops Center proportions explicitly guarantees both
access and attention. Thus, crisis management shares with classification and

special hahdling indicators the danger of excessive escalation. Something
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may be top secret, or NIACT {night action) NODIS (no distribution cutside De-
partment of State), or a crisis not becausa it warrants that treatment, but be-
cause that treatment increases the chances of attention or "success." Finally,
its successes permit the belief that it will always be successful, while its

failures tend to be subsumed in the basic diplomatic problem.

VALUES AND DANGERS

The direct communications and control system allows immediate access to
the best available information in a situation where action is demanded and ac-
curacy must be traded off for time. It allows immediate reaction to fast~
changing situations, and at its best can involve every major link in the normal
chain of information flow. Normally, however, it eliminates most or all of
those links, allowing for misunderstanding because of the lack of shared
knowledge between the participants. It sacrifices redundancy for immediacy,
both in terms of multiple contribution of ideas, and often in terms of communi-
cations itself. While the system has physical redundance in terms of communi-
cations systems, its goal is a single fixed link which, if it fails, may be
difficult to re-establish. {In the Tehran situation, the military airborne
platform initially refused to establish the link with Consunlate Isfahan be-
cause the crew members didn't know what a consulate was, and the consulate
didn't possess the current pasgword.) Moreover, the system is extremely ex-
pensive in comparison with usual methods, and is very difficult to cut off
once it is bequn. Task forces normally continue in the Operations Center long
after any immediate crisis point is passed, when the usual channels could

more efficiently, effectively, and accurately handle the matter.
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HOW SHOULD THE SYSTEM DETERMIME TRADE-CFFS

A centralized system is both necessary and desirable during a crisis,
but should be used with the clear understanding that its use entails a trade-
off of accuracy and cost for time. This system should, when used, make every
effort to involve every chain-element of the normal channels to ensure maxi-
mum information value in the communications. (By disrupting the normal flow
of work, this should also encourage the early end of the crisis system when

it is no longer necessary.)

INTERACTION BETWEEN CENTRALIZATION AND CHANNELLING

Ideally, perhaps, the elements of the centralized system should be fully
integrated into the channelled system. Many of the benefits of the central-
ized system derive from advanced communications technology—--the equipment
which allows instant, real-time, secure communications directly hetween the
decision maker and the one or several points of involvement with a particular
crisis. If, as costs decline, these facilities were available routinely be-
tween all levels of the system, the improved speed and ease of interaction could
resclve many questions and problems before they became crises. The centrali-
zation requirement for crisis reaction could be managed through a "communica-
tions traffic-controllexr" ensuring that any action level has priority access
to whatever other levels, up or down, are necessary for decision making--thus
cbviating the need for most special task forces.

The availability of easy, real-time communications at each link of the
chain should eliminate many of the time problems of the traditional system,
while the familiarity of the channel members with the direct communication

system would sharply increase the accuracy of information passed in crises.
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However, there would always be sharper crises which could not afford the time
of involving the traditional chain; so two systems would always exist, and
the present cost of the technology rules out a total integration in the near
future. In that case, we must consider carefully what situations call for

the appropriate use of which system.

A RECOMMENDED APPROACH TQ TRADE~QFFS

In those situations involving large gquantities of complex information,
where a wide range of options are available and there exist a wide range of
possible results, the system which provides the greatest accuracy is essen-
tial. 1In those cases, a trade—off with time is unacceptable. If time is
also of the essence, the trade—off should be between time and money. Let suf-
ficient funds be expended to improve communications for the traditional sys—
tem such that its highly accurate analyses are available without unnecessary
delays. The traditional system can also be improved by increasing the priori-
tization of the demands on it. As situations require careful analysis and
accurate information on a single or few issues, let other requirements on the
system be dropped to increase focus. In situations where action is essential,
careful consideration should be given as to the appropriate decision level.
Where possible, the decisions should be made at as low a level as has the

trust of the authorities to bring the maximum amount of pertinent background

information to bear, but once this is done, a crisis communication system should

be fully utilized to minimize time spent before decisions.

COMPETITION AND CROSS-FERTILIZATION

At the present time, it is both necessary and useful to have the two

systems existing together and competing with each other. The danger arises
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that the defects and relative strengths of each system will be seen only
through serious errors or disastrous effects from using one or the other in

a given situation, but it is certainly possible that instead each system will
be allowed to borrow from the other until both are strengthened.

A problem occurs when each system's borrowing reinforces weaknesses—-
rather than strengths. The task forces set up to handle emergencies increas-
ingly are becoming institutionalized with a growing membership, growing com-
plexity, and a decreasing ability to respond immediately to emergency de—
mands, while {lacking the necessary structure) they do not become proportion-
ally more accurate. (The Iran Task Force, established February 14, 1979, to
respond to the first attack on Embassy Tehran, is still in 24-hour operation
in the Ops Center with a full time staff of 43 as of April 1980.) The normal
bureaucratic channels, at the same time in competing for attention, are becomr
ing characterized by "crisisz-management” patterns with great emphagis on speed
of reaction and less time for thoughtful analysis and a lower level of accuracy.
Great attention is necessary to ensure that action patterns arise from func-
tional capabilities, rather than unthinking imitation of the apparent virtues
of another system.

In the ultimate crisis, a nuclear war, a centralized C3I gsystem will
be essential if U. S. society is to survive. It is highly likely, however,
that it will have to be a C3 system without any current intelligence. On the
other hand, if a traditional intelligence system is strengthened with some of

the technology of 031, we may defuse crises early encugh to avert that war.

STRUCTURING THE SYSTEM (RESTRAINTS AND SUPPORTS)

. . , 3
Before we can develop the intelligence component of an integrated C'I

system, we must modernize, improve, and make better use of our current
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intelligence system. When the Iranian Crisis results in a cry from the White
House of a "failure in intelligence,” it is clear that the National Command
Authorities are far from understanding the requirements of an accurate, timely
system. The first step must be in developing an awareness at the highest
levels that no system can respond to their needs until and unless they work
to transmit an understanding of those needs to the system, and through the
levels of the system, A great deal of minor work can be done to improve the
accuracy and relevance of intelligence reporting, but the major barrier now is
psychological. When rigorous analysis is rewarded more than errors of judg-
ment are blamed, the system will be moving toward improvement. Much can be
done to improve the timeliness of the gystem, but until evidence of prcfes—
sional trust is rewarded more than bureaucratic infighting, the usefulness
of the material is not likely to change. A simple, but expensive, element of
necessary restructuring is an equation of requirements with manpower. If
requirements are decreased, or manpcwer increased, the essential strength of
the existing system——competent officers concentrating on few encugh issues to
comprehend--will be strengthened. If the trend of the past decade continueg—-—
constantly increasing requirements on a declining workforce——the information
derived from the system will be of decreasing value. Perhaps it is time to
pause in the hardware phase of C31 development, and to concentrate instead on
the examination of the needs, duties, and capabilitiegs of the human elements

on both the command end and the intelligence end,
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INTRODUCTION

This work is meant to serve as a primer on Soviet doctrine of troop con-
trol. In military affairs doctrine can be defined as prescribing the methods
of use of equipment to meet the objective of engagement in battle. Thus there
exists a strong linkage between technological possibility and the desired
goals of military action. Doctrine, which serves as a guide to action in the
application of weapons systems to military requirements can then also serve
as a predictor of action of some extent.

That doctrinal thinking has preceded actual weapons deployments and force
structure changes in the Soviet military is shown in several cases. Soviet
doctrine of the offensive developed in part by Marshal Sokolovskii, requiring
large numbers of tanks, armored personnel carriers, massive airpower and par—
ticularly tactical nuclear weapons preceded the development of such forces.
Likewise, Admiral Gorshkov wrote of the long-term strategy of the Soviet Naval
Forces and the necessary equipment to carry that strategy out long before the
deployment of comparable ocean-going weapons systems——and even today the Soviet
fleet has some ways to go before it equals the tasks set for it in Gorshkov's

latest work, The Seapower of the State.

Because doctrine has proven to be of some predictive value in Soviet
land and naval practices in these cases, there is reason to believe that it
may hold true for the doctrine of troop control as well. If this is so, then
it would be of some importance to understand how the Soviets view problems
of command and control in a military environment. How do they think the new
"electronic"™ revolution has affected war fighting? What are the goals of

their troop control system and what problems do they see blocking perfection?
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What are the fundamentals of their conception of military cybernetics? What
principles and methods are the basis of their current doctrine of troop con-
trol? How is their system of troop control organized, what are its constitu~
ent elements, and how do they interrelate? What do they see for the future
of control systems and their increased automation?

This primer attempts to survey these questions and their answers in the
words of Soviet military theorists. First, because they say what they mean
better than I could recount it. But second, because it is important to catch
the subtle distinctions in their analysis that a review would miss. My ex~
planatory notes and summaries are primarily meant to tie together the various
sources and maintain a common thread of thought.

The authors of the excerpts used in this paper are among the luminaries
of Soviet military doctrine., General Sokolovskii and Admiral Gorshkov are
the fathers of modern Soviet land and naval doctrine, The other authors are
prominent in the “"Soviet Military Thought" series, a collection of Soviet mili-
tary writings-—including texts used in the training and indoctrination of of-
ficers~~"must reads" for the rising young stars of the officer corps, and an-
thologies of works from tﬁe Soviet military publications such as Red Star.

The authors of these works are generally part of the Soviet military
training/education institutions. They are often retired officers now serving
as professors but younger students have been known to contribute as well. Col.

V. M. Bondarenko {(ret) is a frequent contributor to Communist of the Armed

Forces (a Soviet military publication}, a professor at one of the Soviet mili-
tary universities, and an expert in control doctrine. Gen. Ceol. V. V. Druz-

hinin and Col. Engineer D. 8. Kontorov, authors of Concept, Algorithm, Deci-

sion, alsc possess respected experiences. Druzhinin, whe holds a Phd. in
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Military Science, was Deputy Commander-in-Chief of Scviet Air Defense Forces
(P.v.0. Strany) and served as Deputy Chief of the General Staff of the Soviet
Armed Forces after 1970. Kontorov is a Doctor of Technical Sciences. The
"Forward" to Concept was written by General of the Army S. M. Shtemenko who is
Pirst Deputy Commander-in-Chief of the Joint Armed Forces of the Warsaw Pact
Nations.

The co—authors of The Revolution in Military Affairs, an anthology of

articles published in Moscow in 1973, are "recognized as spokesmen of Soviet
nilitary affairs" as the American editors' commentary notes. Col. N. A. Lomov,
the book's editor, was assigned to teach at the General Staff Academy, an in-
stitution similar to the American Armed Forces National War College. The other

contributors are not as widely known, but the book and Concept, Algorithm, De-

cision are part of the Officers' Library Series, a 17-volume collection
designed to bring officers the latest in the Communist parties' accepted doc-
trine.

Joseph D. Douglass Jr., author of The Soviet Theatre Nuclear offensive,

is one {of only two non-Soviet authors) who has studied the troop control
doctrine of the Soviet Union and published work in an open and available
fashion. I included part of his analysis and adopted a strategy similar to
his own of relying primarily on the Soviet authors themselves to explain

their doctrine, rather than paraphrasing their work and then missing scme of
their intentions.

The other non-Soviet author I used in my research is Charles S. Sheldon

II, the Congressional Research Service's expert on the Soviet space program.
He is also one of the few people to publish anything to do with Soviet hard-

ware related to troop control. After consulting his work to determine if I
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could compare doctrine to deployments in any meaningful way, I decided that
1 could not. Sheldon himself relies on mirror-imaging American practices onto
Soviet equipment because the Soviets do not designate any satellites they send
up as civilian or military. Although our military knows, that type of infor-
mation tends to be classified.

This paper is divided into six subject areas:

* The Revolution in Military Affairs;

Problems and Goals of Troop Control;

Soviet Military Cybernetics and Man-Machine Theory;

The System of Troop Control;

The Process of Automation.

A short commentary to tie these areas together serves as a Conclusion.
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AN INTRODUCTION TO SOVIET TROOP CONTROL DOCTRINE--THE REVOLUTION

IN MILITARY AFFAIRS

Soviet military doctrine recognizes the profound change in conduct of
warfare brought about by new technologies since the introduction of the atomic
bomb. This scientific progress has resulted in a "revolution in military af-

fairs," and demands new styles of war/fighting and organization.

The scientifie technical revolution has determined the
prospects for the development of medern military affairs,
and has posed a large number of prcblems, the solution

of which has raised Soviet military science to a new,
higher level. The complexity of modern military affairs

is generally recognized, the process of its improvement is
continuing, and it would be hard to name any area which did
not depend on the overall development of production, sci-
ence and technology.l

The destructive force and range of nuclear weapons and
the speed of military operations comprise that 'minimum'
of the basic qualitative features which characterize the
new patterns of modern war, 2

Nuclear weapons are characterized by a great destructive
and devastating result as a consequence of the effect of
an entire complex of destructive factors including the
shock wave, radiant energy, penetrating radiation, and
fallout. The use of these weapons has fundamentally al-
tered the nature of combat, the operation, and the entire
war as a whole.?

Historical experience shows that as productive forces
(particularly industrial production), science, and tech-
nology increase, there is also a steady development of
weapons and military equipment in general, which plays
an increased role in warfare. Moreover, the development
of weapons inevitably produces changes in the method of
conducting military operations as well.4

The distinguishing feature of weapon development under cur-
rent conditions is the appearance of gqualitatively new types
of weapons and military equipment and their rapid and mass-
ive introduction into the armed forces. This has led te

a pronounced improvement in the latter's combat capabilities,
a radical break in the organizational forms of armed forces
and methods of conducting military operations on every

scale. Military strategy and the art of war as a whole
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, 5
have undergone a rewvolution.
Now, in addition to nuclear weapons and missiles, still an-
other new and very important military technical factor hag
emerged which undoubtedly will exert a marked influence on
the nature of war. We refer to the use of electronic gear,
in particular, electronic computers and various other types
of equipment, by the armed forces, and other devices for
automatizing and mechanizing control and command over weapons
and troops as a whole.®
The development and introduction of missiles, nuclear weapons,
and electronic equipment have led to fundamental changes in
almost all other weapons. As a result, the relative impor-
tance and strategic purpose of the various branches of the

armed forces and their military employment have so changed
that a wholly new nature is foreordained.?

Scientific-technical progress since World War II has led to a revo-
lution in military affairs, according to Soviet doctrine. This revolution is
the result of the introduction of atomic weapons, migsiles, and the electronic
equipment that guides and controls delivery and detonation of the missile and
weapon to the targeted chjective.

Prior to the introduction of these weapons, military operations primar-
ily took place "in ground theatres, where the results, in the last analysis
determined the outcome of the entire war . . . The availahle means of destruc-
tion C[conventiconal explogives, tanks, airplanes, artillery and infantxyl digd
not make it possible to achieve a rapid change in the relationship of forces
between sides; therefore military operations developed relatively slowly."8
War was a relatively static and drawn out affair when compared with pessible
alternate scenarios of war that might be inferred from the capabilities of
the new weaponry.

To the Soviet military the introduction of the new weaponry changed the
nature and speed of warfare. First, warfare is no longer static; the missile

can leapfrog static defenses opening up the rear lines of defense and logistics




247

to attack. Second, the speed of missiles and the massive destructive ability
of atomic weapons make the rapid conclusion of hostilities with the decisive
victory of one power more possible,

Without precise and reliable means of missile guidance and weapon de-
tonation, however, the ability of the weaponry to achieve military objectives
rapidly would be severely diminished. Electronic devices allow reliability
and precision.

The offensive punch of nuclear missiles, with their electronic guidance
and detonation systems, create a wholly new defensive environment. Troops,
their weapons, and the logistical support structure must be hardened against
the effects of nuclear explosions.

The operational requirements of both defensive and offensive modes of
warfighting are such that rapid effective, redundant means of communication
between the military decision makers and the users of weaponry are absolutely
vital. In the revolution in military affairs "troop control" gains a central

importance.

Under present-day conditions, combat can be carried out on a
global scale, and in all spheres (on land, in the air, and at sea)
with the possibility of an active effect from one sphere on another.
In battle enormous masses of men will participate on both sides,
and these men will be controlled from single centers through a
complex and diverse structure of control bodies.?

Problems and Goals of Troop Contrel

Soviet military theory defines troop control as follows:

By control in the broadest sense one has come to understand
the purposeful effect of the control body on the controlled object.

The essence of troop control consists in providing constant
purposeful leadership by the command and staffs over all the activi-
ties of the subordinate troops.l0
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In each system of troop control, there is the controlling body
{the commander, the staff, or command post), the cbject of control
{the troops with their weapons, the combat complexes, and so forth),
as well as the communications channels between them over which one
receives reports while the other receives signals, commands, and .
orders.ll -

Combat means and their rapid action were to a certain degree
commensurate with the possibilities of man. Contrel of the forces
was achieved by means of previously evolved methods familiar to all,
without the use of complex machines and equipment. Only three de-
cades have elapsed and the former approach is largely outdated. The
immense power of the means of strike, increase in their length of
range, the scope of combat operations and the growth of rapid cpera-
tion of the means of combat to such a degree that it is already
incommensurate with the physical possibilities of man, are forcing
one to take a fresh look at the most important aspects of waging
struggle . .

The volume of information that staffs must process has increased
manyfold since World War II, and the time allowed for decision mak-
ing has decreased manyfold. As a result, the brain capacity of comr
manders and staffs have increased vastly. To meet these require-
ments by simply expanding the administrative apparatus is fundamen-
tally impossible, since this could require an inordinate increase
in the number at headquarters. Organization of efficient operation
within such vast management offices would become a very difficult
task.

The only escape from this incompaiible situation lies in the
extensive application of autcmation, primarily computers.l3

It has been calculated that, during combat action where nuclear

missiles are used, the headquarters of a division will receive more

than three times as much information as the headquarters of equally

large formation received during World War 11,14

The “"global reach” of the superpowers and the increased use of combined
operations (air, land, sea) in the dangercus nuclear environment have changed
the nature of troop controcl. Prior to the revolution in military affairs a
commander could generally be within each reach of his weaponry due to his
physical proximity. The massive number and types of weaponry used today when

combined with military operations that may span the globe do not allow the

commander easy access to his troops.
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The demands on the commander have increased; he must control more troops
and weaponry over a larger area with shorter time to make decisions. Proper
decision-making is even more important than in the past, because the rapid
means of nuclear attack allow the enemy to easily exploit the commander's er—
rors of judgment and deal a decisive blow.
More information, shorter decision times, and wider areas of operation

and heavier prices paid for errors of judgment overwhelm the mental capacities

of man.

The possibilities for carrying out mental types of labor (and troop
control is precisely such a type) are limited by the range of the
sengitivity of human organs of perception, by the capacity of his
memory, by the reaction time, by the speed of the thought process,
and by the quantity and quality of knowledge acquired as a result
of training and expertise in life.

As for brecadening the possibilities of man to perform mental
types of labor, here scientific-technical progress in this area
has begqun to be markedly apparent only in recent years.l5

Computers are man's answer to the less time/more data problem. They can
rapidly assimilate, collate, and categorize information. They can quickly
make calculations that humans might take days to accomplish. Computers help
resolve three contradictions the environment of modern warfare presents:

1} "Proficiency™ vs. "high level of control.” Decisions must he
made quickly and in a nuclear exchange situation almost instantane-
ously but these decisions must be made without error.

2) The expanded scope of commander responsibility across wide geo-
graphic areas increases the possibility that "particular elements
of the control system will fail" but it is vital that hight re-
liability be the systems norm.

3} The big picture necessitates centralized and close control over
subordinate units but local officers need the ability to take their
own initiative,l6

The Soviet military calls it the "problem of the century:" how to achieve

the ". . . complete utilization of the experience and intellect of man and

integral combining of it with the speed of the computer.“l?
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Soviet Military Cybernetics and Man-Machine Theory

To the Soviets, military cybernetics is:

. . . the problem of automation of processes related to the
development of the required data for decision making . . . is
. the basis of military management.l8

. . . commanders and their staffs require a thorough understand-
ing of the methodology, scientific tools and techniques of de-
cision making. 9

A close knowledge of the automated systems workings is a new requirement

for proper commandership.

Automation systems are components of a weapons system.
They should be efficient, reliable, and easy to use. Like
any weapon, they must be mastered completely. It is essential
to know the system and the principles of military application, 0
to become accustomed to them and, if you desire, to love them.

How exactly to integrate the concepts and hardware of military cyberne-
tics is a problem recognized by the Scviet thecrists, as the following mock dis-
cussion points out.

In spite of the fact that the world literature abounds with
publications on automation and new achievements in cybernetics,
delay is perceived in the development of the ideological aspects
of the problem. The trend toward 'total' automation of manage—
ment, which saturates scientific-technical propaganda, is not
always wholeheartedly supported, and sometimes considerable
skepticism is expregsed. The 'automaters' and ‘'intellectual-
ists' have been engaged for a long time in a discussion that
goes scmething as follows:

The former: 'Here you have the cybernetic industry and
its capabilities, so use it. If the capabilities are inade-
quate tell us what you need and we will do it.'

The latter: 'We are ready and want very much to use cy-
bernetics and you are welcome to expand its capabilities. We
place great value on the computer. But tell us how it will
help us to solve management problems and prove that it has the
advantages which you say it has. Otherwise it will be hard
for us to understand how to use it.'

The former: 'Such statement of the problem is unaccept-
able. This is not our field. Take the computers and learn
how to use them; then the advantages will become obvious. Other-
wise let us know what other equipment you need for your problems.'




251

The latter: 'To produce a positive effect the equipment
must possess certain properties. Apparently you don't know
very well what these properties are, because you ask us what
we need. But in order to answer this guestion we must know
what you can do and particularly for what purpose,

The discussion returns to the starting point.

Everyone agrees that automation should heighten and en-
noble man's labor; most people are in favor of delegating some
of their functions to automate, but no cone can yet determine
the limits of their capabilities and benefits. This is the es-
sence of the problem.2l

The preblem of contradiction arises between human creativity and ability

of a computer to rapidly calculate. The Soviets admit that humans fear that
their creative abilities will be superseded by the computers seeming infalli-
bility. How does this contradiction get resolved?

It is very tempting to assume that the truth lies some-
what in between: man does a little, the computer does a little,
there is some intuition, a bit of arithmetic, and then, on the
basis of the actual breakdown of the situation it is possible
to divide the spheres of influence of man and machine and
thereby answer the question, at least for the near future.

In military science such a compromige position iz considered
unjustified and incorrect.?

Marxism-Leninism teaches us that the truth lies not in
conciliation, but rather in the dialectic unity of contradic~
tiong. In the case at hand we are speaking of combining the
capabilities to stimulate dialectic development . . . sober
calculation and creative fantasy . . .23

Automation does not replace and does not supplant crea=,
tivity. Autemation carries to a higher, more general level,

The technical control devices which have heen created
and are being created due to scientific-technical progress, in
turn themselves become one of the driving forces of thig pro-
gress. They serve as the material baze for auvtomating and
mechanizing the control process.25

At the outset we will assume that the 'man—machine' system
is more perfect than 'man' or 'machine' alone,26

In order to achieve effective interaction between man and
computer it is necessary_that man do the thinking and the com-
puter do the computing.zf
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Man thinks faster than he formulates a result, and exchange
of information at the level of intermediate ideas and judgements
is important for joint operations. It may seem paradoxical, but
the infoxmation capacity of human-machine interaction {(and con-
sequently group-machine interaction) will increase faster than
that of man-man interaction, and in a short time the technical
means of interaction will leave the natural communication modes
{especially speech) far behind. When this happens, computers,
equipped with corresponding accessories, will become an effec-
tive means of interaction between peoPle.28

Principles and Methods of Troop Control

s noted earlier the Soviets define troop control as follows:

By control in the broadest sense, one has come to under—
stand the purposeful effect of the control body on the con~
trolled object.

The essence of troop control consists in providing constant

purposeful leadership by the command and staffs over all the
activities of the subordinate troops.Z2%

Two problems present themselves to Soviet military theoreticians in
their attempts to devise a working theory of troop control. The first relates
to organizing combat, gathering information, making decisions, communicating
those decisions to the troops, and then carrying out these decisions in combat.
The second refers toc measures necessary to support combat including political
and morale preparation, rear support, leadership training, and organization of
the services. Gen. Lomov notes:

The [second] group of problems does not determine the es-
sence of the control process, but without fulfilling it, the
functions of organizing control would be limited and incom
plete.30

The central problem then is the former: the gathering of information, analysis
of the situation, and consideration of alternate solutions to the military
problems, the making of decisions by the leadership, communication of deci-

sions to the troops, and the following of those decisions by subordinate

troops in a timely manner.
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Before decisions can be made information must be gathered and analyzed.

The basic¢ demand relating to the work of acquiring situwation
data is the promptness, continuity, and reliability of the
data.3}%

For achieving the greatest completeness, accuracy, and relia-
bility of the received information, it is essential to work for
the coordinated use of all sources of receiving informaetion.
Here the most important information, as a rule, should be re-
ported to the commander and also transmitted to the superior
and subordinate staffs.32

Comnunications systems must be set up and tested well befeore war breaks

out if the control system is to work.

The preparation of communications not only includes secur-
ing the control of the Armed Forces when war breaks cut, but
also control of the country as a whole, and particularly of
its economy.

To do this, one must create in peacetime reliable control
points capable of operating normally during an enemy attack
with weapons of mass destruction and capable of ensuring re—
liable communication between these control points.

The creation of reliable control points involves their
proper locations and equipment and the preparation of dupli- 13
cate facilities provided with modern communication eguipment.

Peacetime and wartime comnunications must be developed on the
principle of systemic continuity.34

Multichannel radio, radic relay, and underground cable lines
should be a basic means of communication in preparing for an
enemy nuclear attack. BAbove ground communication lines passing
through major population centers and can centers must include
underground cable bggasses at these points and alternate com
munication centers.

Important communication centers should be constructed under-
ground and protected from nuclear explosions. These centers
should be distributed in a communications network which will al-
low by—-passing in case any of the centers are put out of com
mission. It is very important to create reserve mobile radio
centers to support needed areas.

Modern warfare is fast paced; correct decisions must be made and car-

ried out quickly. The Soviets demand that control be proficient; commanders
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should:

spend as little as possible time on the control process in
order that the maximum possible time is available to the
trooPs.3

and they demand that a high level of control be maintained; commanders must

"take and carry out the best decisions.“38

Soviet analysts recognize that there is a possible contradiction between
quick decisions and correct decisions. They hope to resolve this contradic-

tion through:

the uce of the most rational methods of control as well as
o . . . 39
broad application of the most recent technical devices . . .

The rational methods of control include rigid adherence to the following

principles of troop control:

Sole responsibility. The principle of sole responsibility
in terms of control must be understood as concentrating the
rights of leadership over subordinate trocps in the hands of
one commander. These rights are given him by state laws which
determine the basic principles for development of the armed
forces and are regulated by the regulations and orders of su-
perior chiefs.40

Sole responsibility in the Soviet Army is based upon the high
political awareness of each superior who in his activities fol-
lows the decisions of the CPSU, as well as upon the moneolithic
political and moral unity of all personnel. The principle of
sole responsibility presupposes not only the sole taking of
decisions by the commander, but also his complete personal re—
sponsibility for the taken decision, for controlling subordi-
nate troops, and for successful execution of their missions.4l

Collectivism. Under modern conditions, due to the signifi-
cant increase in the range of tasks related to troop control,
the complexity of the entire control process and the sharp rise
in responsibility, particularly for using nuclear weapons, it
is beyond the capacity of a single person to control troops in
combat, let alone major operations on a strategic scale. For
this reason the principle of collectivism in control is assuming
ever greater significance. This is manifested in the fact that
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the settling of the most important and crucial questions, par-
ticularly in the tactical and strategic elements, igs done not
by a single person but rather a group of responsible persons.
Moresover, in the process of working out the decision, as in the
process of troop control as a whole, the commander receives
great help from his staff. However, the principle of collec-
tivism in decision taking is not contradictory to the principle
of sole responsibility. The taking of the final decision as
well as the right of sole leadership and responsibility remain
for the commander.4?

Centralism. The superior level must unify the efforts of
all subordinate forces and means, and coordinate and direct
their actions for achieving the overall goal of the battle. Here
only the senior commander is given the right to alter the methods
and directions of the subordinates' actions in the course of
their execution of the mission.43

Rigid centralization is particularly advisable on the question
of using nuclear weapons and other powerful means of destruction,
since here their most effective and efficient use is achieved.
Moreover, centralization in the use of these means makes it
possible to better coordinate the actions of all the forces and
means on the spot and in terms of time. . .44

Independence and initiative. The increaged fire and strike
power of units and formations, and consequently, their inde—
pendence in carrying cut the set missions, the wide use of opera-
tions along axes, and the great dynamism and unevenness in the
development of combat and the operation require a closer com
bination of centralized control with the providing of greater
independence to subordinates and the manifesting of greater
initiative and creativity by them in choosing the methods of
actions. This is all the more essential due to the fact that in
Jine with the rapid and frequent change in the situation, a
prompt response to a change in it by the genior chiefs becomes
more and more difficult.4

The encouraging of independence and initiative is also advisable
due to the fact that excessive supervision of subordinates, as a
rule, develops passivity in their actions and, equally dangerous,
undermines their confidence in themselves. Moreover, with such
a situation, any basis is lost to demand complete responsibility
from them for carrying out the mission.46

Ability to foresee. An ability to foresee changes in the
situation and the probable course of combat is inherent only to
a person who possesses a dialectical method of thinking . . .

. . . the ability to foresee is inherent only to a well-rounded
and experienced officer who possesses a broad strategic and
tactical viewpoint. 7
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Constant knowledge of the situation. . . . foresight is
based primarily upon constraint knowledge of the situation.

Profound and complete knowledge of the situation is the
sacred duty of the commander and his staff, and for this reason
is one of the most important principles of troop control.48

Firmness of control. Taking a beold decision and carrying
it out steadfastly.??

Flexibility of control. . . . in working constantly to carry
out the taken decision, the commander at the same time should re—
spond to all changeg in the situation, consider them and in accord
with this adjust the decision on missions for the troops, and if 50
need be, fundamentally alter the plan of combat or the operation.

Continuity of control. . . . constant leadership by the comr
mander over the actions of his subordinates and his influence on
the course of combat.51

. the necessity of observing the principle of continuity of
control places increased demands upon the subordinates as well.
First of all they must show constant concern for maintaining con-
tact with superior chief, and 'seek contact' with him; if for
some reason it should be lost. Morecover, each commander should
be constantly up on the overall situation, and know and thorough-
ly understand the overall intention of the superior chief. This
will not only give him the opportunity to show reasonable initia-
tive within the overall intention, but will also make it posasible
in the event that the command post of the superior level is
knocked out to assume leadership of all the troops and carry out
the overall mission.52

Concealment of plans. The arming of the opposing sides with
such powerful means of destruction as nuclear weapons makes the
possibility of thwarting the enemies intentions completely realis-
tic. For this purpose, each of the sides will endeavor by all
ways and means to discover the essence of the enemy'’s maneuvex.

In this regard, in modern combat and operations, the role of sur-
prise in actions rose significantly. Surprise can be achieved
only by the strictest concealment of the measures being pre-
pared . 53

High proficiency. Prompt response to all changes in the si-
tuation, that is, the prompt taking of decisions and the assign-
ing of missions to the troops.

. - . . .3
. . . high proficiency in work has nothing to do with hurryirg.

The above principles are intended as general guides for commanders and

their subordinates. They are not rigidly pricoritized laws, but flexible
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guidelines for action adaptable to the entire variety of warfare situations.
The overriding aim is the objective of the battle, as the principle of con~

tinuity of control suggests, and all control ought to further that end. At

most times this calls for rigid centralization of control, but the independence

and initiative allows the local commander latitude in the carrying out of his

assigned tasks proportionate to the inability of his superiors to precisely
direct his forces.

Although a numbexr of contradictions between principles are recogni zed
by Soviet doctrine—-for example, between firmness and flexibility, or inde-

pendence and initiative and centralization--Soviet control thought creates the

union of opposites. Thexe is a clear example of the use of dialectic reason-
ing in Soviet military doctrine. The thesis--"creativity" and antithesig--
"organization" combines to form the synthesis—-a Soviet troop doctrine of
troop control, which through the historical material improvement of electron-
ics, is capable of meeting the necessities ¢f both speed and accuracy in every

rhase of the control process.

As we can see, the significance of cbserving the above-
indicated basic principles in troop contrel has greatly in-
creased under modern conditions. At the same time, their ob-
servance requires creativity and precise organization in the
work of the commander and hisg subordinate control bodies con-—
sidering the new conditions for conducting combat and the spe-
cifically existing situation,

These high demands, in turn, necessitate further improvement
in the organizational structure of the control bodies, the equip-
ping of them with more advanced technical devices, as well as
an improvement in the work methods of commanders and staffs.

The System of Troop Control

As stated above, to the Soviets the essence of troop control is the re-

lations between the coordinating and subordinate units. Thus, three areas of
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importance suggest themselves: the commander and his responsibilities, the
subordinate units and their ability to obtain the objectives of battle, and
the electronic equipment that ties the two together in intelligence gathering
and analysis, and communications.

The commander. Many of the requirements of a good commander have only

indirect relation to the specifics of troop control. Pelitical training, the
ability to keep morale high, courage and boldness all play a role in increas-
ing the ability to control troops. But as stated in the last section, although
these are important, they do not constitute the essence of control. Soviet
writings on military psychology and leadership would be better sources on this
subject than those on troop control. It must be noted, however, that as in

any army, leadership skills are a part of the control process of the Soviet
military.

The commanding officer is the most central part of the control system.

The activities of a leader are comprised of two inse—
parably interrelated aspects. The first is the preparing of -
people to carry out definite tasks, as well as their daily
training and indoctrination. The second is the control of
people and the uniting of efforts of the entire collective
on carrying out the set task. Decision-taking by the leader
is the basis of these activities. The elaboration and taking
of a decision on the basis of which the activities of both
the leader as well as the entire collective are carried out is
the most important element of leadership.

The quality and level of leadership are determined by the
end results of the practical activities of the led collective.
Practice is not only the criterion of the truthfulness and cor-
rectness of various views or theoretical concepts but also an
indicator of the leadership level. For this reason, the
nature of leadership can be judged only from the results
achieved in the process of practical activities.

However in and of itself the success of practical activi-
ties still does not provide a right to judge the degree of
leadership qualifications. Here it is also essential to es-
tablish at what price the success was achieved. The party
condemns those leaders who endeavor to fulfill a plan at any
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price. The same thing is true in combat and military activi-
ties, The achieving of victory in one or another combat still
does not describe the leadership level. There is the well-
known expressicn "Pyrrhic victory," that is, a victory which

is achieved at the price of unjustified losses. Such a victory
does not show a high level of military leadership or its sci-
entificness.

Scientific leadership should provide the fullest utiliza-
tion of the existing capabilities, and an achieving of maximum
results from the practical activities with the least expenditure
of forces and means. V. I. Lenin pointed out that in the lead-
ership of social processes it is essential to work for 'a
conscious choice of the means, procedures, and methods of com
batable with the least expenditure of forces, to provide the
greatest and most lasting results.'%6

The commander is solely responsible for his decisions, as stated in the

previous section of this paper, Principles and Methods of Troop Control. He
is expected to calmly review the hattle situation in terms of his dialectic

methodology and then to "take" the "scientifically" correct decision.

« .+ . profound knowledge of Marxist-Leninist dialectics, as the
logic and theory of cognition, should lie at the basis of the
commander's work method in decision taking.37

On the basis of a thorough study of the situation data,
the commander takes a decision, that is, works out a definite
plan of combat under specific decisions.>8

In order to make correct decisions in a timely manner, the commander
relies on electronic equipment to order information, make it comprehensible,

so that his decision time can be reliably decreased.

Deciding to engage in combat is a commander's most impor-
tant function., This work cannot be reduced to a simple think-
ing process, to considering the variants and to selecting the
best one. Ewen a machine can handle these operations. The
commander's decision is a social, emoticnal, and volitional act
of enormous importance.59

The automated control system will serve him [the commanderl only
as a means to select the best of all possible alternative deci-
siong, but it always remaing for the human being to make the

decision and sanction it with social ideals and goals.®9
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Electronic equipment. Certainly wireless communications, radar, the use

of satellites for reconnaissance, navigation, and comnunicaticon, infrared and
other imaging techniques, and a whole variety of other new technologies have
revolutionized warfare and have brought new types and velumes of information
into the control process. None of these is more important than the computer
though, because only it can arrange this information explosion in an ordered
manner guickly enough to allow decisions to be made in the short time frames
necessitated by modern war., With the volume of information to be processed,
man becomes a bottleneck in the decision-making process. The computer can over-
come this bottleneck. The computer frees the commander from the tedious math-
ematical tasks of planning and operations: dJetermining logistical needs, force
ratios, and other calculations. This was pointed out in the section, Problems

and Goals of Troop Contrel.

The computer serves three functions in the control process, acting as
"consultant," "assistant," and "comrade-in-armg" to the commanding officer.

1} The consultant. In the consultant function, the computer is primarily

a Data Retrieval System (DRS), constantly updated to give the commander the
latest information on enemy and allied troop strength, geography and trans-
portation infrastyucture, location of units, availahility of air power, ammuni-
tion stocks and the thousands of other facts relevant to war fighting. The
consultant is a vital component of the commander's perscnal staff in Soviet

troop control doctrine.

It is essential that the commander personally (and not through
delegated persons) use his own DRS, change programs and monitor
the informational completeness of his consultant, treating it
as a personal weapon, as a means of expanding his own memory
and sensory organs. Only in this case can it be effective.
Other key personnel may have their own small DRS of the same
design, but with professionally oriented information.61
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DRS systems should have their information constantly updated through in-

teraction with other DRS.

DRS, like people, should interact with themselves and with
people in order to understand each other and continually renew
their information resources.®?Z

Finally, the consultant is part of an information system that parallels

the human hierarchical chain-of-command, and is really only useful in so far

as it is as a complete system linking together the various sources of informa-

tion.

A considerable advantage of the electronic consultant is the
fact that it can be entrusted without danger to random thoughts,
instantaneous ideas and considerations that appear promisging;
it does not distort or forget them, does not gonfuse the ad-
dress and stores them until they can be developed, used or
discarded. The consultative function of the automated complex
should embrace all aspects of activity. When we speak of an
automated complex we do not simply mean the DRS alone. We
are talking about the entire set of automated systems that
support military organizations. If only the commander has a
DRS thexe is little to be gained: an isclated igland of auto-
mation is nothing more than an exotic entourage in the complex
technical equipment of an army.

The strength of automation lies in the camplex, the systems
approach, and in interaction and motual information.

2) The assistant. Whereas in its consultant function the computer pro—

vides the commander with relevant infermation in the assistant function the

computer helps to perform the tasks of decisicon preparation and decision-making

by subjecting the information to predetermined analytic methodology. The as-

sistant's functiong are more gpecialized than the consultant's, with each as—

sistant assigned to a staff function, and programmed with specific algorithmic

software.

In order to help the commander and his staff in the performance
of these functions, it is necessary to develop a computer sec-
tion and means of interaction between the automated complex and
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corresponding control links. Then the electronic assistant
will be capable of independently working out proposals and
justifying them. The decision to adopt or not to adopt these
proposals is the responsibility of the commander or other key
personnel. Proposals may pertain primarily to information de-
cisions. Control of the parameters of the information decision
preparation program {input of weight coefficients for various
sources of information, limitations, etc.} is the responsibil-
ity of the operator, but all data processing and evaluation of
the reliability of decision alternatives are entrusted to the
electronic assistant.

The programs and data of the 'assistant' to a greater ex-
tent than of the 'consultant,' are individualized and special-
ized in accordance with the personal features of key personnel,
character of the groups, and general arrangements made within a
given group. The ‘assistant' requires more continuous combat
evaluation supplementing of programs, revision of cld data, and
continuous direct interaction. Cooperation between people and
machines, just as between people at headguarters is essential.

The intended result of the computerization of the decision-making pro-
cess is to have all those tasks that can be regularized and systematized re—
duced to mathematic calculations done by computer. This frees the human com-
mander from the tedious and time-consuming and enables him to spend more time

on creative thought.

The development of automation is aimed at the reassignment
of information, computation and evaluation problems to computers.
Tf an electronic assistant is available, the commander and the
operators may direct almost all of their efforts into the crea-
tive channel since they have all the necessary data for this
purpose and are not distracted by secondary problems.66

3) Comrade-in-arms. In this case the computer is used as a teaching~

learning device. The use of the computer as comrade-in-arms is not very well
developed at this stage according to Soviet writing on the subject but it is

hoped that this function will be better developed.

With high information communication channels, the elec-
tronic comrade-in-arms may service {at least through the com-
puter channel) lower—level organizations. Therefore, the auto-
mated complex as a whole expands its comrade-in-arms functions
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to all organizations, in spite of the fact that the technical
equipment of the lower—-level control links may remain at a
lower level for a long period of time. It is difficult to
predict the future competence of the electronic comrade-in-
arms and how great an influence it will have. It is clear,
however, that a workable decision is always ensured, and that
the creative energies of the commander and his staff will be
liberated to the maximum extent from technological functions.
Teaching and self-teaching of the comrade-in-arms, "expansion
of its thesaurus and programs will be accompanied by a general
improvement of means of automation and develcpment of group
intellect,*67

Subordinate units (the troops). The new technologies are changing the

nature of soldiery, placing new demands on the troops and creating a new class

of soldier. As the principle of initiative and independence in the last sec-

tion suggests, the troops must be made aware of the final objective of battle
and the overall plan of action in case communication is cut off. This demands

a high degqree of training and indoctrination.

Since a surprise attack is considered to be the most
probable method for commencing military operations by the
aggressor, consequently, the time for carrying cut control
measures (the time for readying the troops for combat) will
be greatly limited.

From this follows the indisputable conclusion that for
the troops which are destined for combat immediately after
the enemy attack, all control measures should be prepared ahead
of time. TUnder this condition troop control with the onset of
combat can be successfully carried out with brief signals. In
the event of a break in communications with the superior chief,
the subordinate commanders can begin to carry vut the mission
upon their own initiatiwve, since they will be informed as to
the overall purpose of the battle or operation.68

New types of soldiers are also developing from the revolution in military

technology.

The first group includes those who service automatic and
autcmated control systems, engage in setting them up, monitor
the precise operation of the equipment, carry cut periodic
servicing and repair work, eliminate malfunctions, and take
care of unexpected emergencies. These are the engineering-
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technical and service-repair personnel. They are, so to speak,
outside the framework of the automatic or automated control
system and do not participate directly in its functioning.

of course, this does not diminish the significance of the work
of those people; it is very important and directly ensures the
combat readiness of our modern Armed Forces.

Service personnel also perform intrasystem functions in
automated control systems. In this case, the individual par-
ticipates directly in the work of the control system as its
leading element. Intrasystem functions are expressed in par-
ticular in operator labor, which is bececming increasingly common
and encompasses all categories of fighting men. This type of
military work is very demanding and sometimes requires maximum
mobilization of a person's physical and mental capacities.

The most important element of any type of [Ccontrol system]
is the commander. The appearance and development of automated
troop control systems have increased rathex than diminished the
commander's role on the field of battle because the troop com-
bat capabilities which the commander may use in battle have in-
creased enormously. This has made control of battle more com—
plex, and the commander has received an effective new means of

control to optimize this process--the {automated control system].69

Scientific and technical progress in the control procegs is changing

the background and make-up of Soviet military persconnel.

Up to 45 percent of the officer positions in the Armed Forces
today are filled by engineers and technicians. Our military
educational institutions may take pride in the fact that they
were the first in the countrg to train specialists in computer
technology and p:ogrammers.7

The Process of Automation

To the Soviets, military cybernetics—-the use of computers in the con-
trol systems--has evolved considerably since its introduction to the Soviet
armed Forces in the 1950's. Joseph Douglassz, one of the few Amarican analysts
who has worked on this subject and has published nonclassified materials,
osutlined three phases of automation in the control process. The first appli-
cations were the guidance systems of the early ballistic missiles, autopilots,
and radar directed air defense missiles., The next was the use of computers

to target and coordinate nuclear missile attacks. Douglass sees a third stage
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emerging today with computers used as:

. « «» an adjunct to normal staff work in organizing combat
and planning logistics supply.’l

Soviet theorists conceive of the automation Process as a continuum-with
the functions of warfare previously the direct responsibility of man taken
over by machinery--leaving man indirectly in control through the control sys-
tem. If there is no mechanization of the control process, that is said te
be "manuval." Some mechanization makes the process "mechanized." If the con-
trol process can occur "without the direct involvement of man," it is "auto-
mated.,” When it is fully automated and all aspects of the control process ex—
cept decision-making can occur without direct human intervention, the system
is said to be "automatic."72 But, the automatic control system does not dis-

miss the commander of responsibility in Soviet troop control doctrine.

Therefore, autcmated systems of control ovex troop combat
actions are not meant Ffor fully automatic—-that is independent
of the human heing--control of troop combat actions. No one
has posed and no one is posing such a task for full automation
of troop control. ’3

Soviet theorists see two stages of automation--"partial" followed by "full"

automation:

Partial automation 'covered control of small military units
only, most often detached weapons units of small complexes 74
such as, for example, an anti~aircraft missile batallion . , .°

Full automation . . . a process which encompasses the entire
system of troop control or a broad area of it.75

The possibility of automation in any given area of the control system
(or component "arm" of the Armed Forces) is seen to depend on these factors:
the capacity of technology to meet the particular military control need, and

the predisposition of a particular area of military affairs to the automation
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of contrel [it's easier to automate migsile forces and air defensel.

Conditions for automation of control arxe more complex in the
ground forces. Human problems are the third category of

factors:

. . . it cannot be forgotten that troop control does not amount
to simply controlling weapons systems. At all levels it is al-
ways the control of men and military collectives.

. 76
The human factor has been and remains the bagic factor in war.

The Soviets see the automation process as part of a dialectic progres-
sion.

The technical control devices which have been created and
are being created due to scientific-technical progress, in turn
themselves become one of the driving forces of this progress.
They serve as the material base for auvtomating amd mechanizing
the control process.?’
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CONCLUSION

The Soviet doctrine of troép control touches nearly every phase of mili-
tary activity and aspect of military science and art. This primer should
have served to ocutline for the reader the basic considerations that constrain
and/cr enhance the use of control systems in modern warfare. Many phases and
aspects related to control could not be covered in detail without significant-
ly lengthening the paper and broadening its scope (i.e., the training and in-
doctrinate phases and the leadership aspect}.

Soviet troop control doctrine is not a single line of thought; it is
rather a collection of concepts which describe the nature of scientific-
technical progress and their impact on war fighting--the "revolution in mili-
tary affairs;" basic theoretical needs of and obstacles to troop control; the
role of computers in decision-making; practical methods and principles of
contrel; the relations between coordinating commanding bodies and their sub-
¢rdinate units, and the evolution of automation in the control system,

There is no strictly ordered doctrine but the collection of ideas
that describe, order, and pre&cribe the state of warfare in the modern age
are flexible enough to meet the situations that Soviet military commanders
face.

Today in troop control doctrine there is no “father figure" theorist to
pull the series of related concepts together in a single, comprehensive the-
ory as Sokolovskii and Gorshkov have done for Soviet land and naval warfare
doctrine,

This is perhaps because of the complexity of the control process, the
as yet uncertain final effects of computers, satellites, and other modern

technologies on that process, and the intimate interrelation of the control
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process and all other facets of military activity. It has only been in the
last few years that the American defense community has paid great attention
to €3I, establishing as assistant secretary of defense for C3I, for example.
The Soviets are probably undergoing a similar education process. If the class-
ified data on Soviet C3I systems were made public, I waould be hetter aware
of just how far along on the learning curve they are.

One thing is certain; Soviet military doctrine embraces the use of
modern technical means wholeheartedly. In the past we have seen them in the
area of weapons deployment attempts to adapt the latest technoldgy to weapons
as quickly as they possibly can. The nature of their command econcmy ensures
that they are not significantly behind the West in state—-of-the~art sophisti-
cation and may in some cases be ahead of their Western counterparts. The
emergence of a theoretical work that ties the series of concepts (mentioned
above) together--and ar author cf the stature of Gorshkov or Sckolovskii--will
be a sure warning that the Soviet military has decided on a course of control
system deployments and have, at least, theoretically resolved the true effect

of the new electronic environment on war fighting,
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SUMMARY OF FINDINGS

The aim of this paper is to assess Exxon's ability to respond to two
of the threats faced by international oil companies today: a sudden, major
cutback of o0il freom Saudi Arabia and military action in the Persian Gulf.
Exxon was chosen because it has one of the most sophisticated oil management
capabilities in the industry as well as a unique data processing system for
supply planning and tanker fleet scheduling. 1In order to understand how
Exxon might respond to a future crisis, this paper examines the company's
experience during the 1973 Arab o1l embargo and the period following the
storming of the mosque in Mecca in the Fall of 1979. Most of the analysis
is based on interviews conducted at Exxon prior to the war between Irag and
Iran. However, it offers insights into how Exxon is now responding to the
shutdown of cil production in those two countries and to the threat to
shipping in the Persian Gulf.

Three conclusions are drawn in this study. First, in the operations
area Exxon is able to adjust quickly to unexpected production cutbacks with
existing procedures. However, it is vulnerable to shortages caused by
tankers being unable to unload at major refineries. Second, while the
Transportation Operations Division (TOD) can communicate with Exxon's
tankers during a crisis, it has difficulty obtaining the tactical information
necessary to make command decisions. In part, this is due to the way
information is organized within the company, and in part to the problem of
obtaining precise information from government officials. Third, while the
company can expect increased government intervention in the event of a
supply sheortage more serious than previous ones, the lack of oil more than

the intervention itself will constrain the company's ability to allocate

the remaining supplies.
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INTRODUCTION

In 1973, Aramco (The Arabian American 0il Company) was owned by
four major oil companies and the Saudi Arabian government. Exxon, Socal,
and Texaco each held 22.5 percent of the shares of the company, Mobil 7.5
percent, and the Saudi Arabian government 25 percent. The companies had
submitted to Saudi pressure in 1972 by selling it shares, and had agreed
that the government would increase its percentage to 51 percent by 1982.
However, in reality the Saudi govérnment had physical control of the oil.

Prior to the Arab oil embargo, the Exxon system was crude short. Both
the Saudi Arabian and Venezuelan governments had recently taken control of
crude production levels which accounted for two~thirds of Exxon's supplies.
After discussions at Exxon about how this constrained company decision-
making, the general opinion was that the existing operating procedures for
supply planning and allocation were adequate to meet any foreseeable contin-
gency. The 1973 embargo tested this assumption and proved it was basically
correct.

Today, faith continues in Exxon's ability to allocate oil within its
system and to command and égntrol the tanker fleet in times of crisis.
after spending a day at Exxon, I was reasonably convinced that this faith
is well founded. However, with my elementary understanding of Exxon's
operating procedures, I would like to examine their ability to respond to
crises because I was told by executives during my visit: "We don't spend
much time wondering, 'What if?' because too many 'What ifs’ can occur. We
do recognize the many variables and try to remain as flexible as possible
+o deal with them." fTo the extent that this analysis identifies operational

problems of the oil business, I hope it furthers the understanding of
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command, control and communications as they apply to a multinational

enterprise.

ARAMCO'S INITIAL RESPONSE TO THE ARAB OIL EMBARGO

The Arab oil embargo began on October 18, 1973 when Radio Riyvadh
announced an immediate 10 percent reduction in Saudi Arabian oil production.
An Aramco employee called up Frank Jungers, Aramco's chairman, and told
him the news. Without asking for further details and without contacting
the Aramco partners, Jungers ordered the wellheads shut in to accommodate
the reduction. He later said, "The important thing was to give the imme-
diate image of being with the government, not trying to fight it.“l

Four days later, a local bureaucrat informed the Aramco controller
that a meeting was scheduled that afterncon at the 0il Ministry.2 From
that meeting until the end of the crisis, the Saudi government made the
decisions regarding the allocation of Armaco's oil. One Exxon executive
has suggested that Aramco officials avoided direct contact with the govern-
ment for four days in order to retain as much operating flexibility as
possible. However, the lack of precise information delayed some of the
operational and tactical decisions which Aramco and the partners had to
make.

The way the partners decided upon the level of Aramco's production was
historically a matter of dispute. An arrangement had been worked out
whereby partners could "over-lift" the oil not wanted by the others. But as
a result of the production cutback, the partners started to demand their
full shares of o0il under the Aramco agreement. At first they argued over
who could deliver the 0il to the unembargoed countries. This disagreement

caused minor delays in the allocation of Saudi crude. However, it was the
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addition of country-specific embargoes to the cutbacks which complicated
the distribution of crude and created the real organizational problems
during the embargo.

For one week following the first announcement, there was confusion at
Aramco's offices in Dhahran. Until that time, Aramco had paid little
attention to where its shareholders delivered the oil. But, this information
became critical in determining how much each partner would be allowed to
ship to each country. Clerks in Dhahran searched through thousands of
billings, tracking down the companies' previous deliveries to 68 countries.
From the billings, Aramco worked out new monthly quotas for each partner,

. - 3
country-by-country, and in effect administered the cutback.

EXXON'S RELATIONSHIP WITH ARAMCO TODAY

While Exxon relies on Aramco's facilities for producing and loading
crude from Saudi Arabia, Exxon executives concede that in terms of opera-
tions the Saudi government has complete control of Aramce. In spite of a
close relationship between Exxon and Aramco, the integration between the two
at the operations level has needed improvement. Aramco is now in the
process of being connected with Exxon's computerized supply scheduling
system (the LOGICS system) which will facilitate the processing of Exxon's
changes in crude oil and tanker movements from Saudi Arabia. This promises
to help solve the scheduling problems which could arise during another
supply crisis. During the 1973 embargo, Exxon executives claim that they
were able to process the changes in oil movements created by the selective
embargoes with the LOGICS system. The Aramco clerks in Dhahran, lacking

the same data management system, had a more difficult time. An examination




281

of how Exxon schedules and monitors the movement of o0il will show why Exxon's

supply scheduling system worked smoothly during the crisis,

SUPPLY PLANNING AT EXXON

Exxon has six regional affiliates (Essc East, Esso Europe, Esso Middle
East, Essc Inter America, Exxon USA and Imperial Oil in Canada) which are
divided along functional lines of production, refining and marketing.
Worldwide supply plans are formulated through an interaction between Exxon
International (EIC) and Exxon's affiliates. EIC presents the refining and
marketing affiliates with its preliminary determination of the availability
and prices of crude oil and petroleum products. Each affiliate puts together
its own estimates of sales and demand for each country which are then
assembled on a regional basis and sent to EIC. At the same time, the
affiliates who are producers send their estimates of available crude to EIC
which in turn gives them preliminary estimates of projected demand within
the system.

Once EIC determines how much oil is available and what the demands of
the refining and marketing affiliates are, it draws up a worldwide supply
rlan. Formerly, EIC made these plans on a six-month basis. Currently,
they are done every three months because of rapidly changing world condi-
tions. This plan is discussed among the supply managers of the regional
affiliates during meetings in New York. Wwhen a final plan is agreed on, it
serves as a basis for the monthly operations supply plan.

Twenty days before each month, the affiliates send estimates of their
demands or supplies for the upcoming month (which have been agreed to in

the worldwide plan} to the Supply and Transportation Department (S&T).
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They are sorted out by S&T which matches crude types with refinery needs
and shipment sizes with tankers. Ten days before the month a preliminary
scheduling plan is sent back to the affiliates who then advise S&T of any
desired changes. By the first of the month a scheduling plan is finalized
which serves as the base plan for the month.

This operations supply plan is formulated and executed with the help
of an oil Vessei data management system called LOGICS. The needs of the
regional affiliates are entered into the LOGICS system as specified for
arrival at a given port within a certain date range. The Supply Divisien,
a part of SaT, looks at the needs and enters on the system the volumes of
crude they expect to be able to supply. The regions check their data
terminals to see how their requests will be satisfied and make adjustments.

At about the same time, the Transportation Operations Division (TOD).
also a part of- S&T, examines the data to determine the assignment of
vessels to move the oil. When decisions on oil allocation have been made,
vessels are matched with specific crude needs. Once the Supply Division
has confirmed supplies, unilateral changes by the TOD are not permitted.
IOGICS automatically notifies the Supply Division whenever a loading date
needs to be changed, for example if for some reason a vessel is delayed.
The LOGICS system retains the data on the prior schedule until a change is
accepted by the Supply Division.

Within the LOGICS system is a Vessel Control sub-system which monitors
and continually revises the itineraries of the Exxon-controlled fleet of
137 vessels. Once the TOD has decided which vessel will be used to move a
shipment of crude, the name of the vessel is typed into the system. Seconds
later, the itinerary of the vessel is displayed on the screen. The sub-

system plots the voyage, considering 1load ports, discharge ports, vessel
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speeds, canals and the vessel's route. It takes into account when the
crude supplies are available, when they need to be delivered, and then
pPlots the return voyage of the vessel to the next assigned area so that
the TOD will know when it is next available. Once the voyage has been
created the sub-system will replot the itinerary and adjust subsequent

voyages if any change oceurs. !

EXXON'S RESPONSE TO A PRODUCTION CUTBACK

A sharp production cutback in Saudi Arabia, for example, is not an
immediate shock to the Exxon system. There is normally a 30-40 day period
from the time a tanker loads c¢crude oil at the port of Ras Tanura to the

time it arrives at a refinery in Europe or the Mexican Gulf. Therefore,

Exxon's refining and marketing affiliates de not immediately experience
the cutback and have time to adjust.

As soon as the news of a cutback reaches S&T, the TOD instructs the
vessels at the loading facilities to continue loading and the vessels
heading toward the facilities to slow down. Meanwhile, estimates of the
shortage are sent by the éupply Division to the affiliates so that they
can begin gearing down their operations. The affiliates know, based on
experience, approximately how much a cutback will impact on them and the
Exxon system.

I1f a refinery is set up to process one of the several types of Arabian

crude, the Cargo Department will buy on the open market or swap the partic-

ular crude with another company. If it is not available, the refineries
know before they experience the cutback to conserve their existing supplies
and to spread them evenly over the shortage period. There is a great deal

of common sense involved in this adjustment process,
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Just as the refineries have a grace period, EIC has time to determine
what actions to take. For the time being, the affiliates operate as closely
as possible to the existing monthly plan. Those vessels already en route
continue as planned. Meanwhile, EIC has the opportunity to assess the
severity and duration of the cutback, communicate with the affiliates, and
work out a new supply plan. Once this new plan is finalized, the affiliates
and S&T work out a new scheduling and transportation plan.

LOGICS has improved Exxon's ability to respond to a sharp cutback.
Since 1973, two additional affiliates, Esso East and Esso Inter America,
have been tied into the system. As mentioned, Aramco is in the process of
being connected. This gives S&T increased ability to process scheduling
changes, and makes i£ more unlikely that this area would become a bottle-

neck following a production cutback.

EXXON'S IMMEDIATE SUPPLY PROBLEM

While S&T has time to respond to a production cutback, there is a
supply shortage which requires immediate action. In the event a docking
facility of a major refinery suffers damage and supertankers are unable to
unload, the refinery may be forced to rapidly cut production. This is
particularly true if the Exxon system is crude-short and the refinery is
operating with limited reserves. The refinery at Aruba experienced this
problem and caused a minor crisis.

Depending on the season and the reserves at hand, the inability of a
supertanker to offload can have an immediate impact on a major refinery and
consequently an entire region. While this situation is normally short-

lived, Exxon can do little more than repair the damage quickly. For example,




285

even if the oil could be offloaded onto smaller tankers and brought to
other refineries in the region, those refineries may not be able to handle
that particular type of crude. Or markets may nof exist near the refineries
for the products which are made from that crude. Thus, if the docking
facilities at a major refinery are out of service for a period of time,
Exxon will experience greater stress than it will from a production cutback
of a similar duration because the loss of supply is localized in the region.
And unlike a preoduction loss, the shortage cannot be allocated rapidly

throughout the entire system.

MILITARY ACTION IN THE PERSIAN GULF

In the course of normal operations, the TOD maintains regular contact
with its ships via telex and receives routine messages of vessel positions
which are fed into the Vessel Control sub-system. Satellite communications
equipment is being installed on all vessels coming in for their biannual
overhaul. However, the TOD does not believe it is necessary for the entire
fleet to have this equipment for command and control purposes.

In the event of a crisis, it is standard procedure for the TOD to
send a telex to the vessels of the fleet putting them on alert and informing
them of the situation. While on alert, the masters proceed with caution
pending further instructions, and have the authority to override prior
instructions from the TOD if they feel it is necessary. Thus, the masters
are authorized to make tactical decisions while on alert until the TOD
instructs them what actions the fleet should take.

During the communications blackout in Saudi Arabia which followed the

storming of the mosque in Mecca in the Fall of 1979, the TOD was able to
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communicate with the masters of vessels at the loading facilities at Ras
Tanura via satellite. The masters, in turn, spoke by radio with Exxon's
shipping agent and Aramco personnel to learn what they could about what was
happening on shore. Since there was no sign of hostilities, loading
activities did not stop. However, the masters kept close watch of the
shore with binoculars and were told to set sail at whatever point they
felt the safety of their ships was in danger.

Following the blackout, the TOD became concerned about maintaining
communications with its fleet during another crisis. It examined nine
alternative telex routes to the Gulf in case normal communications channels
+o Bahrain were blacked out, and from these chose three. With these tests,
the TOD believed the communications capability with its ships in the Gulf
was adeguate in the event of another crisis.

After President Carter declared his intention to blockade Iran on
May 11, 1980, the TOD prepared a plan for its tankers in the event
hostilities broke out in the Persian Gulf. First, tankers approaching the
Gulf were to proceed to ports which the TOD selected where supplies and
bunker fuel would be available in the event of a long period of conflict.
Second, all vessels were to be put on alert according to normal procedures
and masters of wvessels in the Gulf were to take immediate actions to
ensure their vessels' safety. These basic emergency procedures were
backed up with the communications plan.

While the TOD was satisfied with its preparations for a May 11 blockade,
one problem remained. During the communications blackout, the TOD was
delayed in issuing commands to the fleet because obtaining the information -
necessary to make tactical decisions proved to be difficult. As a result,

even though the TOD was able to communicate with the fleet, tactical
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instructions were not issued for a number of days. This difficulty in
obtaining the information necessary to make operational decisions is

experienced by other departments within Exxon as well.

" POLITICAL INTELLIGENCE

At Exxon, the affiliates collect most of the company's political
intelligence and are considered the best sources of this information
because of their close contact with governments and customers. There is
no staff in EIC which tries to analyze the political situation on a country-
by~country basis. So, EIC relies to a significant extent on the public
affairs department, which in turn relies on the affiliate in each country.

The public affairs department is involved with long-range political
assessments as well as with the day-to-day information obtained by the
affiliates. It performs in-depth studies of countries which are Exxon's
major sources of supplies, countries in which large investments are contem-~
plated, and countries outside the normal concern of the affiliates.
Otherwise, the affiliates do most of the environmental risk assessment.

A recent issue of féftune magazine states that "Exxon goes further
than most corporations by integrating its political assessments into finan-
cial plans. Exxon compares its vast intelligence with views from a panel
of outside experts on the country. So far, Exxon has avoided rude shocks
by getting sophisticated appraisals through its regional divisions, the
hubs of corporate intelligence. Richard Barham, Esso Middle East's
government relations advisor said, 'We never accept their reports at face
value, but check them with many other sources.'"4

An executive in the public affairs office estimates that 90 percent of

the information flow is routine. However, during a crisis, "We go anywhere
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we ¢an to get the information we need.“5 For example, during the communi-
cations blackout in Saudi Arabia, phone calls were made in all directiong-—
S&T to Esso Middle East, public affairs to the State Department, Esso Middle
East to the Department of Defense, public affairs to Esso Middle Fast, S&T
to public affairs, etc. Never accepting reports at face value, but checking
them with many other sources is the rule even during periods such as this.

However, at the operations level and in the public affairs department,
a similar problem is experienced: "Often times you call the government and
they're fuzzy, they don't give you a real answer."6 It is even more
difficult for someone at Exxon to determine what is U8 policy. "The govern-
ment wants to retain its flexibility, especially in the areas of petroleum
and international affairs, SO No answer is definite."7 At the same time,
Exxon officials don't want to push too hard for an answer, or make an
official take a position which might adversely affect the company.

There is a greater need to obtain information and more reluctance to
force statements from foreign govermments. The four days in 1973 during
which Aramco did not communicate with the Saudi government is a good
example. If during a crisis the managers of the affiliates are reluctant
to press their host governments for information {(and if the US government
is at best only fuzzy), the operations level which needs to make tactical

decigions suffers delays. 1In the future this may have serious consequences.

CORPORATE DECISION-MAKING
DURING AN ACUTE SUPPLY SHORTAGE

During the 1973 embargo, Exxon operated within two types of restrictions:
political concerns and technical constraints. Political concerns related to

consuming countries, especially those that were given preferred access to
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0il by the Saudi government. Exxon needed to justify not giving those
countries more crude than was necessary because it.was short of o0il on a
worldwide basis. Technical constraints included the limited ability of
refineries to process different types of crude, the lack of markets for
some products which were able to be refined in other areas, and the lack
of deep water ports in the United States for supertankers.

At Exxon and in the oil industry, there was a widespread belief that
failure to redistribute supplies eguitably would invite increased government
intervention. Therefore, Exxon made great efforts to convince consuming
governments that the pain was being spread evenly.8 Two formulas were
decided on to allocate crude 0il among consuming countries. One was based
on the percentage of each affiliate's regional demand during a base period.
The other was based on a forward supply plan that was made before the crisis.
The objective was not to allocate crude oil and refined products on a profit-
maximizing basis, but rather "to allocate on what we thought was a fair and
equitable basis."9

Following the revolution in Iran, Exxon justified its allocation
decisions by sticking cldsely to the international Energy Agency plan for
alloéating acute shortages which the major consuming countries had formulated
after the 1973 crisis. While Exxon and the other oil companies experienced
political pressure during this period, they avoided government intervention
in their corporate decision-making. The question remains whether a more
serious shortége, for example a shutdown of Aramco whose current cutput is
9.5 million barrels a day or 20 percent of the total free world supply,
would bring about direct government participation in decisions regarding

the distribution of the remaining oil.
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Exxon executives doubt that the United States government has a
contingency plan for a cutoff of oil from saudi Arabia. They feel that
there is little the govermment can do other than force increased domestic
production and maximize conservation. If such a plan exists, it is not
coordinated with the companies which produce, transport, or supply the oil.
Tt is unclear whether coordinating at this point would avoid more direct
government intervention in the future. However, at present there is little
to coordinate since Exxon has no contingency plan, largely because executives
believe the company has few options if Saudi Arabia's production is lost.

In an issue of 0il and Gas Journal prior to the 1973 embargo, Kenneth

Jamieson, chairman of Exxon, said that petroleum is a business of inter-
national management, and cited the oil companies' ability to handle inter-
national oil traffic.10 Judging from the way Exxon responded to the 1973
embargo and to the Iranian crisis, it seems that this capability is still

in place. The ways in which the consuming governments will constrain this
capability in the event of a more acute supply shortage is open to specu-
lation. However, if the shortage is acute enough to cause government inter-
vention, it is likely that the lack of oil to distribute will be more of a
constraint on corporate decision-making than any actions which the govern-

ments may take.
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