INCIDENTAL PAPER

Seminar on Intelligence, Command,
and Control

The C4ISR-Enabled Warfighter
Gary L. Salisbury

Guest Presentations, Spring 2002

Robert B. Brannon, Gregory C. Radabaugh, Robert A.
Rosenberg, Gary L. Salisbury, Roberta E. Lenczowski,
James B. Plehal, Dean W. Cash, Patrick F. Kennedy,
Warren B. Rudman, Joseph K. Kellogg, Jr.

November 2002

Program on Information
Resources Policy

@ Center for Information Policy Research

) Harvard University

The Program on Information Resources Policy is jointly sponsored by
Harvard University and the Center for Information Policy Research.

Chairman Managing Director
Anthony G. Oettinger John C. B. LeGates

Copyright © 2002 by the President and Fellows of Harvard College. Not to be
reproduced in any form without written consent from the Program on
Information Resources Policy, Harvard University, Maxwell Dworkin 125,

33 Oxford Street, Cambridge MA 02138. (617) 495-4114

E-mail: pirp@deas.harvard.edu URL: http://www.pirp.harvard.edu
ISBN 1-879716-81-X 1-02-1



mailto:pirp@deas.harvard.edu
http://www.pirp.harvard.edu

November 2002

PROGRAM ON INFORMATION RESOURCES POLICY

Harvard University

AT&T Corp.

Australian Telecommunications Users
Group

BellSouth Corp.

The Boeing Company

Booz Allen Hamilton

Center for Excellence in Education

Commission of the European

Communities
Critical Path
CyraCom International
Ellacoya Networks, Inc.
Hanaro Telecom Corp. (Korea)
Hearst Newspapers
Hitachi Research Institute (Japan)
IBM Corp.
Korea Telecom
Lee Enterprises, Inc.
Lexis—Nexis
John and Mary R. Markle Foundation
Microsoft Corp.
MITRE Corp.
Motorola, Inc.
National Security Research, Inc.
NEC Corp. (Japan)
NEST-Boston

Affiliates

Center for Information Policy Research

Nippon Telegraph & Telephone Corp
(Japan)

PDS Consulting

PetaData Holdings, Inc.

Samara Associates

Skadden, Arps, Slate, Meagher & Flom
LLP

Sonexis

Strategy Assistance Services

TOR LLC

United States Government:
Department of Commerce

National Telecommunications and

Information Administration
Department of Defense
National Defense University
Department of Health and Human
Services
National Library of Medicine
Department of the Treasury

Office of the Comptroller of the
Currency

Federal Communications Commission
National Security Agency
United States Postal Service

Upoc

Verizon



The C4ISR-Enabled Warfighter

Gary L. Salisbury
March 7, 2002

Brigadier General Gary. L. Salisbury, USAF, is director of command,
control, and communications (C3) systems, Headquarters, U.S European
Command (EUCOM). He provides policy, plans, and systems for C3 and
computers in the European theater and works closely with the Joint Saff,
the Office of the Secretary of Defense, and defense agencies to ensure
operational readiness and modernization of all elements of the Global
Information Grid. He has commanded at the detachment, group, and wing
levels. He has held key jobs in the acquisition and operation of command
and control (C2) systemsin both communications and space and has
served on the Air Saff and in joint service positions at U.S Transportation
Command (TRANSCOM), U.S Space Command, and the Joint Saff. From
1994 to 1996 he commanded the 38th Engineering Installation Wng,
Tinker Air Force Base, Oklahoma, and from 1996 to 1997 served as
director of the Joint Transportation Corporate Information Management
Center, TRANSCOM. Immediately prior to assuming his current responsi-
bilities he was deputy director for engineering and interoperability and
commander, Joint Interoperability and Engineering Organization, Defense
Information Systems Agency. He has received the Defense Distinguished
Services Medal, Defense Superior Service Medal with oak leaf cluster, the
Legion of Merit, the Defense Meritorious Services Medal, and the
Meritorious Services Medal with three oak leaf clusters. He holds a
bachelor of science degree from the University of Pittsburgh, a master of
science degree from the Air Force Institute of Technology, and a doctor of
science degree from George Washington University, all in electrical
engineering.

Oettinger: I'mdelighted to introduce our speaker for today, General Salisbury. He will provide a
somewhat different view from those of the earlier speakers, in that heis responsible for
intelligence infrastructure rather than collection of intelligence. We are delighted also to welcome
Captain Betsy Hight of the U.S. Navy, who in private life is General Salisbury’s spouse.

Salisbury: So I’ m the mouthpiece. Thank you for the invitation. Dean Clemons, your Air Force
national defense fellow, and | met six years ago. We were doing some activities down at
headquarters, EUCOM, in Stuttgart, a year after the Bosnian war started. He and | had the
opportunity to put in a communications capability that was supporting one of our unmanned
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aerial vehicles [UAVs|—the Predator system. We struggled through that for three months. | guess
we succeeded, or he succeeded. | came back; he didn’t. It's good to be here.

I’m going to talk about alot of things. What I'd like to do is take my lead from you. Colonel
Clemons comment to me was, “ You will not makeit through all of those slides,” so we have a
beer bet on thisand | will keep you here until fiveto do so. It's important to meto have a
Clemons-bought beer, so that’s a big deal.

I’m going to talk about C4ISR [command, control, communications, computers,
intelligence, surveillance, and reconnaissance]. Do you know what that means? | don’t. We use
that term and don’t explain it. It tends to be hardware stuff. We tend to view ISR as U-2 platforms
and UAVs; as things you can kick and fedl. I’ ve gotten to believe, though, that my businessis not
necessarily fielding boxes and putting in communications pipes, but it's thinking about
information and trying to optimize the way we capitalize on the hardware and software out there
and turn it into actionable information for our warfighters. That's really my job.

| am the J-6, the head communications guy, at headquarters, EUCOM. EUCOM s one of
our nine CINCs [commandersin chief]. It is one of the oldest of the CINCs; in fact, we were
headquartered in Parisright after World War 11, and then | think the United States had a falling-
out with the French so we were asked to leave. We subsequently worked our way down to
Stuttgart, Germany, in the early 1950s. Since then, EUCOM has been headquartered there, and we
live in Patch Barracks, right outside Stuttgart. It's a great assignment, with good location and lots
of opportunity.

EUCOM is a pretty big command. We have about 110,000 people in our theater, and I’
show you a picture later of what our theater is. About ten years ago we had 400,000 peoplein
EUCOM. This had nothing to do with contractors or all the other people who support a major
military activity; these were uniformed people and Department of Defense [DOD] civilians.

| don’'t have a dlide on it, but CINCs are unique in their makeup, their responsibility, and

their authority. We have one heck of alot of responsibility, we have one heck of alot of authority,
but we don’t have any money. If you want to get something done at the CINC level, you' ve either
got to tell peopleto do something or you have to twist their arms or coerce them or appeal to
Congress and let Congress beat up our armed services. | guess thisis my fifth joint assignment in
my career, and | think | know the system well enough to figure out how to make things happen in
the theater. To alarge degree, it means influencing our service components—the Army, Navy, Air
Force, and Marine Corps—to do the things that we think are right and that need to be done to
support the CINCs' overall mission.

For the services to do that, they have assigned us what we call service components. We have
five service components physically resident in our theater. The air forces are USAFE [U.S. Air
Forces, Europe], stationed up at Ramstein Air Force Base [AFB] in Germany. It's alarge
organization, 40,000 or so people. That’s where all the airplanes are. We have an Army
component, about 55,000 people, over at Heldelberg, Germany. Those are the guys who drive all
the tanks, obviously, and do Army kinds of things. We have our Navy component, U.S. Naval
Forces Europe [NAVEUR] which is stationed principally up in London, but they have a
secondary location down in Naples, Italy, and all the activity in NAVEUR isreally donein the
Naples area. We have a Marine organization. It’s fairly small. Werely to a large degree on
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deployed U.S. Marineforces, but right near Patch Barracks in Stuttgart we have our Marine
Forces deputy commander; that's a three-star command. The others are four-star commands, by
the way. Our final component is the special operations organization, SOCEUR [Special
Operations Command, Europe]. It's a one-star command, right in the Patch Barracks area. So we
have organic special operations people assigned to our theater, and they have their own assigned
forces. We have Navy SEAL s [sea-air-land components], for example; we have Air Force special
operations people; and we have Army special operations folksin our theater carrying out the
CINC's real-time mission.

That force structure, by the way, gives us the ability to provide immediate response to
crises. We can't do long-drawn-out campaign-level activities. In that case, we normally would
rely on rotational forces that comein and out of the theater.

Oettinger: Let mejust make a comment on this. This may appear to some of you to be a strange
structure. It's deeply embedded in the National Security Act of 1947, the organic legislation that
establishes the military. If you want more background on it, you have some in the reading in
Allard.* In the course bibliography there are a couple of books by General John Cushman that go
into more detail on this.? The whole history of the creation and aftermath of the Goldwater—
Nichols Act of 1986 goes deeply into these issues, and there's a book by Gordon L ederman that
you'll find in the bibliography that deals with an evaluation of the Goldwater—Nichols Act and its
effect on the relationship between the service components and the CINCs.? For those of you who
areinterested in pursuing these brief remarks of General Salisbury’s in greater depth, those are
Some resour ces.

Student: I'mnot in the military, but did | read recently that Russia has been added to one of the
CINCs?

Salisbury: I'll talk about that. Traditionally, and really until today, three countries have never
been assigned to a CINC: Russia, Canada, and Mexico. For the last two, it's principally because
of the close relationship the United States has had with Canada and Mexico. That's all changing
through our new unified command plan [UCP]. The reason Russia has never been under a CINC
is becauseit’s too big and strategically important. So our Joint Staff back in Washington, D.C.,
has really had operational and engagement planning responsibilities for Russia, Canada, and
Mexico. That's changing. I'll show you how it’'s going to change, | think on October 1. The
president hasn’t yet decided. We ve got alot of political issues associated with assigning a

IC. Kenneth Allard, Command, Control, and the Common Defense, rev. ed. (Washington, D.C.: Center for
Advanced Concepts and Technol ogy, 1996).

2John H. Cushman, The Role of the Major Operational Commandsin the Evolution of Command and Control
Systems (Bedford, Mass.: The MITRE Corporation, Nov. 1, 1980); Command and Control of Theater Forces: Adeguacy
(Washington, D.C.: AFCEA International Press, 1985); Command and Control of Theater Forces: The Future of Force
Projection (Cambridge, Mass.: Harvard University Program on Information Resources Policy, P-95-1, March 1995),
[On-line]. URL.: http://www.pirp.harvard.edu/pubs_pdf/cushman\cushman-p95-1. pdf

3Gordon N. Lederman, Reorganizing the Joint Chiefs of Saff: The Gol dwater—Nichols Act of 1986 (Westport,
Conn.: The Greenwood Press, 1999).
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country such as Russiato a particular CINC. But it's headed to EUCOM unless the president
decides otherwise.

The value of assigning responsibility for a country to a CINC is, first, that the CINC does
wartime planning for that particular country. In our case, in Europe, for example, let’s choose
Italy. Italy isin our area of responsibility [AOR], so we have the responsibility of doing the war
planning for things that would happen in Italy. Second, we also have a responsibility for doing
what we traditionally call “engagement,” so each of the CINCs has the responsibility for working
with the ambassadors in the various countries. My theater has ninety-one countries, so we deal
with ninety-one ambassadors. Those ambassadors come though our headquarters at least once a
year, and the general officers get a chanceto sit in what we call briefings and discussions, so
ninety-onetimes ayear I’'m engaged in Bs and Ds. | am giving you the same briefing that | have
listened to so many times!

Here€' swhat I’'m going to talk about (Figure 1). I'll try to give you a little bit more detail on
who we are and where we' re headed.

Overview

¢ EUCOM Theater:
Who We Are—Where We're
Going

e Current Operations
e Transformation

* Network Warfare:
The Next Frontier

e Thoughts on Command
and Control

Figurel

| dowant to talk a bit about current operations. It's a very active theater, if | can use that
term. It's been active for along time. It has ramped up significantly in operations tempo since the
global war on terrorism kicked off on September 11. I'll get into a few things we're doing, but
this has turned from a full-time job into a more than full-time job on that basis. We're not unique
in that context.

If you’ ve had a chance to read Secretary Rumsfeld's priorities, transformation is a big
priority for him, so I’'m going to show you a few things on transformation.

We chatted a little bit at lunch about UAV's and communications systems. | want to talk to
you about that in a dlightly different context, and that is networks. | don’t know if you're going to
have a briefing or discussion on network-centric warfare and what that’s all about, but I’ m going
to show you where we' re headed within EUCOM, how we think about networks, and how,
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ultimately, we retrying to weaponize those networks. That is, we want to treat our networks the
way we treat fighter aircraft, tanks, and destroyers. Configuration control, operator training, and
live-fire exercises are critical to maintain our warfighting edge. These are thought processes we
need to bring to our networks.

Finally, I have some thoughts on C2 in general, both about organization and about some of
the tools we have in place and how we' re trying to integrate them to support the warfighters
requirements.

You mentioned Russia. What is shown in blue on the slide (Figure 2) iswhat’s in our region
of responsibility today. The striped blue ultimately will bein EUCOM. You can see some of the
statistics. Our AOR is pretty big. Do you know how many countries there are in the world? About
180, so half the countries in the world are under EUCOM for engagement and wartime planning,
and it's a big deal. Every one of these countries requires tender loving care. Every one of those
ambassadors over there, either as a political appointee or as a professional State Department
representative, requires a lot of attention. We spend alot of time with ambassadors, and rightly
so, because | think in the longer term military people forming military-to-military and military-to-
political relationships really have done phenomenal things to civilize the world. So we have big
responsibilities in Europe.

Area of Responsihility and Area of Interest

IS

* Huge area of responsibility
- 91 countries — Norway to S. Africa
- Over 14 million square miles
- Over 7.000 miles north to south

» Over 1billion people
- Over 3.5million serving under
arms

I Eucom
CJ centcom
B Other

* Great diversity
{7 * Religious, economic, ethnic

100 Degrees East

Figure2

You can seethat parts of Africaarein our AOR. Just to show you relative size, there' s the
United States sitting on western Africa.

There are lots of people. We have countriesin our AOR that probably have the highest per
capita income anywherein the world, and we clearly have some that have the lowest. What a
diversity in economic posture! We have countries in Africa, for example, where the HIV [human
immunodeficiency virus] rateis at 40 percent today, so the challenges of dealing with these
various countries are phenomenal.
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You asked me about the UCP. Let metalk alittle bit about how we parcel out countries.
These are big decisions. Presidents draw these lines. Russiais coming into our AOR on October
1. Russia borders eight of the European countries under European Command's responsibility. The
strategic importance of Russia to the stability of Europeis paramount, probably more so thanit is
to Pacific Command's [PACOM’s] or Central Command's [CENTCOM’s] regions. If we decide
to parcd out Russiato a CINGC, it'sgonein theright direction. It’s tied into the European
partnership.

Student: Sir, is EUCOM having to broach that to the Russians diplomatically, or is that being
done by the State Department?

Salisbury: It's President Putin and President Bush. State€'s working it, and we're working it. We
expected alot of pushback on it, especially since Russia has been one of the lofty countries that
has never been assigned to a CINC, but President Putin is very pasitive. To alarge degree, very
candidly, it's because of the relationship he's trying to establish with the ex-Soviet countries, as
well as with greater Europe. So this unionization of Europe, the EU [European Union] concept,
has really turned out to be a pretty good unifying activity even for Russia. NATO [North Atlantic
Treaty Organization] has historically been a threat, by the way. The Russians have historically
backed away from Europe, because NATO was put together for one reason: to counter that Soviet
threat. Now that Soviet threat has gone away, and | think it's the economic issues that are
bringing Russia closer to Europe. So we, the United States, are going to capitalize on that through
our unified command planning.,

PACOM has responsibility for the countries in gray on the slide, plus everything all the way,
basically, to the west coast of the United States. CENTCOM isresponsible for these countriesin
yellow. We re obviously fighting in Afghanistan today. Pakistan is right beside it and isin
CENTCOM’sAOR. CENTCOM, by the way, isthe CINC down at MacDill Air Force Basein
Tampa. If you haven't seen General [Tommy] Franks, the CINC of Central Command
[CINCCENT], on TV you’re not watching TV; you' re doing what you should be doing, which is
studying. He lives and works out of Tampa.

I have some thoughts about why we drew the lines as we did. To alarge degree, they are
drawn on the basis of palitical decisions. Obviously, for example, we always hear about Pakistan
and India and nuclear exchange kinds of stuff. They’re not friends. Therefore, a conscious
decision was made to put Indiain PACOM’s AOR and keep Pakistanin CENTCOM’sAOR.
Even though thereis a natural tension, there seem to be more ties between India and some of
these countries farther east. Many times you lose objectivity by putting countries under asingle
CINCdom.

We had the same problem in what we call the Levant, if you're familiar with that term.
That's Israd, Syria, Lebanon, and Palestine. Israd, Syria, and L ebanon are part of EUCOM's
AOR. Palestine, though, belongs to CENTCOM. Palestine is really more aligned with the Saudis
and the Egyptians and the entire Muslim influence. Israel clearly has a disconnect politically
between it and the Muslim influence. So a conscious decision was made to separate those two
countries, and a way to do that is through the way we separate the CINCs and their regional
responsibilities.
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Ther€'s the same issug, by the way, with Africa. Why did we carve out this northeastern
section? It turns out that the countries that we left under CENTCOM'sAOR are really tied to the
Suez. The Suez is the unifying factor probably in this whole region, so that’s the common theme
within CENTCOM.

Student: Why is Syriain EUCOM?

Salisbury: Probably because of the French. You sometimes have to go way back in history to
learn why these decisions were made.

Student: Is Madagascar in PACOM?

Salisbury: If my diagram s correct, it belongs to PACOM. (How am | doing on time? I’m on my
second slide already. Do you plant these questions?)

| don’t want to belabor this, but there’'s another big change happening in our theater.
Actually, it's happening in the restructuring of the entire DOD for the homeland defense
discussions. The secretary of defense has decided to stand up atenth CINC. It's called Northern
Command. It will be headquartered somewhere; that will be a political decision. The force
structure, to alarge degree, is going to come out of one of our other CINCs, called U.S. Joint
Forces Command [JFCOM]. JFCOM has responsibilities for testing and experimentation. They
also have regional responsibilities. As a matter of fact, today its responsibility is all the way out to
4° west, right along the coast of the United States. Captain Hight runs all the communications
flows for this. What's going to happen with the restructuring of the UCP is that JFCOM will lose
itsAOR, so we will movethat 4° west line all the way to 45° west, and she's going to start
working for me.

EUCOM is picking up Russiaand a lot moreterritorial water, plus all the countries and
islands that have historically been assigned to JFCOM. The Azores and Iceland, for example, will
come under our AOR. Theway welook at that anecdotally is, “What does that mean as to
numbers of ambassadors?’ because my metric on that is how many briefings and discussions | sit
through per year. We're going to pick up two more, so that’s okay.

The missions of the four geographic CINCs are consistent—at least, in the functional areas
identified in the boxes at the top (Figure 3). There are geographic CINCs, and there are not
geographic CINCs. The four geographic CINCs are EUCOM, PACOM, CENTCOM, and the one
| didn't reference on the other chart, U.S. Southern Command [SOUTHCOM]. It’s predominantly
the drug business that keeps them busy in South America, south of Mexico. Those four
geographic CINCsreally have the same responsibilities. The only thing I’ ve added here is a little
bit of the communications stuff that my peoplein EUCOM do. | didn’t mention that, of the
110,000 in the command, about 11,000 are doing communications and information systems, so
about 10 percent of the command isinvolved in the kinds of actions shown in the lower layer of
boxes.
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« Partnership for Peace Respond to Crisis
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- Assistance / Training * Quick Response JTFs
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* Humanitarian Relief
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CSAR = combat search and rescue ECOWAS = Economic Community of Western African
states  IA = information assurance JTF =joint task force NEO = noncombatant evacuation
operation SAR = search and rescue

Figure3

My view as a professional military guy is that thisis our most important responsibility. We
do these engagement and crisis-response things to keep us from having to fight. If we do that job
very well, we'll never get to that red box, but, rest assured, if we get there, we re ready to go. We
focus alot of time and energy on the green boxes, so we don’t have to do the red and orange ones.
Again, some of the bits and bauds come into the discussion of how we do that in various levels of
crisis response assigned to a CINC.

Student: Inlight of the UCP moving Russiainto EUCOM, do you see a decoupling as we do
engagement and the Partnership for Peace [PfP], in the Baltics particularly, recognizing the
historical animosity between the Baltics and the essentially repressive Russian movement into the
Baltics? Would that engagement be conducted in parallel? How do you see that engagement being
conducted, or aren’'t we mature enough in thought to have got there?

Salisbury: NATO is as strong and relevant today as ever. We continue to get a lot of goodness out
of NATO. We have nineteen countries in NATO today. We have a group of nine more countries
that are called NATO aspirants, so the NATO leadership, basically the presidents of these
nineteen countries, are meeting in Prague in October or November of this year to decide which of
those nine aspirants will be made NATO member nations. Three of those turn out to be Baltic
countries. My senseis that the Baltics are a high priority for this administration, | think to alarge
degree because the Baltics have historic tiesto Russia, and our president is doing alot to try to
bring Russia, if not into NATO, at least into the European influence. My view is that the Baltics
areavery important NATO issue, not only because of who they are but also because of their
strong ties to Russia.

| want to go around the world (Figure 4). We basically break up our responsibilities into
regions, and it’s really how we focus attention on what’s most important. | have a slide on each of
these.
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Figure4

As| mentioned, the large area that we have historically focused our attention onis Europe

(wecall it the central region) and NATO (Figure 5). NATO really has continued to be alinchpin
for stability throughout Europe and into Africa, surprisingly.

Western Europe and NATO

- NATO remains the key to success
- Democratic institution
- Able to respond using armed forces
- Offers key engagement activities

Challenges
- Modernization and interoperability
- Instability of adjacent regions

- Opportunities
- Allied military exercises
- NATO enlargement
- Joint development of new systems

Figure5

One of the unifying themes that has always been central to NATO is something we call
ArticleV, which isthat an attack on one of the NATO membersis an attack on all of them. It had
never been invoked in NATO's fifty-three years until September 13. NATO has historically
looked east, worried about the Soviet threat and all the potential threats that were building out in
the east. On September 11, with the bombings in Washington, D.C., and the World Trade Center
in New York, NATO looked west. Theinvocation of ArticleV isahbig deal. It surprised me when
NATO did it. Weimmediately had eighteen very close allies the day that Article V was invoked.
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Probably two or three days later we started flying AWACS [Airborne Warning and Control
System] missions over the continental United States [CONUS] to protect U.S. interests. NATO
deployed seven NATO AWACS to the United States. Crews from eleven of those countries are
still flying overhead today, burning holes in the sky, watching over the Olympics, watching over
the Super Bowl, watching over high-density locations.

I’ve come to havealot of pridein this NATO structure. I'll tell you what theword is: “If
NATO will do that for the United States, guess what they’ll do for Latvia or one of these other
aspirants?’ My senseisthat NATO's stock went up over the last four or five months, and | think
it will continue to be a unifying organization for the entire European area, now getting more into
Russia. | would not be surprised, as we continue our careers, to see Russia as part of NATO. It
may be sooner rather than later.

Student: I've had opportunities to take part in allied military exercises. | just returned from over
there as an Army person, and even doing joint exercises within the theater we had alot of
problems with our communications systems talking to each other. I’'m on the intelligence side of
the house and our AEF [Air and Space Expeditionary Forces] system couldn’t talk to the Air
Force's equivalent. What is EUCOM trying to do in those joint and allied military exercisesto
address the problem of interoperability between the communications systems?

Oettinger: While he's preparing his answer, let me suggest that that's the single most continuous
item in the twenty years of this seminar. You will find almost every speaker in every year deals
with interoperability, because it's an intractable problem. I' [l let you explain why.

Salisbury: I'll give you my personal views. | seeit almost daily, and it continues to bubble up in
global war on terrorism kinds of things. | want NATO partnersto participatein U.S. efforts, and if
we can't technically make the bits flow then | know we can't share information.

Two points. Number oneis the releasability of information. | personally believe, having
donethisaslong as | have, that there are only two things that destroy interoperability. Thereare a
number of things that make it difficult, but only two that make it impossible. One is security: that
is, what's releasable. I’'m never especially concerned about connecting the pipes; | am concerned
about connecting the content. Particularly in the intelligence business is where we continue to see
it. Do we have information that is inherently U.S. produced that we can share with eighteen
countriesin NATO? That, at times, is a bridge too far. Can we share intelligence information with
the United Kingdom? France? Italy? Yes. But nineteen total? Generally not. So, many times we
put security boundaries in place that make interoperability almaost impaossible.

The other piece, which | wasn't going to talk about too much, is free enterprise. Remember
the guy up in Redmond, Washington, who took on capitalism—Bill Gates? If you get everyoneto
buy the same operating system you can achieve interoperability. What's really happened in the
United States today, and has happened a lot with other partners, is that many times one of those
nineteen member countries has its own desireto sdll products. If we' re lucky, they’ |l buy a
product that’s interoperable with a U.S. product. NATO, though, is not a corporation. Nineteen
bodies make decisions based on the best interests of nineteen countries. The United States gets
onevoate. | don't know how to get through that. We have tried it for years through standards and
practices, and that’s how we ve gained whatever successes we' ve seen.
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Thereal way wedo it, by the way, is that we decide ther€'s a requirement to share a certain
kind of information. For example, I'll talk about the common operational picture and real-time
situation awareness. We' re all going to war together, sometime, and we all want to share the same
picture. The only way to make this work is that you take a single-country-devel oped piece of
software and give it to everybody. Don't get everyone's blessing on it, because they’ Il never agree
toit, but put it out there in the operational commands. You almost have to work around the
system to achieve interoperability. This has been a constant challenge. It's worth a promotion if
you solvethis.

Oettinger: By theway, it isjust astrue among the U.S. services.

Salisbury: Yes, |et’s get back to our business. Let metalk about the Army, Navy, and Air Force.
Compound that problem by eighteen nations that, very candidly, have the same reasons for doing
business as the Army, Navy, and Air Force. Jointness is interesting, and combined is interesting,
but it's not as important in my personal view as the revenue generated by such-and-such a
software developer or hardware developer. There's always that competition.

Student: AreLOCE [Linked Operations Intelligence Capability—Europe] and Cronos systems
that can help solve these problems?

Salisbury: Yes. Thetwo systems he's referring to are the NATO-approved systems. We are able
to run NATO-classified information over Cronos. Without giving you too much technology,
Cronos turns out to bethe Internet of NATO. If you want basic interoperability through the
communications pipes, you use this Cronos capability, which is based on the Internet. You
subscribeto it much as you do to an Internet service, but it's classified. If you' ve got a Cronos
terminal, everything that's been released to NATO is available to every one of those NATO
partners. Then it comes back to the content discussion. Does the United States, or France, or Italy,
or Germany want to put its unique stuff that it doesn’t want to share with eighteen other people on
that particular network?

The answer to your question is yes, Cronos and LOCE have helped us. They do not solve
the problem, but they’re alot better than having nothing.

Central and Eastern Europe means Bosnia and K osovo—countries that percolated up over
the last few years (Figure 6). We re seeking new democracies. We have a lot of activities ongoing
with each of these countries. The Balkan conflicts have been going on since 1991. Since 1995
therés been a NATO and U.N. involvement in Bosnia, and there was one in Kosovo in 1998/99.
A big concern is weapons of mass destruction [WMD]. That's always an issue.

Student: Could you tel us alittle more about that? Do you mean the nuclear material or the
expertise?

Salisbury: | mean the actual material itself coming out of one of the former Iron Curtain
countries, such as Ukraine. Those are the old Soviet nuclear fissionable products. We' re always
concerned about control over those, so if they turn out to be sources of WMD that could move
into terrorist hands it gets everybody excited. That'sa NATO concern.
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Central and Eastern Europe
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Figure6

Organized crimeis a continuing issue in the Balkans. Thisis the reason we're not out of
Bosnia today: because we haven't figured out how to solve the organized crime problem. Our exit
strategy in both Bosnia and Kosovo is to get the organized crime under control and get the local
policeto take over this responsibility. We have NATO military people, in fact, the military forces
of thirty-some countries, sitting in Bosnia and K osovo today doing police work. That’s about
wherewe are.

Oettinger: Have wethought of letting our organized criminals run theirs?

Salisbury: Sorry. I’'m out of my lane on this one.

The Caucasusis a big deal, with lots of opportunity (Figure 7). There are three countries:
Georgia, Azerbaijan, and Armenia. They have significant ties to Russia. There arelots of tiesto
the east through the Caspian sea. In Georgia, we ve had terrorist concerns with the Chechens, the
Chechen extremists, very specifically. Our strategy in EUCOM is basically to try to find some
aliesin aparticular country, train them either to defend themselves or to be aggressive in
eliminating a particular problem, and then try to back out and hope they will take care of their
own problem. We have something called a training and equipping mission that | think has just
been approved by the secretary of defense to go into Georgia. We are going to send eighty to a
hundred special forces in to do training and equipping in Georgia, much as we did last year in
Nigeria. The problem in Nigeria turned out to be internal strifein Sierra Leone. The U.S.
response to that through the United Nations was to send in about eighteen months' worth of
people to train the Nigerians and |et them help take on the problems with Sierra Leone.

If you saw the beginnings of the Afghanistan war, we did the same thing. We found some
northern Afghans whom we could trust, so for some period of time we had OGAs [other
governmental agencies| training some of them. I’ll show you some slides on the level of support
we were giving. We went in with very few U.S. soldiers, but alot of Afghans, to overthrow the
Taliban. That's our typical strategy among the CINCs. It’s good for engagement. It gets these
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Figure?7

countries untethered from many of the bad guys, and it clearly gives us away of capitalizing on
access to those particular countries.

Oettinger: There's acurious corollary to this, which I’d appreciate your commenting on. You
speak about briefings to ambassadors. It seems to me that the CINCs sound more and more like
the regional proconsuls with responsibilities that used to be the State Department’s. Is that a
mistaken impression?

Salisbury: | don't think it's mistaken at all. My personal view is that it involves resources. | had
more people working for me when | was a colondl than Secretary of State [Colin] Powell has
working for him today. That may be a bit facetious, but it's probably not too far from the truth.
Every one of these countries has a U.S. ambassador; there are country teams associated with the
ambassador, and a very light staff back at the State Department. | think the focus flow is based on
the relationships the CINCs have with our secretary of state. Today that relationship is excellent,
so our CINC spends a lot of time doing traditional State kinds of stuff. We argue that military-to-
military is our responsibility, but | find myself doing military-to-people outreach that we
traditionally called political. When | visit some these countries, doing some of thethings | do, |
always meet with the ambassadors and always talk about things that aren’'t purely military. Maybe
it's changed; | don’t know.

| talked about Russia (Figure 8). As | mentioned, eight of our countries border Russia
today. As on the previous slide, WMD is a concern.

Russia has been in SFOR, which is the Stabilization Force in Bosnia, and the K osovo
Forces [KFOR] since the beginning—since 1995 and 1999, respectively. As a matter of fact, in
Baosniathey'rein our sector, so one of our battalions is Russian. We really do have a great
working relationship with Russia at what I'll call thetactical level. The president, in my view, has
agreat relationship with President Putin. So, at the strategic level we'regreat. Thereisavoid,
though, between the strategic and the tactical, so we' ve got alot of rhetoric but not much action.
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Russia
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Figure8

The challenges within Russia to establish relationships with the EU, with NATO, and with
the United States are going to be significant. It's that second tier. It’s the samething | always say
about a number of lieutenant colonels: they’ ve been around too long and they think they’rein
charge, and you can't change their minds. That's what we have with Russia: too many lieutenant
colonels.

Student: Just promote us; we Il takeit.

Salisbury: They do grow out of it. So it's something you want to get behind you as rapidly as
possible.

Student: Isthere anything short of NATO admission that you could suggest for Russia? | just
can't see ever bringing Russia under Article V protection. They have too many enemies. Isthere
something that you could do short of membership that would still get Russia to accept the Baltic
states going into NATO? Won't you have to offer Russia something?

Salisbury: | think the Baltic states will probably come into NATO. Thisis getting alittle out of
my realm here. Let me back up a minute and take you back to Georgia. The Russians have had a
long-term desire to clean the Chechen extremists out of Georgia. When we (the United States
with one or two coalition partners) proposed to go in to do some training and equipping in
Georgia, thefirst flag that went up was, “What the hell are the Russians going to say about this,
because Georgia is one of the countries on their border?’ It took one day, and President Putin
came on line and said, “Thisis the best thing we can do, because the United StatessNATO is on
our side. They'retrying to help solve the same problem we retrying to solve. It's those peoplein
Georgiawho are giving us alot of trouble.”

| don’t think it’s going to be a problem. It's now pretty much at the presidential level to the
extent that the closer association of Russiawith NATO is an issue. There will be some three-stars,
two-stars, and one-stars called in on the military and political sides, so there will be a lot of
pushback, but President Putin is very supportive of doing a better job of integrating Russiainto a
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better association with the EU, not necessarily NATO. | sometimes use them interchangeably. |
think we re going to get there.

Oettinger: My guessisthat September 11 had alot to do with this, because these are all
traditional Russian enemies. Who in the United States before September 11 gave a good goddamn
about Afghanistan, Georgia, and other central Asian republics? All of a sudden we are facing the
same enemy as Russia, which is an odd position to bein.

Salisbury: | don't want to trivialize this. | think you'reright. September 11 has changed the
relationship we have with every one of the countries | seein our area.

Student: | agree with you, particularly about Putin. | know Foreign Minister Ivanov was against
it, and Putin slapped him down again. But what | was thinking of was, from our point of view,
would we really want Russiain NATO? Then we d have Article V obligations to Russia.

Salisbury: | think so. Our long-term objectives in Europe are stabilization and peace, and | think
we have realized that the best way to do that is to go after the problem we used to have. Soiit’s
clearly in the United States's best interests to expand NATO and to see if we can ultimately bring
NATO and Russia into a closer relationship. Whether that’s NATO membership or not, | don’t
know. But if we get economic ties between Russia and the EU, knowing, by the way, that eleven
of the countriesin the EU are NATO countries, we re going to go along way. | don't liketo use
the labels, but the concept is pretty good. It’'s a strong economic tie. They clearly have political
ties.

If Russia becomes part of NATO, would the United States respond? You' re damn right we
would. That's the baggage, or that’s the presumption that we have when you become a NATO
member. That's what countries want, by the way, and that’s what we would give. If the vote came
today, my personal view is that the president would say, “Yes, let’'s go doit.”

Inthe Middle East (Figure 9), | already talked about Syria and L ebanon. There are strong
ties between some of these countries and Libya. The United States has no military presencein any
of these countries. To alarge degree werdy on our Navy component. They're down in Gaeta,
north of Naples. NAVEUR has responsibility for freedom of navigation, aswe call it, in the entire
Mediterranean. To alarge degree, the stability of this region of the world is really based on the
U.S. Navy's ability do port visits, surveillance, show presence, and those kinds of things. Again,
there's the samelist of challenges and some opportunities.

Earlier, | mentioned challenges with Africa (Figure 10). You can spend your career in
Africa. There have been alot of engagement activities going on in Africa. By the way, to a large
degree, these are funded by the State Department. State has every one of these initiatives. When |
want to do something in Africa, my folks are leading this bottom bullet under “ Challenges.”
Africais regionalizing from an economic perspective. Much as NATO has turned out to be a
unifying organization for central Europe, Africais standing up four organizations that are based
on economics. One of them is this Economic Community of Western African States [ECOWAS].
It involves fifteen countries and is headquartered in Abuja, Nigeria. It turns out that from our
perspective (and | can speak from NATO's perspective) alot of those countries have pretty
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Sub-Saharan Africa
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international military education and
training activities
- Humanitarian assistance activities
- Economic Community of Western African
States (ECOWAS)

Figure 10

good ties to counterterrorism concerns. Establishing a partnership or relationship with these

economic organizations is a good way to influence stabilization, at least, in those regions of
Africa

We have no U.S. presence there full time. Going back to our earlier discussion, we have a
lot of special operations folks who spend time in and out of Africa doing training. Basically that’s
been our recurrent theme for along time, and there's along way to go in Africa.

Student: Has any consideration been given to taking sub-Saharan Africa out of EUCOM?
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Salisbury: Yes. Wewon't look at it this year, but we'll 1ook at it in two years. One of the
problems that we' re having right now is just the size of our regional responsibilities. When you
throw in Russia, we don't have enough brainpower (I shouldn’t say that). Speaking as one of the
people who has to do this, that’s a big resource commitment. The counterargument turns out to
be, “Do we want to stand up another unified CINC to keep an eye on Africa?’

My professional view isthat after Russia comes over we will look at this for two years, and
if it makes senseto realign Africa somewhere else (I don’t know exactly where we' d realign it)
we will do that. From a resource perspective, keeping Russia with the Joint Staff has always been
a good thing, because we didn't have to worry about it. Now that it's being given to us it will
force usto redraw the lines.

Student: Sir, would you consider at that point keeping Saharan Africain EUCOM?

Salisbury: | could only speculate. As we draw the boundaries of these countries, as | mentioned
early on, Africais not just Africa. Saharan Africais closely tied to the Levant areain terms of
their palitics, their heritage, their religion, and their economies. If we use that same argument, we
could carve out pieces of it. | wouldn’t take the entire continent of Africa. As we work through
this, we'll continueto draw linesin the sand. It is not now a U.S. national priority. The U.S.
national priority is homeland defense.

To answer your question, yes, | think so, but not yet. It will be inevitable. WEe ve already
seen pushback on the EUCOM staff about what the hell we re going to do with a country that will
double the size of the land mass of the world that we' |l be responsible for and is so important.
Where are we going to come up with the resources?

My bass, General [Joseph] Ralston, livesin Mons, Belgium. His regional priorities, just to
frametherest of the discussion, are the global war on terrorism, NATO, the Balkans, and
transformation (Figure 11). These are some of the specific actions and taskings, and I’ ll leave the
slide up here for acouple of minutes asafocus. I'll show you what we' re doing with this
maritime interdiction operation [M10] in the M editerranean. The situation in the Levant is ugly.
NATO continues to be a key priority.

I’m not going to talk too much about Balkans rationalization, other than to say that we' ve
been therefor along time. I'll show you some numbers on a subsequent slide. We have gone
from a very large number of U.S. military peoplein the Balkans down to a very small number.
The president has said, “We went in with NATO; we re going to come out with NATO.” We're
continuing to draw down. Transformation 1’1l talk about.

Let metalk about some current operational stuff (Figure 12) and tell you what I’ m not
going to talk about, although we can if you want to ask. We ve been doing Operation Northern
Watch over Iraq for eeven or twelve years now, flying north of the northern no-fly zone. We're
going after targets of opportunity, which turn out to be SAMs—Saddam Hussein's surface-to-air
missiles. We re doing very well. We have never lost an airplane or acrew, which | think is
amazing. | have no idea how many missions we have flown, but it's been about el ghteen per
month for twelve years, so our guys have been doing a good job.
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Current Operations

NORTHERN WATCH

Figure 12

Amber Fox isreally afollow-on to a weapons collection effort in Macedonia. We' re doing
that in conjunction with NATO.

Joint Guardian is the U.S. component of the KFOR operation in Kosovo, but | don’t intend
to talk about Kasovo. I'll give you a couple of slides on what we re doing in Bosnia to bring you
up to speed.

I'll talk a little bit about Avid Recovery, which you saw in the news about a month ago. This
happened in Lagos, Nigeria, where a weapons manufacturing plant exploded. A thousand people
died; it was just terrible. The ambassador asked usto go in, right in the middle of our global war
on terrorism. It was a big decision in the State Department, but the president said, “Go doit.” So
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we have soldiers doing weapons collection kinds of stuff today, dealing with this terrible issue
that the Nigerian government got itself into.

SFOR is the Stabilization Force (Figure 13). We did the IFOR—the | mplementation Force.
Thelonger term strategy, and we hope we' |l seeit fairly soon, is MFOR: the M onitoring Force.
That’s the role we hope to get into from a NATO-U.N.—U.S. perspective, because we re il
poised to do warfighting and stabilization. The word “ stabilization” implies we' re not there yet.
The United States has responsibilities for the northeast and the north sector; MND is multi-
national division. Here are some of our partners. | mentioned that Russiais with usin MND
north. The entire operation is headquartered out of Sarajevo, a beautiful city. Our headquartersin
the U.S. sector isin Tuzla, and you can see the other MNDs. France runs MND Southeast, and
The Netherlands is currently running the MND in the Southwest.

MND NORTH
United States, Russia,
Turkey, NORDPOL BG

MND SOUTHWEST 2
Netherlands, Canada, United |"
Kingdom, Czech Republic
SFOR troop strength:
16,000 troops in Bosnia from
NATO and non-NATO nations

MND SOUTHEAST
France, Morocco,
Germany, Spain, Italy |~

BOUNDARIES

NORDPOL BG = Nordic-Polish brigade
Figure 13

| wanted to show you this chart for two reasons. I'm going to drill down into thisjust alittle
bit more. The Balkans rationalization initiative is that we' ve got three two-stars, alot of civil
engineers, and alot of communications. The current thinking by our CINC is, “Let’'s rationalize
this. Why do we need three of everything in Bosnia?’ Looking at all these support activities from
a Bosnia perspective gives us the ability to reduce troop strength. As the slide shows, we have
about 16,000 military troops stationed in Basnia.

Let me drill down here (Figure 14). As | mentioned, Tuzla is where the command is being
run from. The Air National Guard is running the operation in Bosnia. It’s the second Air National
Guard organization that we' ve had in SFOR. The number, by the way, represents the number of
rotations, so we are on our tenth rotation of a very large number of soldiers who have comein to
do the stabilization operations in Bosnia since 1995.
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Figure 14

The exit strategy is shown at the lower right. Let’s help train the police forces; let’s help the
local peoplerun their own show. Unfortunately, we' re still broken up as is shown on the map at
the lower |€ft, so there are basically three governments. Guess who's in charge? This guy down in
Sargjevo, unfortunately, because we can't get our act together with the various countries. This
situation is what caused us to get into Bosnia. Stabilization of Bosnia to alarge degree is going to
be, “ Can we get a better relationship and a better fixed, firm government in Boshia among those
three sects, and can we get the U.S. military to quit doing policing?’

Student: Could you give us your assessment of training capability of the Air National Guard in
the implementation of SFOR? Do they roll in on existing C2 structures within the U.S. sector?

Salisbury: The Guard is doing well. They do what the active duty personnel do not do. The
Guard hastimeto ramp up, so as a unit they will know ahead of time when they’re coming in and
they will spend more time than a traditional active-duty unit would preparing for this mission.
They have done wonderfully.

Do they comein on fixed infrastructure? Yes. To alarge degree, we' ve had to commer-
cialize the communications and ask them not to bring in their tactical communications capa-
bilities. WE ve got a pretty good process going with Bosnia today.

In 1996 we started with 20,000 U.S. military people. That number is down to 3,300 today.
We're on a glide slopeto bring it down to about 1,800 by this October, with acceptance by the
various commanders.

Student: It also has an effect on the out years for SFOR with the number of units there. One of
the things General Blum and his predecessor were tremendously concerned about was Guard
units that were given deployment orders and then, at the last moment, we decided to take the
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numbers down and said, “We don’t need XY Z Battalion.” These are people who had told their
employers they were leaving and in fact had Ieft their jobs, and suddenly came back.

Salisbury: That's tough. We're going to have to work that. That's going to be a continuing
challenge.

Another dimension to this, by the way, is the global war on terrorism. A lot of the units that
were tagged to come in and do rotations in Bosnhia, predominantly Army, are currently in
Afghanistan, so this is going to be a significant demand on the Army. Even the reserveforces are
having a problem here. What support we're getting for the global war on terrorism comes from
some of the NATO countries that agree with Article V. They're offering their forces, and, if they
cannot use them in Afghanistan, they can use them here so we can free up some of our own
forces. | would not be surprised if over the next two rotations you' I see the number of U.S. forces
draw down significantly, because we, the United States, need those forces, as does Germany, as
does Russia, to help with global war on terrorism stuff. We do have other countries that have
already offered to bring in their forces to do stabilization, not to do the real warfighting stuff that
we're having to do. Therearealot of dimensions to this.

I mentioned Avid Recovery (Figure 15). (Thecircle on the slideis in the wrong place.)
About six weeks ago, we were asked by the ambassador of Nigeriato comein and help the
ordnance disposal folks clean up. We have about eighty people down there working in 100-plus
degree temperatures about two hours a day with these munitions exploding around them. It’s just
pathetic. A thousand Nigerians were killed, not because of the explosion but because, thinking
they were under attack, they stampeded and ran into a large swamp and drowned. So, besides the
global war on terrorism, we, like all the other CINCs, are ill responding to the day-to-day
humanitarian crises that always pop up.

Operation Avid Recover

<

~
MISSION

 Deploy explosive ordnance disposal (EOD)
personnel and support to LAGOS, NIGERIA

» Mitigate hazards of unexploded ordnance
resulting from IKEJA cantonment explosions

* ADVON team in place

STATUS and WAY AHEAD
» Deployment of main body end of February

ADVON = advance echelon

Figure 15
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Obviously, we' ve been doing Operation Enduring Freedom [OEF] since September 12
(Figure 16). The predominant role of EUCOM is supporting CENTCOM operations. The most
obvious things we have done are these humanitarian airdrop missions. We were flying them in
these big C-17 airplanes out of Ramstein. There were about 200 missions, and they dropped about
two and a half million of those little yellow packets you saw on TV from about 22,000 feet—
pushing them out of the back of the airplane and the things would spin and scatter everywhere. It
was a great effort to show that the United States was indeed concerned about the Afghan citizens.

Operation ENDURING FREEDOM

Completed Operations
e C-17 Humanitarian Airdrops Operations
* Flown from Ramstein—196 sorties flown
= Over 2.4M HDR'’s delivered
= MC-130 Airdrop/Airland Operations
= Flown from Incirlik—135 sorties flown
= 865 tons of supplies delivered

urrent Operations

» Transfer of detainees to Guantanamo

e Maritime Interdiction Operations in
Mediterranean Sea (U.S. and NATO)

d - Tanker beddown and Strat lift hub support
e Level IV medical support for CENTCOM

personnel

G 2600/R 7761

HDR = humanitarian daily rations
Figure 16

At the same time (the time we were doing it was classified) we were supporting OEF
operations with other airdrops. These were things like wheat, blankets, and humanitarian supplies.
A lot of that equipment was flown in from our theater. The route was from Ramstein down to
Incirlik, Turkey, and from there to Afghanistan. These were seventeen-hour missions for these
guys. Pilots normally don't fly that. We do with B-2s traditionally, but these were demanding
missions for the U.S. Air Force and the special operations forces who were flying these things.
They went from 20,000 feet to 200 feet; we got it right down to the deck when we were flying.
I’m surprised we didn’t lose anybody.

We're still doing detainee transfers. We ve picked up six detainees in Bosnia. You probably
didn’t hear about that, but we had some terrorists who were lifted. We sent them to Guantanamo.
We are opening up bigger hubs in our theater, because we are the gateway into CENTCOM’s
AOR. Level 1V medical support is Landstuhl Medical Facility, right outside Ramstein. Level V
means that you can do anything; Level |V is pretty high. We are providing all the medical
support, even major operations such as heart transplants, up there. So there are lots of activities
going on in the theater.
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| don’'t know if you' ve seen this quotation (Figure 17). Maybe | shouldn’t show it. | wish |
could tell you what we're really doing, by the way, but | have to keep this at the unclassified
level.

“| believe that forgiving them is
God’'sfunction. Our job is simply to
arrange themeeting.” *

--Gen. (ret) Norman Schwarzkopf

* When asked if there wasroom for forgiveness toward those
who have harbored and abetted the 11 Sept terrorists

Figure 17

One of the things we' ve been doing, as has CENTCOM, is boarding ships (Figure 18). The
reason we board shipsis that we originally thought—and we still think—that Osama bin Laden
may be on one of these kinds of carriers at the top of the slide, or was at onetime. (That’s not a
U.S. Navy ship, by the way.) Second, a major resupply of terrorist activities comes through
shipping. We have boarded four ships. There are so many ships available on the free market today
that you can own onefor a couple of hundred dollars, becauseit’s too expensive for the people
who built them to run them. So terrorist agencies and activities are buying ships and they don't
care about them. If they have a problem with a ship, they’ll sink it. It turns out to be a pretty
lucrative target, for starters.

On-going Actions

e MIO
— Four boardings
— Syrian formal protest

e Balkans

e Sensitive
Reconnaissance Ops ?

e Georgia Train and Equip ::"

Figure 18
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They haveto beformally flagged by a country. Did | tell you about lieutenant colonels
before? A retired Army colonel started this flagging operation, so we fixed that problem, but one
of the values of having a properly flagged vehicleis that at least there are some credentials that
can bereviewed. It's like getting a proper driver’slicense. A lot of the ships we verun into in the
Mediterranean are Togo-flagged. That already sends up a warning balloon: it takes twenty-five
bucks to flag a ship in Togo.

We have boarded two Syrian ships. The Syrians do not like us for doing that, so they filed a
formal protest and we stopped our operations. We didn’t quite do the palitics right. Tony
mentioned something about the CINCs getting into an area of diplomacy; thisis an area that we
probably didn’t get into as well as we should have. In my personal view, we should have
coordinated slightly better with State to let them know we were going to do this. We natified the
ambassadors, but it probably should have come through State channels.

We call these “compliant boardings,” by the way. We |l have a big U.S. Navy ship coming
up against one of theselittle things, and we will ask if it's acceptable to board the ship and ook
for contraband. If they say yes, we'll go ahead and board with a team of about sixteen people.
They take pictures and go through computer files, soit’s a pretty good process. The Navy has
been doing this since the days of the Barbary pirates, so we know how to do this stuff. We do now
have a military capability to do noncompliant boarding. Theimplication s, “1f you don't et us
on, we'll take over the ship.” We Il send the same team on, but more forceis required. The
political sensitivities are significantly higher.

I’ve already talked about the Balkans. | can't get into alot of detail, but the Balkans are il
atarget for someterrorist activities, so we stay focused on them. | also can’t get into too much
detail about sensitive reconnaissance operations. | knew my wife was coming, so | wanted to put
aNavy P-3 here. We areflying alot of P-3sin the Mediterranean. We are also flying a lot of other
ISR resources there, because some of our current concerns are clearly with some of the countries
I’ve mentioned that arein our AOR. Theimplication of sensitive recon is that sometimes we do it
with certain capabilities, and we have to be careful with whom we share that information.

I mentioned Georgia. We should be there today or tomorrow, doing this training and
equipping with the Georgians to help friendlies who are looking for Chechen extremists.

WEe're doing a lot with the global war on terrorism. If there's one thing that has refocused us
it's probably not Russia, which we ve talked about, it's the global war on terrorism. Thelevel of
activity has picked up significantly, and | think every person in the DOD is affected by the global
war on terrorism. I’'m really downplaying the level of effort and the amount of resources we're
committing to it.

We're doing alot of work with individual countries (Figure 19). As| mentioned, we do
have a noncompliant capability now. That’s a weapons capability, so if they say no we can do
something ugly. We re doing alot of collection throughout the theater. We re training and

equipping.

I’ll just mention the term JFACC—joint forces air component commander. That isthe
coordinating activity for all air activity in the theater. That’s why | put that up there. When we did
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Way Ahead

e Coalition planning to assist individual countries with
their efforts against terrorists

« Noncompliant MIOs in Mediterranean
* Active ISR collection efforts

e Training and equipping in Georgia

* JFACC C2 exercise (May 2002)

e Continued supportto CENTCOM

e Continual reevaluation—prepare for challenges,
exploit opportunities

Figure 19

the C-17 operations and the MC-130 operations that | talked about before, we conducted them out
of our JFACC up at Ramstein. They were deconflicting and coordinating all the flying. We do that
pretty well. If we do something more aggressive, or Kosovo-like, such as an air campaign, we
need to make sure we can do not only humanitarian relief operations and resupplying or refueling
but also offensive air operations. We are having a major exercise in May where we'll really try to
stress ourselves. I’ m going to talk about JFACCs a littlelater, so | wanted you to know what they
are.

Student: |sthe exercisein theater, at Ramstein?

Salisbury: Yes, | believe so.

Aslong as the focus continues on CENTCOM, EUCOM s providing significant resources
from a communications perspective. About 80 percent of the communications that are supporting
CENTCOM are coming from my theater.

Student: Areyou going to talk a bit about the adjudication and prioritization of national assets
with JCS [Joint Chiefs of Staff] coordination?

Salisbury: Yes. Remind me when | get to the UAV discussions.

Let metalk briefly about transformation (Figure 20). | won't spend a lot of time on this, but
| want to let you know that transformation is a big deal. You can alwaystell by that term
“commitment.” If the United States is committing dollars to something, it's a big deal. | think the
investment we' re making in transformation is a 13 percent increase from last year. In my
business, and in the intelligence business—I’ ve just captured a couple of snapshots—thereis
about $1 billion morein this budget going into UAVs. There's something called an intelligent
communications system; but | don’t know what that is. It sounds good; | want one. Thereis alot
of research and development related to communications and information systems, by the way.
Thereisalot of money going into infrastructure. If you add up communications, UAV's, and
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Figure 20

intelligence, that’s a significant portion of the requested FY 03 budget. If you’ re looking for post-
military employment, thisis what you want to get into. It will replace the dot-coms.

The transformation goals come right out of the Defense Planning Guidance [DPG] and the
Quadrennial Defense Review [QDR] (Figure 21). These arethe secretary of defense’s priorities.
WEe re going to do thefirst one. Thisis the reason we' re standing up Northern Command—this
tenth CINC. Information technology, information operations, and space operations are all high
priorities for the secretary of defense and the president. Ther€'s alot of money involved, as |
showed in the previous side.

Transformation Goals
(as delineated in QDR and DPG)

e Protect the U.S. homeland and critical bases of operations
e Deny enemies sanctuary

e Project and sustain power in access-denied areas

« Leverage information technology

« Improve and protect information operations

e Enhance space operations

Figure21

A lot of the theaters, like mine, have been relying for along time on copper cable (Figure
22). We still have a World War |1-era communications infrastructure. A microwave system has
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also been therefor along time. We' re now migrating most of our stuff to fiber. We have come a
long way. As aresult of two years worth of effort in our theater, we are throwing $700 million
into what we traditionally call communications infrastructure.

Student: Sir, do you still have problems when it rains over there?

Salisbury: Inafew places wedo, but it's not as bad as it was. Those areas where we still have
copper cable have some problems. I’m pretty impressed with where we are in infrastructure,
mainly because fiber has become so pervasive. The economics are favorable. When Germany or
Great Britain decides that they need communications infrastructure, they put fiber everywhere,
What the military does is buy service from them. That is our strategy. We' re getting away from
the U.S.-owned older technology.

| wanted to show you how the bits flow here (Figure 23). | can't do this myself; thisis
captain-level stuff. It's pretty slick.*

Oettinger: If you'reinterested in comparing this to where we were, take alook at Admiral Jerry
Tuttle's comments in the seminar in past years, and you' |l get a sense of the difference between
the concept and the realization.®

“The origind slide showed the hits moving.

SJerry O. Tuttle, “ Tailoring C3I Systems to Military Users,” in Seminar on Intelligence, Command, and Control,
Guest Presentations, Soring 1988 (Cambridge, Mass.: Harvard University Program on Information Resources Policy, |-
88-1, March 1989), [On-ling]. URL :_http://www.pirp.harvard.edu/pubs_pdf/tuttl e\tuttle-i88-1.pdf; and “ The Copernican
Pull,” in Seminar on Intelligence, Command, and Control, Guest Presentations, Soring 1993 (Cambridge, Mass.:
Harvard University Program on Information Resources Palicy, 1-94-5, August 1994), [On-line]. URL:
http://www.pirp.harvard.edw/pubs_pdf/tuttl e\tuttle-i 94-5.pdf
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Salisbury: Just a couple of anecdotes. During my first assignment to Germany twenty years ago,
| could not make a telephone call reliably. Maost of the communications between Europe and the
United States were over satellite, so when you did get a telephone call you had that half-second
delay. You talked and you waited, which was terrible. What we have today (and to a large degree
it was driven by Kosovo, by the way) are three major fiber routes back and forth transatlantic and
over a gigabit worth of capacity. It's highly available and highly reliable. | have three different
vendors, so we get contractor diversity. The communication between the United States and
Europeisjust phenomenal today.

Student: You said that the new infrastructureis market driven. Could you say something about
what happens if war comes and we need to access those communications lines? What do we have
in place to make sure we can do that, especially since these are not U.S.-owned companies?

Salisbury: Therearea couple of paints. If we ever do a U.S. unilateral action, we do have
dedicated systems that are still operational. They tend to be some of the high-value military
satdllite communications systems—Ilower data rates and higher priority. So we are able to support
U.S. unilateral operations. My professional view, though, is that we re not going to do anything in
Europe without one of our allies. | hate to keep harping on this whole global war on terrorism, but
that has really caused us to unify our thinking. I will not do anything in Germany today without
asking the Germans to go with us, or the United Kingdom (U.K.). So we have very high
confidence that those countries on whose strategic infrastructure we have opted to rely will

partner with us on any operation. Of course, we have to be careful how much reliance we put on
any particular country’s capability. Germany, the U.K., and Italy are not a problem. It's something
to be sensitive to.

The wideband communications coming north are robust. The communications system that
ties our bases together has become very robust, to a large degree because it’s fiber and we spend a
lot of money on it. Where we have problems is on the bases. | mentioned that our CINC has been
successful in getting about $700 million to improve the on-base communications; that’s inside
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the boundaries or perimeters of the fence lines. Just as an anecdote, in the DOD the services are
responsible for the bases, posts, and camps—that on-base stuff. I1t’s a national responsibility to
fund outside the bases, so other agencies have the responsibility. We have done the outside very
well, but, as we said before, when the services have the prerogative of not funding something,
here's a good one not to fund.

If | want Internet servicetoday, and I'm in Stuttgart, Germany, | use the NIPRNet
[Unclassified but Sensitive (N-level) Internet Protocol Router Network] to access an | SP [Internet
service provider]. That's the real routing.

By the way, in the DOD we use the Internet as a surge capability. You can’t beat the prices
today on the Internet, so we have a lot of capacity relying on the Internet, which really isa
backup to our military capabilities. Theteleport is a gateway principally to the tactical people.
You asked me about how we bypass the reliance on other countries’ systems. It's really by using
this system. Some of the words on the slide are not quite correct. The principal communications
today for the deployed warfighters are through these teleports, over a U.S.-owned satellite
system, predominantly, down to the deployed forces. We're doing pretty well in space.

Asfar as capacity is concerned, we probably have a gigabit coming into our theater (via
transatlantic fiber and satellite communication systems). Between our major installations, we
have closeto 700 megabits. On most of our modernized bases, we can move about 100 megabits.
Our deployed forces can expect 1.5 to 2 megabits of capacity.

Oettinger: Thereisn't a speaker here who when speaking of this kind of thing hasn’t said we're
doing well, and there isn’t anybody who has ever stopped complaining that it's not good enough.

| just want to take a moment to underscore my belief and guess as to why thisis so. One can point
at appropriations and so on, but there is one thing that is more fundamental, | think, which is
continuously rising expectations. That's fed by a very simple phenomenon, which is that there are
no limits to complexity. No matter how accurate a picture you want, there' s always a picture with
higher resolution. No matter how many high-resolution pictures you get, you always want twice
as many and you always want them faster, et cetera. Each time you say something like that, what
you have is obsolete and you' re dissatisfied and looking for the next one. I’ ve convinced myself
that’s why this ongoing paradox persists. Nobody’s lying. It'strue, the new stuff is better, but
there are still all those complaints, and | think that’s the reason. Does that make any senseto you?

Salisbury: Yes, it absolutely does. It's probably anal ogous to when you bought your Windows
3.0 operating system. It was pretty good at the time, but when the next operating system came out
you traded the old onein. What droveit to a large degree were the new applications that the
Windows 3.0 operating system wasn’t good enough to accommadate. As you continue to iterate
that, it's the Moor€e's law thing that says that every eighteen months you double the processing
speed of a computer chip. You may not recognize it, but you also double the capacity of commun-
ications systems about every eighteen months, and it's happening simultaneously. | don’t think
we'll ever get to the point where we' re going to have everybody saying, “| have enough
bandwidth.” It's always good in your career to say, “| need more bandwidth.” That'll help me
when | retire, because I’m going to go into this business and | want to hear a bunch of dissatisfied
customers, not satisfied ones. The amount of money we ve spent on this, and the benefit we're
getting out of it, are pretty good.
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Hight: Thereisabig difference when you move from CONUS to outside CONUS and deployed
sites. Herein CONUS we' re bandwidth rich, so when we'rein garrison we enjoy large
bandwidth. When we deploy and we're in bandwidth-deprived areas, we have a whole different
ball game. Sometimes part of the expectation management problem is that we don’t do in garrison
what we do out in the field, so when we deploy we don't like it. As a matter of fact, | had one of
my folks say to me the other day, “ A sailor on board a ship has more capacity to make a phone
call home than we might have getting official C2 messages to that ship.” That's becauseit’'s
provided via two different means. If we keep our sailors on long-term deployments, and if we
expect to retain them, we have to give them the same communications capabilities afloat that they
have at home. In alot of waysit is an expectation-management problem when you're at home
versus when you' re deployed.

Salisbury: | absolutely agree. Our focus on improving bandwidth isin two areas. the on-base
networks, a service responsibility, and then again the deployed responsibility, which Captain
Hight deals with every day. As we drill down into this discussion, we are bandwidth rich into the
major nodes and the big transatlantic stuff in my theater and throughout the fiber-rich
infrastructure, but when | get to the actual user of the computer on the desktop, on our ships, or
among our deployed soldiers, that’'s our choke point.

Student: You said that CINCEUR had garnered $700 million for the in-garrison communi-
cations. Understanding that the CINCs don’t have money, as you so aptly said, how does that
affect the readiness of the service from which he garnered the money? Was there a congres-
sionally mandated increasein the TOA [total obligation authority] to the services for this, or was
it atradeoff so that something was lost in readiness or other moder nization?

Salisbury: Last year there was about a $500 million plus-up, and the request occurred right at
the end of the Clinton administration. Maybe you don’t recall it, but the administration decided to
plus-up the DOD because of allegations that we hadn’t been committing a lot of resources to the
DOD. That $500 million that we needed for C4 infrastructure came out of that presidential plus-
up, so no new obligation authority came out of the services. It was good timing.

This year, each of the service's TOA lines was decremented by about an aggregate of $380
million, so this was done at the expense of something else. You never know whom the money is
going to come from. As you pointed out, we do not have dollars. We have the responsibility to
work what we call integrated priority listings, and my boss gets to fall on his sword for just about
three or four items per year. This was one of them.

Hight: | just wanted to add a comment about readiness. This money is not just going into a
CINC'’s environment; it's going into the services' infrastructure to support the CINC. The guysin
Heidelberg want this infrastructure capability just as much as, if not more than, the guysin
Stuttgart. The U.S. Army, Europe, needs this capability, but asthey tried to prioritize within the
Army, C4 infrastructure was just not high enough. So what the CINC did was aggregate all of the
infrastructure issues in Europe and said, “Hey, anybody who will listen to me—Army, Navy, Air
Force, Marine Corps, Congress, JROC [Joint Requirements Oversight Council]—we need this
capability because thisis what keeps our readiness high in Europe.”
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Student: That's essentially what drove my question. | recall some of the readiness issues two
years ago and | remember that being a huge issue, so | thought, “ Gosh, something must have
happened; maybe the CINC stepped up to the IPT [integrated program team] and said, “We're
going to do it thisway.”

Hight: Hedid, and it happened in the JWCA [Joint Warfighting Capability Assessment] process
aswell.

Salisbury: He madeit areadiness issue. He started putting this in the context of force readiness:
“We can't go to war unless you fix this problem.” As Betsy pointed out, 95 percent of this money
goes into the Army, so that’s how the actual infrastructure will be upgraded. It took me five tours
to figure out how to do this.

While we' re building our infrastructure, 1’d liketo move a littleinto the network warfare
business (Figure 24).

“Our military must be skilled in the use
of bytesand bayonets alike.”

--Joint Publication 1.0

Figure24

In this picture of asymmetric warfare, the bunny is us friendly people (Figure 25). The wolf
is the enemy.

Asymmetric Warfare

Figure 25



- 32 -

If there's away to go in and suppress the enemy’s defensive capabilities prior to an air
strike without dropping bombs, maybe here’'s away of doing it. | call it nonkinetic warfare
(Figure 26). I've already told you we' re building infrastructure; | want to show you how we can
defend the infrastructure that we operate on and use it as an offensive weapon. | can’t give you
too much detail, because alot of this stuff is so classified they won't even tell me about it.

Nonkinetic Warfare

Kinetic Warfare Network Warfare
« Blue Order of Battle "+ Blue Network Status (Visibility)
* Defense Posture "+ Information Assurance

¢ Red Order of Battle " —* RedNetwork Status

* Red Goals/Intentions —————————— —+ Red Goals/Intentions
« Indications and Warning "+ |Indications and Warning

+ THREATCON "+ INFOCON
* Kinetic Attack "+ Computer Network Attack (CNA)
— Consequence Mgt — Consequence Mgt
— Measures of Effectiveness — Measures of Effectiveness
 Battle Damage Assessmentc—————————,_—+ Battle Damage Assessment
— Red and Blue — Red and Blue

Step 1: Defend our networks
Step 2: Improve |I&W
Step 3: Exploit/Destroy/Disrupt/Deceive the enemy via offensive net ops

Figure 26

If you look at the left side, military planners have been doing that list for years. Going from
the top to the bottom, “blue order of battle’ means the capability of your own friendly forces.
What's their posture? What's the capability of the enemy? What are their intentions? Are they
planning to attack? Did we get some indications and warning? If we did, weraise our threat
condition [THREATCON] a bit higher, drop bombs, and then [ook at battle damage assessment.

My senseis that there's an anal ogous process that we can go through in network warfare
(the right-side column). First, we have to understand what the capabilities of our networks are.
We want to protect those networks; we call that information assurance. We want to know the
status of the enemy’s networks, working with one of the OGAs to figure out what their goals and
intentions are. For example, do they intend to attack us through our network capabilities? Did we
get some indications and warning [1&W]? Suppose there's a virus, and we don’'t know whether
that virus was planted by aterrorist or a hostile nation or just a hacker. The analogous conditions
to these THREAT CONSs are these information conditions (INFOCONSs). We raise our defenses a
bit simply by telling people that we may be under attack. Then we can attack, measure how we
do, and do battle damage assessment on both the intended target and any repercussions on our
own networks.

Basically, the bottom of the slide shows the strategy we're following in the department to
“weaponize” our network capabilities: that is, defend the networks, improve our 1& W, and then
attack if offensive network operations are appropriate.
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Oettinger: | believethat those three steps refer to the military’s networks and not necessarily to
anybody ese's. Ther€'s a disconnect here between the homeland defense aspects of this and the
military aspects.

Salisbury: Thereare significant legal issuesin this space, no question. We have no problem,
legally, defending our networks. That includes putting up firewalls, blocking ports on routers, or
turning off capabilitiesif we re being attacked. So, defense is inherent in everybody, and industry
does the same thing. Improving our 1&W is normally an intelligence activity, where we get alittle
bit smarter on what the capabilities of a hacker or a potential enemy are. Thefinal step, though,
network attack, gets into the political and legal sensitivities. It's clearly not black and white today.

Hight: That's absolutely right, and we don't do it. There's been so much information in the press
lately about the Office of Strategic Influence and all that stuff, and because of the legal issues
associated with commercial networks we do not do Step 3, but we do Step 1 within the
boundaries of how we operate our unclassified and classified networks, those being NIPRNet and
SIPRNEet [Secure Internet Protocol Router Network]. We are trying to figure out how to do I&W
on networks. Quite frankly, when you think about it, how do you understand the intent of a hostile
nation to release a virus? I’ m not talking about avirus that is just a nuisance; I' m talking about a
virusthat really is aimed at our ability to command and control. So we work very hard on Step 1,
and we need to figure out how to do Step 2. Quite frankly, we can’t do Step 3 without significant
law enforcement and other governmental agency influence.

Oettinger: You'll have the opportunity to raise these questions again in two weeks with Admiral
Plehal, looking at it from the civilian side.

Salisbury: Therearelots of issues here. My view is that we have the technology to provide |&W
and network attack, but we have legal barriers. They're not impenetrable, but they’re significant.

Hight: Theonething | tell my lieutenants is that ones and zeros know no geographic boundaries,
and that iswhy thisissueis so very difficult. When you have the geographic boundaries of a
nation-state and you' re using kinetic warfare, you have one problem. When you're trying to use
networks that are ubiquitous, you have an entirely different problem.

Salisbury: Somebody asked me about the Internet connection to the DOD. We call it the
NIPRNet. Thereis an absolute connection, so much of the military traffic that transits from one
base to another over the NIPRNet transits the Internet and, very candidly, it possibly transits
through Syria and through Russia. So therereally is no network or geographic boundary to this
stuff.

Oettinger: If | may takeissue with you for amoment, | think that can be overdone. It’s not all
that different from airplanes transiting somebody else's airspace. It's one of the things that
worries me about contrasting kinetic warfare with network warfare. One of my former students,
Greg Rattray, who was here a couple of weeks ago, callsit “microforce’ or “microkinetic,” to
make the point that bits are not disembodied and they’ re not unlocated.® They transit the same

®Gregory J. Rattray is the author of Strategic Warfarein Cyber space (Cambridge, Mass.: The MIT Press, 2001).
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way that a ship or an airplane transits somebody’s airspace, and that creates a problem. We don't
overfly Germany without coordinating with the Germans. Where the bits are and wherethey're
coming from is not necessarily unknown, and they are not necessarily unstoppable. So, to my
mind, the analogies that you point out are stronger than the differences. Thereis a differencein
scale and amount, but the notion that bits are disembodied strikes me as a very dangerously
misleading logical error, becauseit leads you to notions about strategy that, to my mind, arejust
dead wrong. If you think of it as much more like what you're used to, though in a different
medium (it's transiting electrically instead of transiting through the atmaosphere), they’re similar.

Hight: | can transit France and Germany with the ones and zeros without ever telling the
Germans.

Oettinger: | wouldn't be so sure, because if the Germans wanted to stop you they could stop
you.

Hight: They’'d haveto stop their whole Internet activity.

Oettinger: That's a matter of design. The Soviets designed their communications networks so
that the military and civilian were quite separate. The Poles originally didn’t, but when they saw
what happened to the Shah they separated their networks so they could stop Walesa while
continuing their internal security. These are matters of tactics and strategy in the same way as air
attack and air defense are. | think that somehow the cyber crowd has upped the state of things by
emphasizing differences that, to my mind, aren't real. | keep seeing them perpetuated in what |
think is a specious distinction between kinetic and network warfare. What's remarkableto meis
the total similarity of theissues you have on both sides.

Salisbury: Let metell you why | put that chart together. It was to address the mindset of
traditional military planners who know how to do the business on the left. | wanted to focus them
on this other potential capability. It was not my original intent to look at the bits and bytes and
show the exact duplications. From a process perspective, my intent was to get into the CINCs
ability to use nonkinetic and kinetic capabilities, because the way we employ kinetic weaponsis
through this process on the left. If we can use the same processes, then let’s employ theright side
and get awhole different dimension of concerns. | have personally cometo beieve, though, that
what’s on theright is closer to reality.

Oettinger: | think you'reright, and to me the only wrong thing is thetitle “nonkinetic.” | would
say “microkinetic.”

Salisbury: It really has helped us in the warfighting sense, because I’ m talking to operatorsin
most cases as atechie. | tell them to think of thisin the context of “ This on the lft sideis the way
we go to war; this on theright ought to be the way we go to war,” because these are similar
rocesses.

You are absolutely right about the legal issues. Theissues on the technology are alittle
different. We have become so interconnected today, either because of the economy or somebody
not paying attention, that | think we need to be sensitive to the vulnerahilities that wein the
United States have created. We have created an exploitation opportunity with potential enemies. |
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would have agreed with your comment two or three years ago. Maybe there was a distinction
between military and civilian networks. My insight into some of thisis that, for whatever reason,
it's easy for the DOD, for example, to go out and buy Internet service and not even think about it.
For financial reasons, we're backing away from a DOD-only owned system, and | think other
countries are doing the same.

Student: | would just add a note of caution that was expressed in the seminar session that Rattray
attended.” That structure’'s OODA [observe-orient-decide-act] loop happens almost at the speed of
light, whereas in kinetic warfare you have moretime.

Oettinger: Tanks go faster than horses. | don't deny that.
Student: True. But that's just a difference in perspective.

Salisbury: We know certain pieces of this strategy are long term. This may start changing a little
more dynamically. There's probably little or no 1&W time, and you'reright: it's almost a
continuum. On the traditional ISR side, we're getting those timelines down significantly, too.

WEe're trying to protect our networks from all these threats (Figure 27), among others.
Here' s what we retrying to do. If ther€'s a bottom lineto our strategy, our first priority isto
provide service and protect those communications systems that provide critical services (Figure
28). One of my goalsisto get smarter on intelligence networks, sharing visibility on the status of
our networks among everybody in our theater who manages these things. | want to solidify our
information assurance posture. These last three items are consistent with the previous chart.

WEe re headed down the path of giving ourselves a warfighting capability that we can exploit in
our theater.

Oettinger: Just to go back to the earlier point, the point | was trying to make was really a
question: Given the dependence of the military on the civilian infrastructure, it's my impression
that the effort is greater to defend the part that is military, such as air bases, and less to defend
what is civilian owned. That strikes me as a problem.

Salisbury: There are other organizations in the federal government trying to defend the U.S.
Internet and those components of the Internet that are really supporting our banking, industry, and
power infrastructures.

Oettinger: I'm skeptical about that. That’s the point. It strikes me as a gap there, but that’s
another discussion. | wanted to call attention to it, because we have another speaker, Admiral
Plehal, with whom we can talk about it.

"See Gregory C. Radabaugh, “Information Operations,” in Seminar on Intelligence, Command, and Control, Guest
Presentations, Soring 2002 (Cambridge, Mass.: Harvard University Program on Information Resources Palicy, 1-02-1,
November 2002), [On-ling]. URL:_http://www.pirp/pubs _pdf/radabau\radabau-i02-1. pdf
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Salisbury: | would think the ground rules on the importance of this stuff froma U.S. national
perspective changed on September 11. We ve done pretty well inthe DOD. A lot of the
procedures that we ve put in place are being mapped over to alot of the federal agencies, and
maybe your future speaker can give you some insight into that.

Student: | think it's worth noting, too, that there are different domains of the infrastructure,
whereas the vulnerabilities of what's generally referred to as the NIPRNet, if you will, arefully
shared with civilian industry. The same routers and control mechanisms are all applicable. There
are separate and distinct domains that have less vulnerability as you crank up this telescope.
Although they may have atieto the lower level, they have a greater level of security by virtue of
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the restrictiveness of the domain. | think there's a perspective that may be worthwhile bringing up
with Admiral Plehal, and that’s where the NIPC [National Infrastructure Protection Center] can
best help: across organizational, federal, and state boundaries.

Salisbury: We spend a lot of time on that.

The organization of command and control and relevant technology are my last subjects. |
don't think I’m even going to talk about the current EUCOM C2 (Figure 29).

Current EUCOM C2
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CPG = centralized planning group JIACG = joint interagency coordination group  JOC = joint
operations center JPG = joint planning group NCA = national command authorites ~ONW =
Operation Northern Watch ~ SPG = strategic planning group

Figure 29

Student: | think thisisreally key. Professor Oettinger is going to love this. If you can take ten
minutes to talk about it, that would be great. We just read Martin van Creveld’s Command in

War 2 with the notion of decentralized execution, centralized control, and the genesis of the
general staff.

Salisbury: Centralized control comes out of the headquarters of USEUCOM in the middle of the
chart; decentralized execution takes place at the JFACC and JFMCC [joint forces maritime
component commander] at the bottom of the chart. A couple of things have changed since
September 11. We could change this from EUCOM to makeit CENTCOM and the way we're
conducting today’s war in Afghanistan. Thisis basically the way General Franksis running his
war. He's doing it from MacDill. He physically does not sit in Afghanistan; heis sitting downin
Tampa, Florida. Thereason heis ableto do that is because of the communications infrastructure.
The command, control, and intelligence systems that are supporting him are one of a hell of alot

8Martin Van Creveld, Command in War (Cambridge, Mass.: Harvard University Press, 1986).
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better back at MacDill than they are anywhere outside MacDill. So the investments that wein the
DOD have made in these fixed infrastructures are paying big dividends right now.

We have the same argument: if we go to war, wherever it is (call it somewhere in south
Africa), we re going to run the operation out of our headquarters at EUCOM, at Patch Barracks.
We have stood up something new at the CINCs, and it came out in recognition of this global war
on terrorism. It's shown in the boxes outlined in brown on theright. There are alot of solutionsto
counterterrorism issues that are not military in nature: banking, for example. There's the
relationship with the ambassadors, and that’s what this is. We' ve put together a joint interagency
coordination group [JJACG] and it has representatives from the OGAs, aswell as the Department
of State, Department of Transportation, Treasury, and all those. When we have devel oped our
strategic plan, we'll route that through the JACG. They will coordinate with our country teams—
the ambassadors, other U.S. agencies, and our coalition partners—to decide if there's an action
that can be taken that is not military. If it is, we will take that through nonmilitary channels.

They' Il coordinate again back through their national agencies in the United States.

If thereis military action, we send it back to our joint planning group [JPG], and they take
the requirement up through what we call our joint operations center. The military action will be
executed through what we call functional components (the JFACC and JFMCC). Our planning to
date does not involve standing up joint task forces [JTFg], if that term means something to you.
CENTCOM has not stood up one. Instead, we' I basically run the strategic and operational levels
of the mission from Stuttgart and stand up these functional components. | mentioned before that
this JFACC will be sitting at Ramstein running all air operations in the theater. The JFMCC is the
guy on the flagship in the M editerranean running the M10 operations.

If we have to stand up something, we' Il probably stand up atask force: the Army doing
something or the special operations guys doing something. It's a big change from the way we' ve
done business historically. Special operations guys are over on the left. We have a JSOTF [Joint
Special Operations Task Force] already operating in the Balkans.

Basically, what has changed on this chart from what we ve traditionally done and what
doctrine has taught us to do for the last forty years is that we' ve never seen these JACGs before.
Sometimes we call them JIATFs [joint interagency task forces], but it's the same thing. We have a
couple of them stood up, principally in the drug area. You keep seeing some of the JIATFs. Now
that all CINCs have a JACG we are starting to think this way. We're not going to stand up ajoint
task force; we re going to consolidate and run the operation because it’s a global war. To alarge
degree, it gets back to the discussion we had several times: it’s a resource issue. Every time the
Joint Staff with the chairman [of the JCS] or the CINC stands up a JTF, the implication is that
we're talking about 1,000 people deploying somewhere and doing things we could probably do
better in these fixed locations.

Student: Sir, would you say that strategic and operational decisions are getting closer together,
basically?

Salisbury: Yes. It’s happening in two locations. The blue on the slide [Fig. 29] is tactical
operational; the brown is strategic operational. | think we're going to be able to do that, and I'll
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get toit inacouple of slides. To alarge degree, | think it’'s because we have better situational
awareness.

Oettinger: It also mirrors what's been happening in industry: the flattening of hierarchies and so
on, and for similar reasons.

Salisbury: If | had to moretimeto wax eloquent on this subject, | could tell you that if you now
map this onto peacetime organizational structures, if thisis the way we go to war and you look at
the way our organizations are today in the Army, Navy, Air Force, and Marine Corps, you can
almost argue, “Why do we have these other levels that may beirrelevant if we re not going to use
them in a wartime environment?’

C2 is changing. Whether it’s redlity, or being ableto rely on this stuff, or it's resources, or
that maybe we' re doing our job more efficiently, I'm not sure. But watch C2 and the philosophies
and strategies and the way we organize change.

Wetalked at lunch about UAVS, so | won't spend too much time on this (Figure 30). Most
of you have seen the Predator stuff. | want to talk about the sensor piece, predominantly focusing
on these UAVSs. I've got another chart that shows some of the ways we move this information
around globally, and, finally, I want to show how we present this stuff. It's the sum of those three,
and the ability to get this shared information to all levels of command, that give us one hell of a
lot more capability than we ever had in the past. Dean and | worked on this project to get UAV
information all the way back to Beale AFB, California, and all the way to the cockpit of an F-16
to go kill tanks. We had that timeline down to about four or four and a half minutes during
Kaosovo.

Unmanned Aerial Vehicles (UAVS)

e Proven use in Kosovo and Afghanistan
» Key to future ops

» Affordable, effective ISR platforms

e Unmanned (low risk) combat capability

Live UA
e

COP = common operational picture

Figure 30
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Hunter is the Army version of Predator. The slide shows the antenna on that Hunter. It
actually relays data between two Hunters, and in a second we Il talk about that. These are line-of -
sight communications systems, so with this satellite antenna we do well with beyond-the-horizon,
Predator kinds of stuff.

We haveto insert information on this thing I'll call a common operational picture [COP].
We now have capabilities that allow meto do some pretty slick thingsif | can get the same
software and the same display we have in our command centers and if | can get real-time UAV
information on that display.

Her€'s the communications architecture we put together in 1996 (Figur e 31). Basically, the
Predator is flying. The information goes over satdlite to a downlink. We stick it on long-haul
communications back into the United States, bring it back, and then rebroadcast it to everybody.
For Bosnia and Kosovo, the analysts were sitting back in Beale AFB in California, so we were
getting real-time imagery off the Predator, analyzing it for quality targets, and sending that
information back to the actual shooters. That's the time we got down to four or four and a half
minutes from the time Predator identified a tank (we were trying to kill tanks in K osovo).

UAYV Dissemination Architecture

INTELSAT

GBS BROADCAST

Uplink

Legend
o Existing Comm
GBS Receive Suite

UAV Ground Control Station

GBS = Global Broadcast System
Figure 31

For Afghanistan, we took that architecture and shifted it 1,000 miles farther east, so that
architectureisin Afghanistan today. The other change we made, and | don’'t have alaot of timeto
talk about it, is that we put weapons on the Predators. We have the capability of launching
Hellfire missiles from Predator today.

The Global Command and Control System [GCCS], if you haven’t heard of that, provides
our common operational picture perspective (Figure 32). Thisistheimagery coming off a UAV.
Oncel get it into GCCS, | can moveit anywherein the DOD. The beauty of this system is that
it'sinteroperable, so if somebody can get this |3 [integrated imagery and intelligence] software
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New Capabilities—GCCS
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CONOPS = concept of operations  MIDB = modernized, integrated database

Figure 32

and can load it on GCCS, | can get not only full situation awareness based on traditional sensors
and reporting but also real-time targetable quality UAV stuff. It’s pretty slick.

WE re expanding that. Integration and interoperability occur not only up and down the chain
of command but also laterally (Figure 33). Not only are we working from the president to the
CINC to the strategic, operational, and tactical guys but we' re also at the operational level. |
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mentioned our JFACC at Ramstein; our JFMCC is down in the M editerranean. These guys are
sharing the same picture today, so we' ve got horizontal and vertical integration.

So, where are we headed (Figure 34)? (I'm going to finish this by four o’ clock.) Somebody
asked me about interoperability. My view is that we ve got to get the same software. | don't care
what everybody says; | can’t do this through standards. All our C2 is on a single network. That
gets us around the security problem | talked about. If you can get your information on our secure
Internet—our SIPRNet—I can almost guarantee you that we can interoperate. So, froma U.S. and
joint perspective, getting on the SIPRNet is a big deal. We have single workstations for these
things. We want a COP,

C2 Systems — Desired Endstate

e Same systems in Command Center, Standing Joint
Forces HQ, and Component Command Centers

e All C2 on SIPRNET
e Single Workstation
-C2

— Combat Support
— Office Automation

e Shared, relevant Common Operational Picture
e Shared Knowledge Management

Figure 34

I’ve got the imagery; I’ ve got the communications system to distribute it; I’ ve got away to
display it; but | just sat there getting hell from the support guy in the command center because
he's got too much crap on histable. Let’s talk really quickly about all this so-called knowledge
management or knowledge walls (Figure 35). We re going to do that. The whole intent of
knowledge walls is to take that plethora of data that we ve given them—I can give you more
megabits than you can shake a stick at—and figure out how to distill the important stuff, get it up
to the decisionmaker, and let him make an executable decision. We re doing that. You know who
does this well? The Navy, because the Navy has this problem of limited bits. They get so much
information, and once they get it they’ re able to make near-real-time decisions as a corporation on
alimited amount of data. So alot of the knowledge-wall thinking going on inthe DOD is coming
out of the Navy.

Student: Just quickly, how would you compare the size of the pipes on an embarked flagship to
what the JFACC can do?
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Salisbury: Interms of bits? On aflagship, on the LaSalle today, | get about 70 megabits. That’s
through some commercial stuff, the GBS, aswdll as traditional Navy communications. It’s not
two-way in all cases, but it's actually pretty good.

Student: How does a carrier compare?

Salisbury: A carrier is better. | can get more data on a carrier. We ve invested more money in
carriers than in flagships. If I’'m going to run a JFACC operation, clearly | want to point to either
acarrier or aflagship. Actually, | can get gigabits up at Ramstein, because we' ve got robust
infrastructure. My professional recommendation is that, if it's alarge-scale JFACC operation, you
probably want to do it in a fixed location.

Thisis a parting thought (Figure 36). And that’s it.

Parting Thought...

“The computer chip may very well be our
most useful warfighting tool. Although
it'snever a good thing when we lose a

Predator on the battlefield, | ook
forward to many more computer chips
dying for their country.”

—SECAF, 1 February 2002

Figure 36



Oettinger: Thank you! | have a small token of our large appreciation. | guess you and Captain
Hight are going to have to share.



Acronyms

AEF Air and Space Expeditionary Forces

AFB Air Force Base

AOR area of responsibility

AWACS Airborne Warning and Control System

C2 command and control

C3 command, control, and communications

C4ISR command, control, communications, computers, intelligence, surveillance, and
reconnaissance

CENTCOM U.S. Central Command

CINC commander in chief

CINCCENT commander in chief, U.S. Central Command
CINCEUR commander in chief, U.S. European Command

CONUS continental United States

CcoP common operational picture

DOD Department of Defense

DPG Defense Planning Guidance

ECOWAS Economic Community of Western African States
EU European Union

EUCOM U.S. European Command

FY fiscal year

GBS Glaobal Broadcast System

GCCs Global Command and Control System

1&W indications and warning

IFOR I mplementation Force (Bosnia)

ISP Internet service provider

ISR intelligence, surveillance, and reconnaissance
JCS Joint Chiefs of Staff

JFACC joint forces air component commander
JFCOM U.S. Joint Forces Command

JFMCC joint forces maritime component commander
JACG joint interagency coordination group

JATF joint interagency task force

JPG joint planning group

JSOTF joint special operations task force



KFOR
LOCE

MIO
MND

NATO
NAVEUR
NIPC
NIPRNet

OEF
OGA

PACOM
PP

QDR

SFOR
SIPRNet
SOCEUR

THREATCON
TOA
TRANSCOM

UAV
UCP
USAFE

WMD
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Kaosovo Forces
Linked Operations I ntelligence Capability—Europe

maritime interdiction operation
multinational division

North Atlantic Treaty Organization

U.S. Naval Forces, Europe

National Infrastructure Protection Center

Unclassified but Sensitive (N-level) Internet Protocol Router Network

Operation Enduring Freedom
other governmental agency

U.S. Pacific Command
Partnership for Peace

Quadrennial Defense Review

Stabilization Force (Bosnia)
Secure Internet Protocol Router Network
Special Operations Command, Europe

threat condition
total obligation authority
U.S. Transportation Command

unmanned aerial vehicle
unified command plan

U.S. Air Forces, Europe

weapons of mass destruction
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